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1
Introduction
This pseudo CR updates the description of the KMS based solution for conferencing. Since large parts of text were modified (including addition and removal of sub-sections), the below pCR first shows the old, deleted text and then the new text. The second change adds a new Annex that describes how participant information is carried inside a MIKEY message.
The main changes are as follows:

· The introductory text has been extended and now better explains the individual sub-problems to be solved and the necessary assumptions.

· The roles of the conference server (AS/MRFC + MRFP) and the KMS are clearly separated. The KMS should only deal with key management and should not contain any conference or application specific logic. This means that no special conference TICKETs etc are to be used.

· To make the solution simple, the support for group keys has been removed and the conference server is required to perform mixing (i.e. the SSRC field of SRTP packets sent out from the mixer contains the mixer’s own SSRC).

· The solution text has been re-organized and the different headings (conference creation, inviting other users to a conference,  joining a conference, and subscription to event packages) are similar to those used in TS 24.147

· Less focus is put on the internals of MIKEY-TICKET. For someone wishing to implement the solution it is more important to know how to perform the integration with SIP and SDP offer/answer. Example messages have been included to simplify the understanding.

· The "Example signalling diagrams" section was removed since it is no longer up-to-date.

· As part of the conference creation the conference creator needs to specify the allowed participants. The easiest way to transfer this information in a secure way is to include it in the MIKEY-TICKET message sent from the conference creator to the conference factory. The format of the payload carrying the participant information is described in the new Annex.
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5.3.3.1
Introduction

Establishing a secure, ad-hoc conference in a potentially hostile environment presents a number of challenges. Ideally, the conference creator would only need to trust the conference factory and the users that he intends to invite, while an invited user would only need to trust the inviter. The KMS-based conferencing solution achieves by introducing a trusted-third-party, the KMS.

The KMS-based solution for conferencing is based on the functionality for KMS-based media security as described in TS 33.328 [3] and MIKEY-TICKET RFC 6043 [18]. The key management described and discussed is based on MIKEY-TICKET used in mode 1, i.e. there is a REQUEST, a TRANSFER and a RESOLVE exchange. Use of key forking is an essential component in the solution which provides user authentication. Key forking is available in MIKEY-TICKET mode 1 and 3. The solution is based on the assumption that that the conference system is an authorized user of KMS services.

5.3.3.2
Overview of the solution

Securing an ad-hoc conference requires several sub-problems to be solved. An overview of the problems and their proposed solution is presented below.

The first problem is admission control, i.e. determining the users that are allowed to join the conference. In the KMS-based solution the conference creator transfers a participant list to the conference focus and only the users present on this list are allowed to join. In order to prevent certain attacks however, the following requirements must be met: (1) the conference creator and conference focus must be certain of each others identities and (2) the participant list must be authenticated and bound to the particular conference focus.  To meet these requirements the conference creator and conference factory performs a TRANSFER exchange with the participant list included in a special extension payload.

The second problem concerns conference invitations. A user that receives a conference URI must be able to determine if the conference focus is legitimate or not. It is relatively easy to setup a fake conference focus that lies about the identity of the conference creator and the identities of the other conference participants. One way of preventing this is to use a special naming scheme for conference URIs that can only be used by legitimate conference systems (e.g. focusX.conferencing@operator.com). A user would check that the conference URI is of the required form and reject an invitation if the check fails. Another solution which can be used in parallel is to let inviter vouch for the conference URI. Exactly how this is performed varies depending on the invitation technique but the basic idea is that the inviter uses (the pre-shared key variant of) S/MIME to authenticate the conference URI and the identity of the invited participant.

The third problem is protection of media. For sake of simplicity and convenience, the KMS-based solution only uses bilateral keys. Another simplification is the requirement that the mixer actually performs mixing, i.e it has its own SSRCs (see note below). Together this means that the establishment of the media protection keys can be done in the same way as in a point-to-point call between two UEs. Basically, the only difference is that one UE is replaced by the conference focus.

The fourth and final problem is protection of conference event notifications.  Users subscribe to the conference event package and receive notifications in the same way in as in a normal ad-hoc conference.  The difference here is that the user must be an authorized conference participant and that the state information is protected using (the pre-shared key variant of) S/MIME.

NOTE 1: 
In MIKEY-TICKET the SRTP master key is unique per SSRC. This is a difference compared to SDES which uses endpoint unique SRTP master keys (and a mechanism known as late binding). While the approach chosen by MIKEY-TICKET has many upsides, there is also a downside in that the SSRCs need to be explicitly signalled as part of the key exchange. In a conferencing scenario where the mixer acts as a translator this causes a problem: each time someone joins the conference the focus must send out the new participant’s SSRCs to the old participants (this applies even when group key are not used). To cope with this problem it is required that the mixer always performs mixing, i.e. the SSRC field of SRTP packets sent out from the mixer contains the mixer’s own SSRC. In case group would have been used, a positive side-effect is that there is no longer any need to enforce unique SSRC values within the RTP session (at least not from a security perspective).

NOTE 2: 
S/MIME refers to the pre-shared-key variant of S/MIME defined in Annex X of this TR, and not the RFC 5751 definition of S/MIME. The pre-shared key used to protect the message is transported in a TRANSFER_INIT message carried inside the S/MIME structure.

5.3.3.3 
Secure conference creation with a conference factory URI

To create a secure conference the user first requests MIKEY-TICKET from the KMS with the conference factory URI as allowed recipient. The MIKEY-TICKET is used to generate a TRANSFER_INIT message which is sent inside an INVITE to the conference factory.  This will allow the conference factory to securely authenticate the user and verify that the he is authorized to set up the conference. Provided the verification is successful, the conference factory creates a conference focus and includes a TRANSFER_RESP message in the SIP response. Since the conference URI is used as responder identity in this message, the user can authenticate the conference focus and verify that it was allocated by the conference factory.

The set of allowed participants may be specified at the conference creation by including an extension payload in the TRANSFER_INIT message. The extension payload (see Annex X) lists the SIP URIs of the other participants and is automatically integrity protected. To update the set of possible conference participants the conference owner can send an UPDATE or a re-INVITE to the focus with a new TRANSFER_INIT. In case of such an update, the TRANSFER_RESP message sent back serves no other purpose than confirming the update.

Note that the conference creator joins the conference as part of the conference creation. In fact, the call flow for creating a conference is identical to the call flow for joining a conference, except for the Request URI and the additional MIME body part holding the TRANSFER message. In particular, the establishment of the media protection keys through SDP offer/answer is unchanged.

An example INVITE is shown below (some headers have been excluded). The format of the SIP response is similar.

INVITE sip:conference-factory@home2.net SIP/2.0

From: <sip:user1_public1@home1.net>; tag=171828

To: <sip:conference-factory@home2.net>

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Contact: <sip:user1_public1@home1.net 

Content-Type: multipart/mixed;boundary="boundary1" 

Content-Length: <length>

--boundary1

Content-Type: application/sdp

<SDP offer goes here>


--boundary1

Content-Type: application/mikey

Content-Transfer-Encoding: base64

Mgj4hyruihyu8568dfg543...
--boundary1--

NOTE 1:
The conference factory and the conference focus are, from a key management point of view, associated with a single KMS user. The URI for the conference factory and a conference focus are, from the KMS point of view, two different public user identities belonging to the same KMS user identity. The conference URIs a factory is allowed to create can be specified either via a rule or an explicit list. For example, this could be achieved by a naming convention; if the conference factory is named factory.conferencing@operator.com then conference URIs could be named focusX.conferencing@operator.com where X would be an identifier for a specific conference.

NOTE 2: 
In order for the conference creator to be able to securely identify the conference focus the MIKEY-TICKET carried in the TRANSFER_INIT shall be profiled to use forking, i.e. the I flag shall be set to 1 (use forking).  Furthermore, since there is no traffic to protect (e.g. RTP) the TRANSFER_INIT/RESP message shall not contain any crypto sessions (#CS =0).  This also means that it is unnecessary to include any TEK, TGK, or GTGK in the MIKEY-TICKET.

5.3.3.4 
Inviting other users to a secure conference

5.3.3.4.1
Conference creator includes an URI list at conference creation

The conference creator can request the conference focus to invite an initial set of participants by including a URI list in the INVITE sent to the conference factory.  The conference focus will verify that each user in the list is an authorized participant and, provided the verification is successful, ask them to join the conference by sending out INVITEs.

Note that participants invited through URI lists are able to identify the conference focus (at media setup) but they cannot determine its trustworthiness. It is possible to set up a fake conference focus and fool an invited user about the identity of the conference creator and the identities of the other participants.  To prevent this one could require that conference focus URIs follow a specific naming scheme (e.g. focusX.conf@operator.com) that only legitimate conference systems are allowed to use. An invited user would check the name of the conference focus and only accept the invitation if it is of the required form. Another solution to the problem is obviously to forbid URI lists and use one of the other invitation techniques instead.

An example INVITE is shown below (some headers have been excluded).

INVITE sip:conference-factory@home2.net SIP/2.0

From: <sip:user1_public1@home1.net>; tag=171828

To: <sip:conference-factory@home2.net>

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Contact: <sip:user1_public1@home1.net 

Content-Type: multipart/mixed;boundary="boundary1" 

Content-Length: <length>

--boundary1

Content-Type: application/sdp

<SDP offer goes here>

--boundary1

Content-Type: application/resource-lists+xml

Content-Disposition: recipient-list

<URI list goes here>


--boundary1

Content-Type: application/mikey

Content-Transfer-Encoding: base64

Mgj4hyruihyu8568dfg543...
--boundary1—

5.3.3.4.2
Conference creator sends REFER to conference focus

The conference creator can invite another user to join the conference by sending a REFER request to the conference focus with the SIP URI of the user in the refer-to header. Upon receipt of the request, the conference focus either sends an INVITE or a REFER request to the invited user (depending on the method parameter in the refer-to header).  Regardless of the method used, the result is that the invited user joins the conference. 

In order to mitigate spoofed conference URIs, the conference creator should include a Referred-By header in the REFER. The Referred-By header contains the identity of the conference creator and a reference to an S/MIME protected message/sipfrag body part, which in turn contains copies of the Referred-By, Refer-To, and Date headers. When the INVITE (or REFER) is sent by the conference focus it will contain a copy of the referred-by header and the referenced S/MIME entity.  This will allow the invited user to authenticate the referrer and validate the correctness of the INVITE (or REFER). Provided users only accept conference invitations where the referrer is known and trusted, the conference focus and the information it sends out can also be trusted.

The REFER request could potentially be sent by some other user than the conference creator. However, since it is only the conference creator that can add the invited user to the set of authorized participants, it is probably easiest if the conference creator also sends the REFER.

An example REFER and an example INVITE are shown below.

REFER sip:conference1@mrfc1.home1.net SIP/2.0 

From: <sip:user1_public1@home1.net>; tag=171828

To: <sip:conference1@mrfc1.home1.net>

Call-ID: cb03a0s09a2sdfglkj490333

Cseq: 127 REFER

Contact: <sip:user1_public1@home1.net;

Refer-To: <sip:user2_public1@home2.net;method=INVITE>

Referred-By: <sip:user1_public1@home1.net>;




cid=20398823.2UWQFN309shb3@home1.net
Content-Type: multipart/mixed;boundary="boundary1" 

Content-Length: <length>

--boundary1

Content-Type: application/pkcs7-mime; smime-type=auth-enveloped-data; name=smime.p7m

Content-Length: <length>

Content-ID: <20398823.2UWQFN309shb3@home1.net>

***********************************************************

* Content-Type: message/sipfrag                           *

* Content-Disposition: aib; handling=optional             *

*                                                         *

* Refer-To: <sip:user2_public1@home2.net;method=INVITE>   *

* Referred-By: <sip:user1_public1@home1.net>;             *

*


cid=20398823.2UWQFN309shb3@home1.net                *
* Date: Thu, 21 Feb 2002 13:02:03 GMT                     *

***********************************************************

--boundary1

INVITE sip:user2_public1@home2.net SIP/2.0

From: sip:conference1@mrfc1.home1.net; tag=167854

To: <sip:user2_public1@home2.net>

Call-ID: cr03a0s39a2sdcglkj49432 

Cseq: 127 INVITE

Contact: <sip:conference1@mrfc1.home1.net> 

Referred-By: <sip:user1_public1@home1.net>;




cid=20398823.2UWQFN309shb3@home1.net
Content-Type: multipart/mixed;boundary="boundary1" 

Content-Length: <length>

--boundary1

Content-Type: application/sdp

<SDP offer goes here>


--boundary1

Content-Type: application/pkcs7-mime; smime-type=auth-enveloped-data; name=smime.p7m

Content-Length: <length>

Content-ID: <20398823.2UWQFN309shb3@home1.net>

***********************************************************

* Content-Type: message/sipfrag                           *

* Content-Disposition: aib; handling=optional             *

*                                                         *

* Refer-To: <sip:user2_public1@home2.net;method=INVITE>   *

* Referred-By: <sip:user1_public1@home1.net>;             *

*


cid=20398823.2UWQFN309shb3@home1.net                *
* Date: Thu, 21 Feb 2002 13:02:03 GMT                     *

***********************************************************

--boundary1--

5.3.3.4.3
Conference creator sends REFER to other user

The conference creator can invite another user to join the conference by sending a REFER request to the user and including the conference URI in the refer-to header. Upon receipt of the request, the invited user sends an INVITE to the conference focus and joins the conference. 

In order to mitigate spoofed conference URIs, the conference creator should authenticate the REFER request. This is done by adding an S/MIME protected message/sipfrag body part which contains copies of the From, To, Call-ID, CSeq, Contact, and Date headers (this follows the AIB format specified in RFC 3893). The invited user should verify the identity of the referrer and only join the conference if the referrer is known and trusted.

The REFER request could potentially be sent by some other user than the conference creator. However, since it is only the conference creator that can add the invited user to the set of authorized participants, it is probably easiest if the conference creator also sends the REFER.

An example REFER is shown below (some headers are excluded).

REFER sip:sip:user2_public1@home2.net SIP/2.0 

From: <sip:user1_public1@home1.net>; tag=171828

To: <sip:sip:user2_public1@home2.net>

Call-ID: cb03a0s09a2sdfglkj490333

Cseq: 127 REFER

Contact: <sip:user1_public1@home1.net;

Refer-To: <conference1@mrfc1.home1.net;method=INVITE>

Content-Type: application/pkcs7-mime; smime-type=auth-enveloped-data; name=smime.p7m

Content-Length: <length>

***********************************************************

* Content-Type: message/sipfrag                           *

* Content-Disposition: aib; handling=optional             *

*                                                         *

* From: <sip:user1_public1@home1.net>; tag=171828         *

* To: <sip:sip:user2_public1@home2.net>                   *

* Call-ID: cb03a0s09a2sdfglkj490333                       *

* Cseq: 127 REFER                                         *

* Contact: <sip:user1_public1@home1.net;                  *

* Refer-To: conference1@mrfc1.home1.net;method=INVITE     *

* Date: Thu, 21 Feb 2002 13:02:03 GMT                     *

***********************************************************

5.3.3.5 
User joining a secure conference

A user joins the conference by sending (receiving) an INVITE to (from) the conference focus. The INVITE includes an SDP offer and an SDP answer is sent in the SIP response. The establishment of the media protection keys follows the procedure for “e2e security using KMS” described in TS 33.328 [3] with the difference that the terminating UE (originating UE) is replaced by the conference focus.  

A high level and simplified description is as follows: The initiator requests a MIKEY-TICKET from the KMS and generates one or several TRANSFER_INIT messages which are included in the SDP offer. The responder extracts the TRANSFER_INIT messages, resolves the MIKEY-TICKET, and responds with one or several TRANSFER_RESP messages included in the SDP answer. When the answer arrives the initiator extracts the TRANSFER_RESP message(s) and derives the same set of media protection keys as the responder.

NOTE 1:
The INVITE body may contain other MIME entities besides the SDP offer. For example, if the INVITE is sent by the conference focus due to a REFER from the conference creator, the body contains an S/MIME part asserting the referrer’s identity.  Furthermore, in the conference creator’s case the body always contains a TRANSFER_INIT message since conference creation and conference joining occurs simultaneously.

NOTE 2:
The SDP offer/answer may include additional media lines describing Binary Floor Control (BFCP) streams. The protection of BFCP streams follow the solution described for protection of TCP/MSRP in this TR.

5.3.3.6
Subscription to conference event package

The conference creator or a conference participant may subscribe to the conference event package as described in RFC 4575 using the stored conference URI. Upon receipt of the SUBSCRIBE request, the conference notification service verifies that the sender is an authorized conference participant and, provided the verification is successful, establishes the subscription to the conference state information.

Whenever there is a change to the conference state the subscription service will notify the subscribers by sending a NOTIFY message. The state information is carried in the NOTIFY body shall be confidentiality and integrity protected using S/MIME.

************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
Annex X: MIKEY General Extension payload for 3GPP ad-hoc conferencing

This Annex specifies a new MIKEY General Extension Payload to transport the participant list in an ad-hoc conference established according to Clause 5.3.3 (KMS-based solution) in this document.

X.1
Payload format

The 3GPP IMS CONF Type (Type TBD) formats the MIKEY General Extension payload as follows:

                        1                   2                   3

   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   ! Next Payload !      Type     !            Length            !

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   !              3GPP IMS CONF Data(variable length)            ~

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

· Next Payload and Length are defined in Section 6.15 of RFC3830

· Type (8 bits) identifies the type of the General Extension Payload (see Section 6.15 of RFC3830).  This Annex adds a new type.  It specifies the use of Type TBD for 3GPP IMS conferencing.

· 3GPP IMS CONF Data (variable length): defines a variable length Data field. This field is constructed by zero or more ID payloads (see Section 6.7 of RFC3830).

3GPP IMS CONF Data = {IDpartic}

IDpartic contains the identity of a user that is authorized to join the conference.

Editor’s note: The 3GPP IMS CONF  type must be registered with IANA
************* END OF CHANGE 2 ***************
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