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4
Overview of the security architecture

In the PS domain, the service is not provided until a security association is established between the UE and the network. IMS is essentially an overlay to the PS-Domain and has a low dependency of the PS-domain. Consequently a separate security association is required between the multimedia client and the IMS before access is granted to multimedia services. The IMS Security Architecture is shown in the following figure.

IMS authentication keys and functions at the user side shall be stored on a UICC. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PS domain authentication. However, this does not preclude common authentication keys and functions from being used for IMS and PS domain authentication according to the guidelines given in clause 8.

For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. Further information on the ISIM is given in clause 8.
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Figure 1: The IMS security architecture

There are five different security associations and different needs for security protection for IMS and they are numbered 1,2, 3, 4 and 5 in figure 1 where:

1.
Provides mutual authentication. The HSS delegates the performance of subscriber authentication to the S‑CSCF. The long-term key in the ISIM and the HSS is associated with the IMPI. The subscriber will have one (network internal) user private identity (IMPI) and at least one external user public identity (IMPU).

2.
Provides a secure link and a security association between the UE and a P‑CSCF for protection of the Gm reference point. Data origin authentication is provided i.e. the corroboration that the source of data received is as claimed. For the definition of the Gm reference point cf. TS 23.002 [9].

3.
Provides security within the network domain internally for the Cx-interface. This security association is covered by TS 33.210 [5]. For the definition of the Cx-interface cf. TS 23.002 [9].

4.
Provides security between different networks for SIP capable nodes. This security association is covered by TS 33.210 [5]. This security association is only applicable when the P‑CSCF resides in the VN and if the P‑CSCF resides in the HN then bullet point number five below applies, cf. also figure 2 and figure 3.

5.
Provides security within the network internally between SIP capable nodes. This security association is covered by TS 33.210 [5]. Note that this security association also applies when the P‑CSCF resides in the HN.

There exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains. The protection of all such interfaces and reference points apart from the Gm reference point are protected as specified in TS 33.210 [5].

Mutual authentication is required between the UE and the HN.

The mechanisms specified in this technical specification are independent of the mechanisms defined for the CS- and PS-domain.

An independent IMS security mechanism provides additional protection against security breaches. For example, if the PS-Domain security is breached the IMS would continue to be protected by it's own security mechanism. As indicated in figure 1 the P‑CSCF may be located either in the Visited or the Home Network. The P‑CSCF shall be co-located within the same network as the GGSN/PGW, which may reside in the VPLMN or HPLMN according to the APN and GGSN/PGW selection criteria, cf. TS 23.060 [10] and TS 23.401 [56].
P‑CSCF in the Visited Network
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Figure 2: This figure gives an overview of the security architecture for IMS and the relation with Network Domain security, cf. TS 33.210 [5], when the P‑CSCF resides in the VN

P-CSCF in the Home Network
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Figure 3: This figure gives an overview of the security architecture for IMS and the relation with Network Domain security, cf. TS 33.210 [5], when the P‑CSCF resides in the HN

The confidentiality and integrity protection for SIP-signalling is provided in a hop-by-hop fashion, cf. figure 2 and figure 3. The first hop i.e. between the UE and the P‑CSCF is specified in this technical specification. The other hops, inter-domain and intra-domain are specified in TS 33.210 [5].

*** NEXT CHANGE ***
5.1.1
Authentication of the subscriber and the network

Authentication between the subscriber and the network shall be performed as specified in clause 6.1.

An IM-subscriber will have its subscriber profile located in the HSS in the Home Network. The subscriber profile will contain information on the subscriber that may not be revealed to an external partner, cf. TS 23.228 [3]. At registration an S‑CSCF is assigned to the subscriber by the I‑CSCF. The subscriber profile will be downloaded to the S‑CSCF over the Cx-reference point from the HSS (Cx-Pull). When a subscriber requests access to the IP Multimedia Core Network Subsystem this S‑CSCF will check, by matching the request with the subscriber profile, if the subscriber is allowed to continue with the request or not i.e. Home Control (Authorization of IM-services).

All SIP-signalling will take place over the PS-domain in the user plane i.e. IP Multimedia Core Network Subsystem is essentially an overlay to the PS-domain. Hence the Visited Network will have control of all the subscribers in the PS-domain i.e. Visited Control (Authorization of bearer resources) since the Visited Network provides the subscriber with a transport service and its associated QoS.

For IM-services a new security association is required between the UE and the IMS before access is granted to IM-services.

The mechanism for mutual authentication in UMTS/LTE is called UMTS/EPS AKA. They are challenge response protocols and the AuC/HSS in the Home Stratum derives the challenge. A Quintet containing the challenge is sent from the Home Stratum to the Serving Network. The Quintet contains the expected response XRES and also a message authentication code MAC. The Serving Network compares the response from the UE with the XRES and if they match the UE has been authenticated. The UE calculates an expected MAC, XMAC, and compares this with the received MAC and if they match the UE has authenticated the Serving Network.

The AKA-protocol is a secure protocol developed for UMTS and the same concept/principles is reused for the IP Multimedia Core Network Subsystem, where it is called IMS AKA.

NOTE:
Although the method of calculating the parameters in UTMS AKA and IMS AKA are identical, the parameters are transported in slightly different ways. In UMTS, the UE’s response RES is sent in the clear, while in IMS RES is not sent in the clear but combined with other parameters to form an authentication response and the authentication response is sent to the network (as described in RFC 3310 [17]).

The Home Network authenticates the subscriber at anytime via the registration or re-registration procedures.
Next Change

6.1
Authentication and key agreement

The scheme for authentication and key agreement in the IMS is called IMS AKA. The IMS AKA achieves mutual authentication between the ISIM and the HN, cf. figure 1. The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI, cf. TS 23.228 [3]. The HSS and the ISIM share a long-term key associated with the IMPI.

The HN shall choose authentication scheme for authenticating an IM subscriber using the selection procedure described in Annex P. The security parameters e.g. keys generated by the IMS AKA scheme are transported by SIP.

The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be done in the same way as specified in TS 33.102 [1]. The ISIM and the HSS keep track of counters SQNISIM and SQNHSS respectively. The requirements on the handling of the counters and mechanisms for sequence number management are specified in TS 33.102 [1]. The AMF field can be used in the same way as in TS 33.102 [1].

Furthermore two pairs of (unilateral) security associations (SAs) are established between the UE and the P‑CSCF. The subscriber may have several IMPUs associated with one IMPI. These may belong to the same or different service profiles. Only two pairs of SAs shall be active between the UE and the P‑CSCF. These two pairs of SAs shall be updated when a new successful authentication of the subscriber has occurred, cf. clause 7.4.

It is the policy of the HN that decides if an authentication shall take place for the registration of different IMPUs e.g. belonging to same or different service profiles. Regarding the definition of service profiles cf. TS 23.228 [3].

6.1.1
Authentication of an IM-subscriber

Before a user can get access to the IM services at least one IMPU needs to be registered and the IMPI authenticated in the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP registrar server i.e. the S‑CSCF, cf. figure 1, which will perform the authentication of the user. The message flows are the same regardless of whether the user has an IMPU already registered or not.
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Figure 4: The IMS Authentication and Key Agreement for an unregistered IM subscriber and successful mutual authentication with no synchronization error

The detailed requirements and complete registration flows are defined in TS 24.229 [8] and TS 24.228 [11].

SMn stands for SIP Message n and CMm stands for Cx message m which has a relation to the authentication process:

	SM1:

REGISTER(IMPI, IMPU)


In SM2 and SM3 the P‑CSCF and the I‑CSCF respectively forwards the SIP REGISTER towards the S‑CSCF.

After receiving SM3, if the IMPU is not currently registered at the S‑CSCF, the S‑CSCF needs to set the registration flag at the HSS to initial registration pending. This is done in order to handle UE terminated calls while the initial registration is in progress and not successfully completed. The registration flag is stored in the HSS together with the S‑CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or registered at a particular S‑CSCF or if the initial registration at a particular S‑CSCF is pending. The registration flag is set by the S‑CSCF sending a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF shall leave the registration flag set to registered. At this stage the HSS has performed a check that the IMPI and the IMPU belong to the same user.

Upon receiving the SIP REGISTER the S‑CSCF CSCF shall use an Authentication Vector (AV) for authenticating and agreeing a key with the user. If the S‑CSCF has no valid AV then the S‑CSCF shall send a request for AV(s) to the HSS in CM1 together with the number m of AVs wanted where m is at least one.

	CM1:

Cx-AV-Req(IMPI, m)
	


Upon receipt of a request from the S‑CSCF, the HSS sends an ordered array of n authentication vectors to the S‑CSCF using CM2. The authentication vectors are ordered based on sequence number. Each authentication vector consists of the following components: a random number RAND, an expected response XRES, a cipher key CK, an integrity key IK and an authentication token AUTN. Each authentication vector is good for one authentication and key agreement between the S‑CSCF and the IMS user.

	CM2:

Cx-AV-Req-Resp(IMPI, RAND1||AUTN1||XRES1||CK1||IK1,….,RANDn||AUTNn||XRESn||CKn||IKn)


	


When the S‑CSCF needs to send an authentication challenge to the user, it selects the next authentication vector from the ordered array, i.e. authentication vectors in a particular S‑CSCF are used on a first-in / first-out basis.

The S‑CSCF sends a SIP 4xx Auth_Challenge i.e. an authentication challenge towards the UE including the challenge RAND, the authentication token AUTN in SM4. It also includes the integrity key IK and the cipher key CK for the P‑CSCF. RFC 3310 [17] specifies how to populate the parameters of an authentication challenge. The S‑CSCF also stores the RAND sent to the UE for use in case of a synchronization failure.

The verification of the SQN by the USIM and ISIM will cause the UE to reject an attempt by the S‑CSCF to re-use a AV. Therefore no AV shall be sent more than once.

NOTE:
This does not preclude the use of the normal SIP transaction layer re-transmission procedures.

	SM4:

4xx Auth_Challenge(IMPI, RAND, AUTN, IK, CK)


When the P‑CSCF receives SM5 it shall store the key(s) and remove that information and forward the rest of the message to the UE i.e.

	SM6:

4xx Auth_Challenge(IMPI, RAND, AUTN)


Upon receiving the challenge, SM6, the UE takes the AUTN, which includes a MAC and the SQN. The UE calculates the XMAC and checks that XMAC=MAC and that the SQN is in the correct range as in TS 33.102 [1]. If both these checks are successful the UE uses RES and some other parameters to calculate an authentication response. This response is put into the Authorization header and sent back to the registrar in SM7.RFC 3310 [17] specifies how to populate the parameters of the response. It should be noted that the UE at this stage also computes the session keys CK and IK.

	SM7:

REGISTER(IMPI, Authentication response)


The P‑CSCF forwards the authentication response in SM8 to the I‑CSCF, which queries the HSS to find the address of the S‑CSCF. In SM9 the I‑CSCF forwards the authentication response to the S‑CSCF.

Upon receiving SM9 containing the response, the S‑CSCF retrieves the active XRES for that user and uses this to check the authentication response sent by the UE as described in RFC 3310 [17]. If the check is successful then the user has been authenticated and the IMPU is registered in the S‑CSCF. If the IMPU was not currently registered, the S‑CSCF shall send a Cx-Put to update the registration-flag to registered. If the IMPU was currently registered the registration-flag is not altered.

It shall be possible to implicitly register IMPU(s). (see clause 4.3.3.4 in TS 23.228 [3]). All the IMPU(s) being implicitly registered shall be delivered by the HSS to the S‑CSCF and subsequently to the P‑CSCF. The S‑CSCF shall regard all implicitly registered IMPU(s) as registered IMPU(s).

When an IMPU has been registered this registration will be valid for some period of time. Both the UE and the S‑CSCF will keep track on a timer for this purpose but the expiration time in the UE is smaller than the one in the S‑CSCF in order to make it possible for the UE to be registered and reachable without interruptions. A successful registration of a previously registered IMPU (including implicitly registered IMPUs) means the expiry time of the registration is refreshed.

If the user has been successfully authenticated, the S‑CSCF sends a SM10 SIP 2xx Auth_OK message to the I-CSCF indicating that the registration was successful. In SM11 and SM12 the I‑CSCF and the P‑CSCF respectively forward the SIP 2xx Auth_OK towards the UE.

It should be noted that the UE initiated re-registration opens up a potential denial-of-service attack. That is, an attacker could try to register an already registered IMPU and respond with an incorrect authentication response in order to make the HN de-register the IMPU. For this reason a subscriber, when registered, shall not be de-registered if it fails an authentication. 

The lengths of the IMS AKA parameters are specified in clause 6.3.7 of TS 33.102 [1].

6.1.2
Authentication failures

6.1.2.1
User authentication failure

In this case the authentication of the user should fail at the S‑CSCF due an incorrect response (received in SM9). However, if the response is incorrect, then the IK used to protect SM7 will normally be incorrect as well, which will normally cause the integrity check at the P‑CSCF to fail before the response can be verified at S‑CSCF. In this case SM7 is discarded by the IPsec layer at the P‑CSCF.

If the integrity check passes but the response is incorrect, the message flows are identical up to and including SM9 as a successful authentication. Once the S‑CSCF detects the user authentication failure it should proceed in the same way as having received SM9 in a network authentication failure (see clause 6.1.2.2).
6.1.2.2
Network authentication failure

In this clause the case when the authentication of the network is not successful is specified. When the check of the MAC in the UE fails the network can not be authenticated and hence registration fails. The flow is identical as for the successful registration in 6.1.1 up to SM6.
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Figure 5

The UE shall send a Register message towards the HN including an indication of the cause of failure in SM7. The P‑CSCF and the I‑CSCF forward this message to the S‑CSCF.

	SM7:

REGISTER(Failure = AuthenticationFailure, IMPI) 


Upon receiving SM9, which includes the cause of authentication failure, the S‑CSCF shall clear the S-CSCF name in the HSS, if the IMPU is currently Not registered. To clear the S-CSCF name the S‑CSCF sends in CM3 a Cx-Put to the HSS. The S‑CSCF does not update the registration flag.

	CM3:

Cx-AV-Put(IMPI, Clear S‑CSCF name)


The HSS responds to CM3 with a Cx-Put-Resp in CM4.

In SM10 the S‑CSCF sends a 4xx Auth_Failure towards the UE indicating that authentication has failed, no security parameters shall be included in this message.

	SM10:

SIP/2.0 4xx Auth_Failure


6.1.2.3
Incomplete authentication

When the S‑CSCF receives a new REGISTER request and challenges this request, it considers any previous authentication to have failed. It shall delete any information relating to the previous authentication, although the S‑CSCF may send a response if the previous challenge is answered. A challenge to the new request proceeds as described in clause 6.1.1.

If the S‑CSCF does not receive a response to an authentication challenge within an acceptable time, it considers the authentication to have failed. The update to the HSS is performed in the same way as if receiving an SM9 indicating authentication failure (see message CM3 in clause 6.1.2.2).

6.1.3
Synchronization failure

In this clause the case of an authenticated registration with synchronization failure is described. After re-synchronization, authentication may be successfully completed, but it may also happen that in subsequent attempts other failure conditions (i.e. user authentication failure, network authentication failure) occur. In below only the case of synchronization failure with subsequent successful authentication is shown. The other cases can be derived by combination with the flows for the other failure conditions.
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Figure 6

The flow equals the flow in 6.1.1 up to SM6. When the UE receives SM6 it detects that the SQN is out of range and sends a synchronization failure back to the S‑CSCF in SM7. RFC 3310 [17] describes the fields to populate corresponding parameters of synchronization failure.

	SM7:

REGISTER(Failure = Synchronization Failure, AUTS, IMPI)


Upon receiving the Synchronization Failure and the AUTS the S‑CSCF sends an Av-Req to the HSS in CM3 including the RAND stored by the S‑CSCF and the required number of Avs, m.

	CM3:

Cx-AV-Req(IMPI, RAND,AUTS, m)


The HSS checks the AUTS as in clause 6.3.5 of TS 33.102 [1]. After potentially updating the SQN, the HSS sends new AVs to the S‑CSCF in CM4.

	CM4:

Cx-AV-Req-Resp(IMPI, n,RAND1||AUTN1||XRES1||CK1||IK1,….,RANDn||AUTNn||XRESn||CKn||IKn)
	


When the S‑CSCF receives the new batch of authentication vectors from the HSS it deletes the old ones for that user in the S‑CSCF.

The rest of the messages i.e. SM10-SM18 including the Cx messages are exactly the same as SM4-SM12 and the corresponding Cx messages in 6.1.1.

6.1.4
Network Initiated authentications

In order to authenticate an already registered user, the S‑CSCF shall send a request to the UE to initiate a re-registration procedure. When received at the S‑CSCF, the re-registration shall trigger a new IMS AKA procedure that will allow the S‑CSCF to re-authenticate the user.
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Figure 7

The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the UE does not initiate the re-registration procedure after the request from the S‑CSCF, the S‑CSCF may decide to de-register the subscriber or re-issue an Authentication-Required.

6.1.5
Integrity protection indicator

In order to decide whether a REGISTER request from the UE needs to be authenticated, the S‑CSCF needs to know about the integrity protection applied to the message. The P‑CSCF attaches an indication to the REGISTER request to inform the S‑CSCF that the message was integrity protected if:

-
the P‑CSCF receives a REGISTER containing an authentication response and the message is protected with an SA created during this authentication procedure; or

-
the P‑CSCF receives a REGISTER not containing an authentication response and the message is protected with an SA created by latest successful authentication (from the P‑CSCF perspective).

For all other REGISTER requests the P‑CSCF attaches an indication that the REGISTER request was not integrity protected.

Next Change

Annex G (informative):
Management of sequence numbers

The example sequence number management schemes in TS 33.102 [1] Informative Annex C can be used to ensure that the authentication failure rate due to synchronization failures to kept sufficiently low when the same sequence number mechanism and data is used for authentication in the PS/CS domains and in the IMS. This can be done by enhancing the method for the allocation of index values in the AuC/HSS so that authentication vectors distributed to different service domains shall always have different index values (i.e. separate ranges of index values are reserved for PS, CS and IMS operation). The AuC/HSS is required to obtain information about which type of service node has requested the authentication vectors. Reallocation of array elements to the IMS domain can be done in the AuC/HSS with no changes required to already deployed USIMs.

As the possibility for out of order use of authentication vectors within the IMS service domain may be quite low, the number of PS or CS array elements that need to be reallocated to the IMS domain could be quite small. This means that the ability to support out of order authentication vectors within the PS and CS domains would not be significantly affected.

Sequence number management is operator specific and for some proprietary schemes over the air updating of the UICC may be needed.
Next Change

M.7.1
Security association parameters

For protecting IMS signalling between the UE and the P‑CSCF it is necessary to agree on shared keys that are provided  by IMS AKA, and a set of parameters specific to a protection method. The security mode setup (cf. clause M.7.2) is used to negotiate the SA parameters required for IPsec ESP with authentication and confidentiality, in accordance with the provisions in clauses 5.1.3 and M.6.2.

The SA parameters that shall be negotiated between UE and P‑CSCF in the security mode set-up procedure are:

-
Encryption algorithm

cf. clause 7.1
-
Integrity algorithm

cf. clause 7.1
-
Mode

The IPSec SA mode of operation shall depend on whether the UE is located behind a NAT device or not. If the UE is located behind a NAT device UDP encapsulated tunnel mode according to [28] shall be used. Otherwise transport mode shall be used. The set-up of security associations (cf. clause M.7.2) allows the P-CSCF to detect whether the UE is located behind a NAT or not.

-
SPI (Security Parameter Index)

cf. clause 7.1
The following SA parameters are not negotiated:

cf. clause 7.1
Selectors if no NAT is present:

Cf. section 7.1

Selectors if a NAT is present:

The security associations (SA) have to be bound to specific parameters (selectors) of the SIP flows between UE and P‑CSCF, i.e. source and destination IP addresses, transport protocols that share the SA, and source and destination ports.

-
IP addresses are bound  If a NAT is present, it is assumed that the UE is configured locally with a (e.g. private) IP address. When the UE communicates with the P-CSCF via the NAT device, the NAT allocates a binding, mapping the local IP address to two pairs of SAs, asa publicly routable IP address (called public IP address in the sequel) and perhaps also mapping the source port used in clause 6.3, as follows:the UDP or TCP packet to another port number. In the following, the term UE_IP_address always denotes the public IP address of the UE.

NOTE: The IP addresses and ports used as selectors in IPsec tunnel mode are those of the inner IP header, in accordance with RFC2401 [14].  The inner IP addresses are always the public IP addresses. Please also note that the terminology used here may differ from that used in other scenarios, e.g. in VPN access to a corporate network, as in the latter scenario the inner IP address is not publicly routable in general.

-
IP addresses:

-
inbound SA at the P‑CSCF:
The source and destination IP addresses associated with the SA are identical to those in the header of the IP packet in which the initial SIP REGISTER message was received by the P‑CSCF.

-
outbound SA at the P‑CSCF:
the The source IP address bound to the outbound SA equals the destination IP address bound to the inbound SA;
the destination IP address bound to the outbound SA equals the source IP address bound to the inbound SA.

NOTE:
This implies that the source and destination IP addresses in the header of the inner IP packet in which the protected SIP REGISTER message was received by the P‑CSCF need to be the same as those in the header of the IP packet in which the initial SIP REGISTER message was received by the P‑CSCF.

NOTE:
This further implies that the source address in the inbound SA and the destination address in the outbound SA at the P-CSCF  equals the public IP address of the UE. 

-
outbound SA at the UE:
The source IP address bound to the outbound SA equals the public IP address of the UE. The public IP address is learned by the UE from the received parameter in the Via header in the 401 Unauthorized response to the initial unprotected REGISTER Request (cf Section M.7.2).
The destination IP address bound to the outbound SA equals the destination IP address in the header of the IP packet in which the initial SIP REGISTER was sent to the P-CSCF.

-
inbound SA at the UE:
The source IP address bound to the inbound SA equals the destination IP address bound to the outbound SA;
the destination IP address bound to the inbound SA equals the source IP address bound to the outbound SA.

NOTE:
For the handling of the outer IP header in UDP encapsulated tunnel mode, see section on "Data related to the use of UDP encapsulated tunnel mode" below.
-
The transport protocol selector shall allow UDP and TCP.

-
Ports:

1.
The P‑CSCF associates two ports, called port_ps and port_pc, with each pair of security assocations established in an authenticated registration. The ports port_ps and port_pc are different from the standard SIP ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_ps and port_pc. From a security point of view, unprotected messages may be received on any port which is different from the ports port_ps and port_pc. The number of the ports port_ps and port_pc are communicated to the UE during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of these ports may differ for TCP and UDP, as follows:


UDP case: the P‑CSCF receives requests and responses protected with ESP from any UE on the port port_ps (the"protected server port"). The P‑CSCF sends requests and responses protected with ESP to a UE on the port port_pc (the "protected client port").


TCP case: the P﷓-CSCF, if it does not have a TCP connection towards the UE yet, shall set up a TCP connection from its port_pc to the port port_us of the UE before sending a request to it..

NOTE:
Both the UE and the P‑CSCF may set up a TCP connection from their client port to the other end's server port on demand. An already existing TCP connection may be reused by both the P‑CSCF or the UE; but it is not mandatory.

NOTE:
The protected server port port_ps stays fixed for a UE until all IMPUs from this UE are de‑registered. It may be fixed for a particular P‑CSCF over all UEs, but there is no need to fix the same protected server port for different P‑CSCFs.

NOTE:
The distinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and TCP, as specified in section 18 of RFC 3261 [6].

NOTE:
The handling of the protected ports is the same, irrespective of whether transport or UDP encapsulated tunnel mode is used.

2.
The UE associates two ports, called port_us and port_uc, with each pair of security assocations established in an authenticated registration. The ports port_us and port_uc are different from the standard SIP ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_us and port_uc. From a security point of view, unprotected messages may be received on any port which is different from the ports port_us and port_uc. The number of the ports port_us and port_uc are communicated to the P-CSCF during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of these ports may differ for TCP and UDP, as follows:


UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected server port"). The UE sends requests and responses protected with ESP on the port port_uc (the "protected client port").


TCP case: the UE, if it does not have a TCP connection towards the P‑CSCF yet, shall set up a TCP connection to the port port_ps of the P‑CSCF before sending a request to it.

NOTE:
Both the UE and the P‑CSCF may set up a TCP connection from their client port to the other end's server port on demand. An already existing TCP connection may be reused by both the P‑CSCF or the UE, but it is not mandatory.

NOTE:
The protected server port port_us stays fixed for a UE until all IMPUs from this UE are de-registered.

NOTE:
The distinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and TCP, as specified in section 18 of RFC 3261 [6]

NOTE:
The handling of the protected ports is the same, irrespective of whether transport or UDP encapsulated tunnel mode is used.

3.
The P‑CSCF is allowed to receive only REGISTER messages, messages relating to emergency services in accordance with [31] and [8], and error messages related to unprotected messages on unprotected ports. All other messages not arriving on a protected port shall be either discarded or rejected by the P‑CSCF.

4.
The UE is allowed to receive only the following messages on an unprotected port:

-
responses to unprotected REGISTER messages;

-
messages relating to emergency services in accordance with [31] and [8];

-
error messages related to unprotected messages.


All other messages not arriving on a protected port shall be rejected or silently discarded by the UE.

Data related to the use of UDP encapsulated tunnel mode
-
Tunnel endpoint addresses and header construction for tunnel mode:

In case UDP encapsulated tunnel mode is selected, an "outer" IP header is added to protected packets exchanged between UE and P-CSCF, following the rules of tunnel mode processing according to [14]. While the IP addresses of the inner IP header are as specified above in the section about "Selectors", the IP addresses of the outer IP header shall be selected as follows:

- P-CSCF:
For the outbound SA at the P-CSCF the source address shall be the IP address of the P-CSCF, the destination address shall be the public IP address of the UE. For the inbound SA only the destination address of the outer IP header is used to identify the SA at the P-CSCF, together with the SPI. This address is the IP address of the P-CSCF.

- UE:
For the outbound SA at the UE the source address shall be the local IP address of the UE, the destination address shall be the address of the P-CSCF as in the destination address of the IP header of the initial unprotected REGISTER message. For the inbound SA only the destination address of the outer IP header is used to identify the SA at the UE. This address is the local IP address of the UE.

Other data of the outer IP header (apart from IP addresses) shall be constructed as specified in [14].

-
Ports used in the encapsulating UDP header:

In case UDP encapsulated tunnel mode is selected, an encapsulating UDP header is inserted after the outer IP header. With respect to the ports used in the UDP header, the following rules shall be applied in accordance with standard [28]:

- UE:
Each protected and UDP encapsulated packet shall use port 4500 as source and destination port in the encapsulating UDP header. 

- P-CSCF:
When the UE sends an UDP encapsulated packet towards the P-CSCF with the ports as described in the previous paragraph, the NAT will change the source port to a port different from 4500. This port is called port_Uenc. When the P-CSCF receives the first protected and UDP encapsulated message from the UE it shall store port_Uenc (cf. Section 7.2). From then on, all protected UDP encapsulated messages from the P-CSCF to the UE shall use port 4500 as source port and port_Uenc as destination port in the encapsulating UDP header.
The following rules apply:

1.
For each unidirectional SA which has been established and has not expired, the SIP application at the P‑CSCF stores at least the following data: (UE_IP_address, UE_protected_port, P-CSCF_protected_port, SPI, IMPI, IMPU1, ... , IMPUn, lifetime, mode) in an "SA_table". The pair (UE_protected_port, P-CSCF_protected_port) equals either (port_uc, port_ps) or (port_us, port_pc).

NOTE:
The SPI is only required when initiating and deleting SAs in the P‑CSCF. The SPI is not exchanged between IPsec and the SIP layer for incoming or outgoing SIP messages.

2.
The SIP application at the P‑CSCF shall check upon receipt of a protected REGISTER message that the source IP address in the packet headers coincide with the UE’s IP address inserted in the Via header of the protected REGISTER message. If the Via header does not explicitly contain the UE's IP address, but rather a symbolic name then the P‑CSCF shall first resolve the symbolic name by suitable means to obtain an IP address.

3.
The SIP application at the P‑CSCF shall check upon receipt of an initial REGISTER message or a re-REGISTER message that the pair (UE_IP_address, UE_protected_client_port), where the UE_IP_address is the source IP address in the packet header and the protected client port is sent as part of the security mode set-up procedure (cf. clause 7.2), has not yet been associated with entries in the "SA_table". In addition, if the P-CSCF has detected that the UE is located behind a NAT (cf. Section A 7.2), the P‑CSCF shall check upon receipt of an initial (unprotected) REGISTER message, or a REGISTER message protected with UDP encapsulated tunnel mode, that the pair (UE_IP_address, UE_protected_server_port) has not yet been associated with entries in the "SA_table". Here the UE_IP_address is the source IP address in the packet header, and the protected client and server ports are sent as part of the security mode set-up procedure (cf. clause A 7.2). 

NOTE:
In case of multiple UEs behind the same NAT, the same public IP address may be assigned by the NAT to two different UEs. Therefore, the P-CSCF shall not accept registration attempts from UEs with the same address and protected server port in order to ensure unambiguous addressing of SIP messages sent towards the UE, using the protected server port.

Furthermore, the P‑CSCF shall check that, for any one IMPI, no more than six SAs per direction are stored at any one time. If these checks are unsuccessful the registration is aborted and a suitable error message is sent to the UE.

NOTE:
According to clause M.7.4 on SA handling, at most six SAs per direction may exist at a P‑CSCF for one user at any one time.

4.
For each incoming protected message the SIP application at the P‑CSCF shall verify that the correct inbound SA according to clause M.7.4 on SA handling has been used. The SA is identified by the triple (UE_IP_address, UE_protected_port, P‑CSCF_protected_port) in the "SA_table". The SIP application at the P‑CSCF shall further ensure that the user associated with the SA, which was used to protect the incoming message from the UE, is identical to the user who is associated at SIP level  with the message sent by the P-CSCF towards the network. 

NOTE:
Not all SIP messages necessarily contain public or private identities, e.g. subsequent messages in a dialogue. Other information, e.g. a dialogue identifier, may be used to associate the message with a user at SIP level.

5.
For each unidirectional SA which has been established and has not expired, the SIP application at the UE stores at least the following data: (UE_IP_address, UE_protected_port, P‑CSCF_protected_port, SPI, lifetime, mode) in an "SA_table". The pair (UE_protected_port, P‑CSCF_protected_port) equals either (port_uc, port_ps) or (port_us, port_pc).

NOTE:
The SPI is only required to initiate and delete SAs in the UE. The SPI is not exchanged between IPsec and the SIP layer for incoming or outgoing SIP messages.

6.
When establishing a new pair of SAs (cf. clause 6.3) the SIP application at the UE shall ensure that the selected numbers for the protected ports do not correspond to an entry in the "SA_table". Furthermore, the UE should select port numbers (pseudo-)randomly from a sufficiently large set of numbers not yet allocated at the UE. When the UE receives an error message indicating a collision of a pair (IP address, port), according to rule 3 above, the UE may retry the registration with differently selected port numbers. 

NOTE:
The UE should select port numbers (pseudo-)randomly for two reasons:
1) to avoid collisions of pairs (IP address, port) at the P-CSCF, cf. rule 3 above. 
2) to thwart a limited form of a Denial of Service attack. UMTS/LTE PS access link security also helps to thwart this attack. 

NOTE:
The (pseudo-)randomization of port numbers is meant for both initial registrations and re-registrations

7.
For each incoming protected message the SIP application at the UE shall verify that the correct inbound SA according to clause M.7.4 on SA handling has been used. The SA is identified by the pair (UE_protected_port, P‑CSCF_protected_port) in the "SA table".

NOTE:
If the integrity check of a received packet fails then IPsec will automatically discard the packet.

Next Change

Annex T (normative): 
GPRS-IMS-Bundled Authentication (GIBA) for Gm interface
T.1
Introduction

3GPP IMS provides an IP-based session control capability based on the SIP protocol. IMS can be used to enable services such as push-to-talk, instant messaging, presence and conferencing. It is understood that "early" implementations of these services will exist that are not fully compliant with 3GPP IMS. 

It is expected that there will be a need to deploy some IMS-based services before products are available which fully support the 3GPP IMS security features defined in the main body of this specification. Non-compliance with security features specified in the main body of this specification is expected to be a problem mainly at the UE side, because of the potential lack of support of the USIM/ISIM interface (especially in 2G-only devices) and because of the potential inability to support IPsec on some UE platforms.

Although full support of security features specified in the main body of this specification is preferred from a security perspective, it is acknowledged that early IMS implementations will exist which do not support these features. Therefore, there is a need to ensure that simple, yet adequately secure, mechanisms are in place to protect against the most significant security threats that will exist in early IMS implementations.
This Annex documents an interim security solution for early IMS implementations that are not fully compliant with the IMS security architecture specified in the main body of this specification. For security reasons, the provisions in this Annex only apply to IMS procedures used over the 3GPP PS domain.

T.2
Requirements

The following requirements apply for GPRS-IMS-Bundled Authentication (GIBA):
Low impact on existing entities: GIBA should be such that impacts on existing entities, especially on the UE, are minimised and would be quick to implement. It is especially important to minimise impact on the UE to maximise interoperability with early IMS UEs. 

Adequate level of security: Although it is recognised that the GIBA solution will be simpler than the fully compliant IMS security solution as specified in the main body of this specification, it should still provide an adequate level of security to protect against the most significant security threats that will exist in early IMS implementations. As a guide, the strength of subscriber authentication should be comparable to the level of authentication provided for existing chargeable services in mobile networks.

Smooth and cost effective migration path to fully compliant solution: Clearly, any security mechanisms developed for early IMS systems will provide a lower level of protection compared with that offered by the fully compliant IMS security solution. The security mechanisms developed for early IMS systems should therefore be considered as an interim solution and migration to the fully compliant IMS security solution should take place as soon as suitable products become available at an acceptable cost. In particular, the GIBA solution should not be used as a long-term replacement for the fully compliant IMS security solution. It is important that the GIBA solution allows a smooth and cost-effective migration path to the fully compliant IMS security solution.

Co-existence with fully compliant solution: It is clear that UEs supporting the GIBA solution will need to be supported even after fully compliant IMS UEs are deployed. The GIBA solution should therefore be able to co-exist with the fully compliant IMS security solution. In particular, it shall be possible for the SIP/IP core to differentiate between a subscription using the GIBA mechanism and a subscription using the fully compliant IMS security solution.

Protection against bidding down: It should not be possible for an attacker to force the use of the GIBA solution when both the UE and the network support the fully compliant IMS security solution.

No restrictions on the type of charging model: Compared with fully compliant IMS security solution, the GIBA solution should not impose any restrictions on the type of charging model that can be adopted.

Impact on interfaces: Interfaces that are impacted by the GIBA solution should be adequately documented to ensure interoperability between vendors.

Support access over 3GPP PS domain: It is a requirement to support secure access over the 3GPP PS domain.

Low impact on provisioning: The impact on provisioning should be low compared with the fully compliant IMS security solution.
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