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1. Overall Description:

SA3 has specified requirements mandating the identification verification of messages from H(e)NB to H(e)NB_GW in the previous meeting(s).  Verification is to be done either in H(e)NB_GW or in the MME. A previous LS from RAN3 (R3-111729) suggests that there may be more than one potential mechanisms to address the new requirements in TS 33.320.  There may be other solutions as well. This contribution makes an attempt to analyze these potential solutions and give some guidance for moving forward.
2. Analysis 
As stated in R3-111729, 
“A non exhaustive list of potential mechanisms is as follows:

1) An interface between SeGW and HNB-GW, using an already standard protocol; 

2) Authentication function in HNB-GW;

3) Authentication function in other network entities (e.g., HLR in case of USIM based authentication);

4) Using an already standard protocol between HNB-GW and an entity (e.g., DHCP Server) that holds the allocated IPSec address;

These solutions will involve adding a level of functionality to the HNB-GW and at least one other node in the network.
While some considerations were discussed, the above mentioned potential solutions were not fully evaluated and compared against each other.

On the cost-effectiveness issue, RAN3 is not really able to assess it as this is a business case decision for each operator/vendor, however use of defined standard protocols (e.g., RADIUS, Diameter) will help minimize the impact of additional functionality on network nodes.
RAN3 is also concerned that the introduction of a standardised solution would invalidate any implementation dependent solutions already deployed. ”
In the event SA3 decides on a preferred solution, RAN3 would like to be consulted as a more thorough evaluation of the RAN impact will be needed.
Though none of the above mentioned possible solutions are complete, but let us look at the list of potential solutions in more details.

2.1 An Interface between SeGW and HNB-GW

Current HNB architecture supports co-location of SeGW and HNB-GW in which case, the interface between the two entities is unspecified.  However, in case of separate entities, the interface between the two is not clearly defined in TS 25.467 but can be concluded that it is IP-based since TS 33.320 specifies that it may be protected by NDS/IP. If solution based on this interface is to be used, the interface between SeGW and HNB_GW needs to be clearly defined and that the protocol to be used also needs to be clearly defined and supported in both the SeGW and the HNB-GW. In the case of co-located architecture, the interface and protocol used would remain vendor specific. It is possible that RADIUS protocol is already implemented in some of the commercially available SeGW, but it is not a standard feature of the SeGW.  In addition, to transport parameters using RADIUS may require the protocol to be extended to carry additional attributes.
2.2 Authentication function in HNB_GW

In this mechanism, the verification function is located in HNB_GW as specified by the requirement.  However, the identity used by HNB to communicate with HNB_GW can come from the SeGW, AAA/HLR, or HMS. Depending on where the verified identity of the HNB comes from, the interface to that entity that holds the identity may need to be further specified.
2.3 Authentication function in other network entities
In this mechanism, the verification function is located in MME. Since only either the HeNB_GW or MME can perform this verification; this solution would not be applicable if the HeNB-GW is present.  The identity used by MME to communicate with HeNB can come from the SeGW, AAA/HLR, or HMS. Depending on where the verified identity of the HeNB comes from, the interface to that entity that holds the identity may need to be further specified.

2.4 Using an already standard protocol between HNB_GW and an entity that holds the allocated IPsec address
The entity that holds the allocated IPsec address could be either in the SeGW, AAA/HLR, or HMS. The interface and protocol need to be specified.  

2.5 Other potential solution B (not mentioned in RAN3 LS)

In this solution, SeGW performs the verification, but needs to get the HNB ID, CSG ID and Access Mode from another entity (e.g. XXX) which can be either a logical or physical node, such as a HMS that holds the real HNB ID, CSG ID, and access mode information for a particular HNB.  After HNB authentication to SeGW completes, SeGW gets the HNB ID, CSG ID and access mode from XXX. When HNB registers, HNB-GW sends HNB IP or other parameter carried in the HNB Registration message to the SeGW. SeGW performs the verification based on the true HNB information and informs HNB-GW of the result.  When UE initiates establishment request, HNB-GW sends the HNB IP, CSG ID and Cell Access Mode in the Initial UE Message to SeGW and SeGW performs the verification based on the real HNB information.
Solution B requires enhancement to SeGW and HNB-GW and potential protocol enhancements between SeGW and HNB-GW so that HNB-GW can send the identity information to SeGW and verify the results returned by the SeGW. Interface and protocol need to be specified between SeGW and the entity holding the HNB ID, CSG ID, and access mode information of HNB. 
3. Conclusion
All of the potential solutions impact existing architecture. In most cases, both the interface and the protocol need to be specified.  It is likely that such interface and protocol exist in the existing implementation of the various nodes, e.g. SeGW. Even if SA3 decides on a particular solution, RAN3 still needs time to evaluate any potential impact. To minimize impact of existing network elements and the workload of both SA3 and RAN3, it is recommended that such a solution be left out of the scope of SA3 for the current release.
