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Abstract of the contribution: Analyses the scenarios and security problems when UE achieves different PWS public keys in each registered RATs.
1. Introduce
The UE shall support the verification of the PWS signature using a proper public key. In some cases, UE may simultaneously register to different RATs, which connect to the same CBE. It is possible the UE keeps different PWS public keys from the different registered RATs, e.g. because of unsynchronous update of public key from the different RATs.This contribution anlyses the scenarios and security problems when UE keeps different PWS public keys in different registered RATs.
2. Analysis

2.1  Scenarios of UE registering to different RATs
Scenario 1: UE in ISR mode

UE in ISR mode may simultaneously register to UTRAN/GERAN and E-UTRAN. UE camps on one of the registered RAT at a time.If CBE updates the public key, UE will receive the latest key from the camped  RAT.No TAU/RAUis performed for ISR mode UE after the UE moves to the other registered RAT later. Then public key is not update in time in the new registered RAT. Two different public keys will exist in the UE for different registered RATs.
Scenario 2: UE in CSFB mode

UE in CSFB mode registers both to E-UTRAN PS service and to GSM/UTRAN CS service. If CBE updates the public key and the UE receives the latest key from the E-UTRAN, no LAU is performed when the UE CSFB to the same registered MSC. Then public key is not updated in time in the new GSM/UTRAN RAT. Two different public keys will exist in the UE for different registered RAT.

Another case is different RAT may update the public key at different time when CBE updates public key. It is possible UE has not received the updated key in current RAT and then moves to the other RAT. A new public key is distributed once UE enters the other RAT. Two public keys will exist in the UE for different registered RAT.
2.2  Security issues on different public key of same CBE
UEs have ability to register to different RAT are multi-mode UE. Security issues analysis in this section is based on one of the following assumptions:

Assumption 1: UE’s operation is independent when it works in each mode. That’s to say, information will not be shared for same UE in different work mode.
 Assumption 2: UE can communicate between each work mode. Informations are shared for same UE in different work mode.
Security issue on Assumption 1
UE in ISR mode may have different public key for each registered RAT. As TAU/RAU procedure will not be initiated even if UE moves forwards and backwards between the two RATs, UE in one of the work mode, e.g. in one registered RAT, may have no chance to get the latest public key in assumption 1 case. Then the verification of PWS signature can not pass in the RAT.
For UE in CSFB mode, LAU may not be initiated even when the GSM/UTRAN CS service finishes. The UE in GSM/UTRAN can not receive new public key in idle mode. Then the verification of PWS signature can not pass in the GSM/UTRAN.
In other cases, e.g. UE CSFB to different MSC from the registered one, LAU is initiated as usual. UE achieves the updated key in LAU procedure. If UE goes back to E-UTRAN and continues the PS service later, the updated key can be sent to UE in TAU procedure. No security issue exists for these cases. 
Security issue on Assumption 2

On Assumption 2, UE will only save one public key in multi-mode. For both scenario 1 and scenario 2, public key update in any work mode will replace the old key. However, shared information may bring security threat to key update. For UE simultaneously registers in GSM and LTE, e.g. UE in CSFB mode, attacker in GSM may distribute false public key to UE. If UE replaces the saved key with the false key, the verification of PWS signature in both RATs will not pass.  
3. Proposals
From above analysis, we propose that SA3 considers the scenarios and security issues when UE achieves different PWS public keys in each registered RATs.
PCR

**************************************start first change ***************************************
4.2.X Handling of several public key
The UE shall support the verification of the PWS signature using a proper public key. It is possible the UE achieves different PWS public key from the registered RATs, e.g. because of unsynchronous update of public key from the different RATs.
Scenarios of UE registering to different RATs
Scenario 1: UE in ISR mode

UE in ISR mode may simultaneously register to UTRAN/GERAN and E-UTRAN. UE camps on one of the registered RAT at a time.If CBE updates the public key, UE will receive the latest key from the camped  RAT.No TAU/RAUis performed for ISR mode UE after the UE moves to the other registered RAT later. Then public key is not update in time in the new registered RAT. Two different public keys will exist in the UE for different registered RATs.

Scenario 2: UE in CSFB mode

UE in CSFB mode registers both to E-UTRAN PS service and to GSM/UTRAN CS service. If CBE updates the public key and the UE receives the latest key from the E-UTRAN, no LAU is performed when the UE CSFB to the same registered MSC. Then public key is not updated in time in the new GSM/UTRAN RAT. Two different public keys will exist in the UE for different registered RAT.

Another case is different RAT may update the public key at different time when CBE updates public key. It is possible UE has not received the updated key in current RAT and then moves to the other RAT. A new public key is distributed once UE enters the other RAT. Two public keys will exist in the UE for different registered RAT.

Security issues on different public key of same CBE
UEs have ability to register to different RAT are multi-mode UE. Security issues analysis in this section is based on one of the following assumptions:

Assumption 1: UE’s operation is independent when it works in each mode. That’s to say, information will not be shared for same UE in different work mode.

 Assumption 2: UE can communicate between each work mode. Informations are shared for same UE in different work mode.

Security issue on Assumption 1
UE in ISR mode may have different public key for each registered RAT. As TAU/RAU procedure will not be initiated even if UE moves forwards and backwards between the two RATs, UE in one of the work mode, e.g. in one registered RAT, may have no chance to get the latest public key in assumption 1 case. Then the verification of PWS signature can not pass in the RAT.

For UE in CSFB mode, LAU may not be initiated even when the GSM/UTRAN CS service finishes. The UE in GSM/UTRAN can not receive new public key in idle mode. Then the verification of PWS signature can not pass in the GSM/UTRAN.

In other cases, e.g. UE CSFB to different MSC from the registered one, LAU is initiated as usual. UE achieves the updated key in LAU procedure. If UE goes back to E-UTRAN and continues the PS service later, the updated key can be sent to UE in TAU procedure. No security issue exists for these cases. 

Security issue on Assumption 2

On Assumption 2, UE will only save one public key in multi-mode. For both scenario 1 and scenario 2, public key update in any work mode will replace the old key. However, shared information may bring security threat to key update. For UE simultaneously registers in GSM and LTE, e.g. UE in CSFB mode, attacker in GSM may distribute false public key to UE. If UE replaces the saved key with the false key, the verification of PWS signature in both RATs will not pass.  
Editor’s Note：Solution to the security issues should be considered. Solutions in 5.3.4, S3-120240 might be used to solve the security issue on assumption2.
**************************************end first change ***************************************









































































