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Abstract of the contribution:
This document analyzed PWS key distribution and warning message verification in roaming case and tried to solve two editor’s notes.
1. Introduction 

In current PWS living document, there is an editor’s note about requirement of PWS specific cases in section 2:

 ‘Editor's Note: It needs FFS about security requirements of roaming and national users that camp in de-registered.’
There is also an editor’s note about roaming case in section 4.2.4. 

‘Editor’s Note: It is for FFS when UE is in roaming case and when false network sends malicious notifications.’
This contribution aims to give an analysis to roaming case and try to solve these two editor’s note.     
2. Analysis 

A roaming UE can attach to VPLMN network or perform TAU/RAU/LAU/handover from HPLMN to VPLMN network. Since different PLMN may connect to different CBE/CBC, a roaming UE need to initiate PWS key updating to get latest PWS key of the VPLMN. Then UE can use the latest PWS key to verify Warning Notifications broadcasted by the VPLMN.
· Case1: UE attaches to VPLMN network, PWS key can be distributed to UE via SMC or attach accept message by VPLMN.

· Case 2: UE is in idle state and performs TAU/RAU/LAU to VPLMN network, PWS key can be distributed to UE via TAU/RAU/LAU accept message by VPLMN.

· Case 3: UE is in PS-connected state and performs handover to VPLMN network:
·  When UE handovers to LTE network, UE will initiate TAU just after handover procedure and PWS key can be distributed to UE via TAU accept message by LTE network.

·  When UE handovers to UMTS PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by UMTS network.

·  When UE handovers to GERAN PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by GERAN network.
·  When UE SRVCC handovers to UMTS/GERAN CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.
· Case 4: UE is in CS-connected state and performs handover to VPLMN network:
· When UE handovers to UMTS CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.
· When UE handovers to GERAN CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.
·  When UE rSRVCC handovers to LTE/HSPA PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by LTE/HSPA network.
As mentioned above, UE cannot obtain PWS key in time in the following scenarios:
Scenario 1: If UE is in CS-connected state and it handovers to UMTS CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 
Scenario 2: If UE is in CS-connected state and it handovers to GERAN CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 

Scenario 3: If UE is in PS-connected state and it SRVCC handovers to UMTS/GERAN CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 
In above three scenarios, UE cannot obtain PWS key via LAU accept message in time. Since the duration of CS service is uncertain, if UE receives CBS warning message from VPLMN during the duration, it cannot verify the warning message by using latest PWS key.
But in TS 23.041 section 2, the following text and table is described.
‘Reception of CBS messages for an MS/UE is not a requirement if it is connected in the CS domain. It should be possible for an MS/UE to receive messages if it is connected in the PS domain and no data is currently transmitted.’

	CS-Domain
	CS-Connected
	CS-Idle
	CS-Idle

	PS-Domain
	-
	PS-Idle
	PS-Connected

	Reception of CBS Message
	Not possible
	Possible
	Depends on RRC mode


When UE is in CS-Connected sate, it is not a requirement for UE to receive SIB message. CBS warning message is broadcasted to UE via SIB message.So it is not possible for a CS-Connected UE to receive CBS warning message. Even if UE has to wait for CS service terminated and then performs LAU at once to update PWS key, there is no impact on PWS key updating and warning message verification. 
Based on above analysis, there is no new security requirement needed for PWS key distribution and warning message verification in roaming case.
When UE is in roaming case, it can obtain PWS key from the VPLMN in time. So if a roaming UE receives malicious notifications from false network, it can verify the malicious notifications by using PWS key of VPLMN. It can totally prevent from threat that false network sends malicious notifications.
3. Proposal

It is kindly proposed SA3 to agree the following PCR to be included into the living document.
*********************************start first change **********************************
2. Security Requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Security requirements for PWS identified by SA1 in section 4.8 of TS 22.268 [1] are as follows:

· PWS shall only broadcast Warning Notifications that come from an authenticated and authorized source.

· The integrity of the Warning Notification shall be ensured.

· The PWS protect against false Warning Notification messages.

NOTE: These requirements are subject to regulatory policies.

· The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Additional requirements identified by SA3 are as follows:

· For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.

· The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

· A serving network should periodically send test warning messages on the broadcast channel.

· If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

· Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

· It shall be possible to configure whether or not primary notifications are displayed.

Additional SA3 working assumptions are as follows:

· The working assumption is that the signing entity is on a national level.

Editor's Note: It needs FFS about security requirements of national users that camp in de-registered.

*********************************end first change **********************************
*********************************start second change **********************************
4.2.4 Verification of PWS Warning Notification Message
The UE shall support the verification of the signature and a USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards).
· HPLMN PWS disable field disables PWS support in HPLMN and PLMNs equivalent to it.
· Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.
And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.


Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.
*********************************end second change **********************************
*********************************start second change **********************************
4.2.X Roaming impact to PWS security

A roaming UE can attach to VPLMN network or perform TAU/RAU/LAU/handover from HPLMN to VPLMN network. Since different PLMN may connect to different CBE/CBC, a roaming UE need to initiate PWS key updating to get latest PWS key of the VPLMN. Then UE can use the latest PWS key to verify Warning Notifications broadcasted by the VPLMN.

· Case1: UE attaches to VPLMN network, PWS key can be distributed to UE via SMC or attach accept message by VPLMN.

· Case 2: UE is in idle state and performs TAU/RAU/LAU to VPLMN network, PWS key can be distributed to UE via TAU/RAU/LAU accept message by VPLMN.

· Case 3: UE is in PS-connected state and performs handover to VPLMN network:

·  When UE handovers to LTE network, UE will initiate TAU just after handover procedure and PWS key can be distributed to UE via TAU accept message by LTE network.

·  When UE handovers to UMTS PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by UMTS network.

·  When UE handovers to GERAN PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by GERAN network.
·  When UE SRVCC handovers to UMTS/GERAN CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.
· Case 4: UE is in CS-connected state and performs handover to VPLMN network:
· When UE handovers to UMTS CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.
· When UE handovers to GERAN CS domain, then UE has to wait for CS service terminated and then performs LAU at once. Thus UE cannot obtain PWS key in time via LAU accept message since the duration of CS service is uncertain.

·  When UE rSRVCC handovers to LTE/HSPA PS domain, UE will initiate RAU just after handover procedure and PWS key can be distributed to UE via RAU accept message by LTE/HSPA network.
As mentioned above, UE cannot obtain PWS key in time in the following scenarios:

Scenario 1: If UE is in CS-connected state and it handovers to UMTS CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 
Scenario 2: If UE is in CS-connected state and it handovers to GERAN CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 

Scenario 3: If UE is in PS-connected state and it SRVCC handovers to UMTS/GERAN CS domain, UE has to wait for CS service terminated and then performs LAU at once to update PWS key. 
In above three scenarios, UE cannot obtain PWS key via LAU accept message in time. Since the duration of CS service is uncertain, if UE receives CBS warning message from VPLMN during the duration, it cannot verify the warning message by using latest PWS key.

But in TS 23.041 section 2, the following text and table is described.

‘Reception of CBS messages for an MS/UE is not a requirement if it is connected in the CS domain. It should be possible for an MS/UE to receive messages if it is connected in the PS domain and no data is currently transmitted.’

	CS-Domain
	CS-Connected
	CS-Idle
	CS-Idle

	PS-Domain
	-
	PS-Idle
	PS-Connected

	Reception of CBS Message
	Not possible
	Possible
	Depends on RRC mode


When UE is in CS-Connected sate, it is not a requirement for UE to receive SIB message. CBS warning message is broadcasted to UE via SIB message.So it is not possible for a CS-Connected UE to receive CBS warning message. Even if UE has to wait for CS service terminated and then performs LAU at once to update PWS key, there is no impact on PWS key updating and warning message verification. 
Based on above analysis, there is no new security requirement needed for PWS key distribution and warning message verification in roaming case.
*********************************end second change **********************************
