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Abstract of the contribution: This document discusses whether anti short message flooding attack is needed, and proposes a solution in TR 33.868 to prevent short message flooding attack.
Discussion
According to TR 33.868 section 5.1.2, anti SM flooding attack need to be considered:

Although there are existing mechanisms in the current network to prevent a MTC Device to connect to a false network, there is still an issue. MTC Devices are different from normal UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a MTC Device and waste its power. So the false network attack is more serious for MTC Devices compared to non-MTC communications and therefore we need to improve the network to deal with this security threat.
And according to TR 33.868 section 5.1.3, white-list can be a way for anti SM flooding attack:

The system should provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).

If Devices are power limited, end-to-end solution (e.g. GBA-Push) or UE based solution (e.g. USIM toolkit) can not prevent SM flooding attack as wireless reception is the most expensive task. To those Devices with limited power, network solution is needed to prevent SM flooding attack.
Feature of “SM filtering by HPLMN” can be used to configure a white-list SMEs that can send MT SM to particular Device. The white-list includes MTC Server(s) serving for the Device.
As the MTC Server(s) are included in the white-list, the Device can perform AKA procedure over SMS (or over PS domain) to establish secure association(s) with the serving MTC Server(s). The serving MTC Server(s) can trigger the UE or send information (control information or user data) anytime to the UE by MT SM.

According to the feature, if the white-list has been configured in HSS/HLR, and the originator or short message is not included in the SRI request message (May because SMS-GMSC is not upgraded to support the feature) or the originator of short message does not contained in the white-list, the HSS/HLR will indicate “invalid SME address” in User error field of the SRI response as specified in 3GPP TS 29.002 section 7.6.1.4, then the MT SM delivery is terminated.
The corresponding CR is 0004, Tdoc is S3-120336.
Proposal
First change – new text in section 7.1.3
Solution X: Anti short message flooding attack for power limited Devices
If UE for MTC is power limited, it most likely is as simple as possible to save power, e.g. only have MTC application(s) on it, which may be provided by operator or not. If the owner of the power limited UEs wishes operator to provide protection from short message flooding attack, it shall configure a white-list for allowed SME(s), which includes the MTC Server(s) serving for it, in HSS/HLR, the operator shall active the existing feature of “SM filtering by the HPLMN”.

According to the feature, if the white-list has been configured in HSS/HLR, and the originator of short message is not included in the SRI request message or the originator of short message does not contained in the white-list, the HSS/HLR shall indicate cause value, e.g. “invalid SME address”, in SRI response, then the MT SM delivery is terminated.
End of change
