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1. Overall Description:

SA3 thanks SA1 for its LS asking for feedback on possible solutions to ensure that access to a registry used to resolve IMS Network-Independent Public User Identities (INIPUI) is only given to entities that are allowed access. SA3 believes that a review of INIPUI security is needed to take into account, not only the need to authenticate access to the registry, but also to address other possible requirements relating to confidentiality, integrity and availability of the INIPUI feature. SA3 will further study these issues and keep SA1 informed about progress. In the meantime SA3 would like to provide the following response to the statements in the GSMA LS that were quoted in the SA1 LS:
-
How can a registry reliably ensure no illegal request are answered, e.g. from entities who just want to re-sell identities to other parties? Does this 3GPP activity analyse how sources can be authenticated?  
SA3 response: 3GPP could study possible solutions to authenticate originating operators or intermediate networks when they access a registry to resolve a SIP URI. Such solutions could provide assurance about the identity of the source of the request. However, authentication cannot control what happens to the resolved identity after it is provided to the requestor. To help combat unauthorised re-selling or abuse of resolved identities, a framework needs to be established where the registry only allows access to requestor that it trusts not to abuse the data delivered. The risk of abuse can also be reduced by limiting the volume of queries that can be performed by individual requestors.
-
It is mandatory to ensure the source of any such query is unambiguously identified to ensure security and avoid illegal queries.
SA3 response: Authentication of the requestor can be used to unambiguously identify the requestor.

-
SOLU would like to better understand the kind of credentials that 3GPP has in mind. SOLU agrees mechanisms are required to reliably authenticate the source party of a query. Up to now, SOLU is not aware of any global identification scheme for service provider. 

SOLU is aware of an activity within IETF documented in http://i3forum.org/sites/default/files/i3_Global_SPID_Specifications_Release_1_may_2011.pdf 

Would such a globally unique Service Provider Identification meet the 3GPP requirement for a secure credential?
SA3 response: In SA3’s understanding SPID is an identifier, not a secure credential. SA3 has no strong opinion on the suitability of SPID as an identifier to be used by requestors when they access the INIPUI registry. If authentication is provided then a secure credential needs to be associated with the requestor’s identity as part of an authentication scheme.

2. Actions:

To 3GPP TSG SA WG1 group
ACTION: 
SA3 kindly asks SA1 to take the above feedback into account.
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