3GPP TSG SA WG3 (Security) Meeting #67
S3-120312
21-25 May 2012; Kyoto, Japan
Title:
[DRAFT]
 Reply LS on storing H(e)NB configuration parameters in the HPSIM
Response to:
S3-120200 (C6-110596)
Release:


Work Item:

Source:
SA3
To:
CT6
Cc:


Contact Person:


Name:
Loïc Habermacher
E-mail Address:
loic.habermacher@orange.com
Attachments:
S3-120312_HPSIM_parameters.ppt
Introduction

During the last SA3 meeting, an LS from CT6 triggered discussions on the potential security risks introduced by the storage of configuration parameters in the HPSIM. This draft LS is based on the version discussed in Vancouver (S3-12023) extended by a description of one possible security issue (see accompanying slides) with an updated conclusion. These documents are proposed to SA3 for comments & agreement. The slides/draft LS can be updated as needed if companies are contributing potential security solution for the mitigation of this issue. 

1. Overall Description:
SA3 would like to thank CT6 for their LS on storing H(e)NB configuration parameters in the HPSIM.
The EFIMSI (IMSI) and the associated AUTHENTICATE command for AKA authentication satisfies the requirement for H(e)NB identification and authentication. SA3 did not see any security concerns with this.
The current H(e)NB security architecture specification has not specified the case where these parameters such as EFSHMS (Serving H(e)MS), EFSSeGW (Serving SeGW), EFSHNBGW (Serving H(e)NB-GW/MME), are stored outside of H(e)NB, such as the HPSIM. 
However, the assumption in SA3 is that configuration data such as one or more of Serving H(e)MS address, Serving SeGW address and HNB GW Identity in the case HNB, are stored within the H(e)NB itself and securely managed using TR-069 protocol using H(e)MS as presented in clause 6.6.1 of TS32.581 and TS 33.591. Also, the SA3 understanding is that HeNB GW and MME addresses are not static.
Current text TS 33.320, clause 4.4.2, requires that:

“The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.”
SA3 would like to remind CT6 that if the interface between the HPSIM and the H(e)NB is not secured, the values exchanged on that interface could not be trusted by the H(e)NB. In addition, these values may be read out not only by the H(e)NB device, but also by any third party. Storing these configuration parameters (Initial or Serving addresses) in the UICC may introduce security risks that are not currently present. An example of one of these new risks is provided in the attached document.
SA3 currently cannot answer the CT6 question on security measures for the parameters under discussion. This would require SA3 to study the security implications of such an attack. In order to perform a thorough risk analysis and possible security solutions, SA3 would need to start such analysis, and to consider the intended use cases for moving these parameters to the Hosting Party Module  
2. Actions:

To CT6 group:
ACTION: 
SA3 kindly asks CT6 to:

· take the above information into account and not introduce EFs related to the storage of network element addresses for H(e)NB configuration into HPSIM.
3. Date of Next SA5 Meetings:
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