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1
Opening of the Meeting

The SA3 Chairman, Bengt Sahlin of Ericsson, opened the SA3#66 meeting in Vancouver. Adrian Escott of Qualcomm welcomed the Delegates on behalf of the North American Friends.

2
Approval of Agenda and Meeting Objectives

S3-120001
Meeting Agenda





Source: WG Chairman

Discussion: 

The Chairman presented the agenda and objectives for the meeting. The Chairman pointed the attention of Delegates to the Guidelines provided by MCC on the SA3 working procedures.

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-  to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-  to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

4
Meeting Reports

SA3-LI

Alex Leadbeater gave a verbal report on the progress of work in SA3-LI. The input to SA#55 from SA3-LI was approved on the SA3 exploder. Among the topics currently under consideration are cloud interception and media security.

S3-120003
Report from last SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

There were no comments and the report was approved.
Concerning the action item on ZUC (SA3-65-1), it was clarified that MCC is handling the action point and it could be closed. Concerning the action point on Juniper to organize conference calls on 33.210 (SA3-65-2), the conference calls were held and the action point was considered completed.

Decision: 

The document was approved.



S3-120002
Report from SA Plenary meeting





Source: WG Chairman

Discussion: 

The Chairman presented the report from SA Plenary #54. There were no comments.

Decision: 

The document was noted.



5
Items for early consideration

The Chairman presented the topics under consideration for the joint session with SA2 and invited Delegates to take into consideration possible input for the joint session with SA2.

6
Reports and Liaisons from other Groups

IETF

No input.

ETSI SAGE

Peter Howard of Vodafone pointed out that two LSs coming from SAGE had been submitted to the present meeting.

The LS was for discussion at the present meeting and suggestions on the way forward were welcome.

ETSI SAGE had agreed to the SA3 request to update the maximum output length of 128‑EEA3 to 2^32 bits. A reply LS from ETSI SAGE was submitted in S3-120023.

Weaknesses in GEA1 were highlighted at the CCC camp in August 2011. This led to lengthy discussion on GPRS security at the GSMA SG meeting in September 2011. Based on a review of the support of GEA algorithms in SGSNs, ETSI SAGE and GSMA SG proposed that 3GPP removed GEA1 from mobile devices in its specifications. A related LS from GSMA SG and ETSI SAGE was submitted as S3-120180. 

UMTS and LTE specified at least two sets of strong algorithms for radio interface security. Furthermore, the algorithms were selected to minimise the chance that a cryptographic attack on any one algorithm would impact all the others. In GSM there is currently only one strong algorithm specified which is based on Kasumi: A5/3 (64 bit key version) and A5/4 (128 bit version). There have been some discussions at GSMA SG about the possibility to introduce a new algorithm for GSM radio interface security to provide a backup in case there is a significant attack on Kasumi. Both 64 and 128 bit versions are envisaged. ETSI SAGE would only start this work if asked by SA3. The algorithms would almost certainly be created from either Snow 3G or ZUC, so it would not be a lot of work, and SAGE would not need funding.

GSMA 

Stefan Schroeder of Deutsche Telekom gave an update on the proceedings of the GSMA Security Group (SG).

GSMA SG deals with several aspects related to 2G security: Test cases are being collected in order to possibly define a 2G network robustness test suite. The intention is to allow systematic testing of network equipment for weaknesses before they are found by third parties. Security researchers published GSMMap, a web site that that scores commercial GSM networks' security. However, the metrics used for scoring were not published.

Triggered by SG, the GCF defined test cases for the Ciphering Indicator, which might indicate to a victim that it is connected to a false network. Specific testing will hopefully help to get this feature into more handsets.

SG agreed on a proposal to remove GEA1 from new handsets (incoming LS to this meeting).

A second area of interest is security of signalling networks. SG will collect known issues in the SS7 network, raise awareness for security countermeasures, and also derive measures to avoid similar issues in upcoming inter-operator Diameter networks.

SG also agreed to work more closely with the Fraud Forum, to the benefit of both groups: SG can use FF's experience with existing fraud cases to justify introducing security measures, whereas FF can use SG's experience to assess security risks and define countermeasures.

3GPP2

No input.

OMA

No input.

TCG

Silke Holtmanns gave an update.

TCG are working on a liaison with Global Platform. The last meeting took place in December. There is a delay of the publication of MTM 2.0 specification in internal release, which may shift the public part of the work into late summer. A broader focus is now taking place on machine and not only mobile. The discussion on MTM is being renamed to mobile trusted module.

IEEE

No input.

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

S3-120012
LS on Security Aspects of Alphanumeric SIP URIs





Source: S1-113323

Discussion: 

Vodafone suggested that a way to secure this should be adopted. NTT Docomo suggested that the validity of the replies is not checked and suggested this cannot be left out of scope for reverse queries. A reply was decided to be sent that SA3 is currently looking at these aspects and will update if there are any conclusions.

Decision: 

The document was replied to in S3-120224.



S3-120224
Reply to: LS on Security Aspects of Alphanumeric SIP URIs





Source: current meeting

Decision: 

The document was approved.



S3-120125
Editorial correction of scope in Annex S on 3GPP2 access





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



7.1.1
Media Plane Security

7.1.2
Specification of Protection against Unsolicited Communications in IMS (SPUCI)

S3-120141
SPUCI: Removal of Editors Notes and Conclusions





Source: NEC, Nokia Corporation, Nokia Siemens Networks, NTT DOCOMO, Orange, Ericsson, ST Ericsson, AT&T

Discussion: 

NEC proposed a rewording of the conclusions that was agreed.

Decision: 

The document was approved with modifications.



S3-120143
TR 33.838 cleanup





Source: NEC Corporation, Ericsson, ST Ericsson

Decision: 

The document was revised to S3-120211.



S3-120211
TR 33.838 cleanup





Source: NEC Corporation, Ericsson, ST Ericsson

(Replaces S3-120143)

Decision: 

The document was approved.



S3-120225
New version of TR 33.838 for presentation to SA





Source: Rapporteur (NEC)

Discussion: 

It was agreed to send the TR for approval.

Decision: 

The document was approved.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

S3-120055
NDS/IP Scope and Restructuring Call Meeting Notes





Source: Juniper Networks

Decision: 

The document was noted.



S3-120179
NDS/IP Restructuring Option 3 according to S3-120055





Source: NTT docomo

Discussion: 

Deutsche Telekom supported the proposal. Nokia Siemens Networks was not convinced of the need for this work as there is no technical work to be done, only profile extraction. Nokia pointed out that the amount of workload and commitment necessary to carry out the work was significant.
NEC pointed out that the proposal had value and supported the activity, but acknowledged the amount of workload necessary was significant. NEC proposed estimating the amount of work to be done. Ericsson suggested that the work to be done must be checked by all vendors and this would take time for all vendors.

The request in the contribution had some amount of opposition and could not be endorsed. The Chairman suggested coming back at the next meeting with a WI proposal and rediscussing this in the next meeting.

Decision: 

The document was noted.



S3-120095
Backhaul hardening requirement: local firewall





Source: TeliaSonera

Discussion: 

Ericsson suggested the packet filtering mechanism as proposed would be quite complex a mechanism. TeliaSonera clarified the intention was to have control of the services running.

Deutsche Telekom suggested the requirement should be for every network element to be able to defend itself, which possibly could already be in the 3GPP specifications. Juniper pointed out that 33.210 already contained this requirement. BT pointed out this is referring to the gateway. This was confirmed.
TeliaSonera suggested the requirement was extending the views on platform security needs. Nokia Siemens Networks suggested this mainly depends on the platform.

Vodafone suggested that even if purely within the scope of 3GPP, some harmonization between operators on level of security requirements is beneficial. Huawei supported the proposal, but noted that this would mainly be an implementation issue and could not see the relation with standardization. Nokia Siemens Networks suggested Vodafone moved the focus from hardening to different areas. Ericsson suggested the number of deployment scenarios to be looked at was very large and this was not to be standardized.

Vodafone suggested a TR could be useful. China Mobile reminded that some countries have different deployments and finding a standardized approach could be very difficult. NTT Docomo saw the possibility of a best practices guideline, but could not see the possibility of normative specifications. NTT Docomo also suggested that perhaps GSMA could be the best place for such kind of work. 

It was decided to continue discussing on the topic in a more detailed way, perhaps producing and discussing a proposal for a WI on the subject for the next meeting.
Decision: 

The document was noted.



7.3
UTRAN Network Access Security

S3-120007
Reply LS on stage 3 for modification of security context storage rate on the UICC





Source: C1-114945

Decision: 

The document was noted.



S3-120145
Security requirements for RNCs in exposed locations





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

The first sentence in X.2.1, bullet 1 was removed. Deutsche Telekom clarified that the logic behind the CR was to apply whatever was used in other specifications on this topic, but pointed out that 33.310 referred to base stations, whereas the focus on the present contribution was on the RNC, and suggested that 33.310 should extend to other elements. Nokia Siemens Networks acknowledged this limitation, but suggested that it would not be a big problem.

BT suggested that the relaxation of the requirement in untrusted (unexposed) locations was possibly excessive. Vodafone suggested removing the negative requirement. This was agreed.

NTT Docomo suggested that adding integrity protection for CS was not a straightforward task. Vodafone asked how this worked on HNB; NTT Docomo replied that the transport was still IP there; Ericsson pointed out that the transport was the issue here. It was proposed adding an Editor's Note to perform a check on this issue. 

Ericsson had some comments on X.3 that were taken offline.

Decision: 

The document was revised to S3-120237.



S3-120237
Security requirements for RNCs in exposed locations





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120145)

Discussion: 

Vodafone and BT had some comments on the negative requirement that remained in X.1, but did not object.

Decision: 

The document was agreed.



S3-120142
Storing START in ME at mobility events (33.102)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-120238.



S3-120238
Storing START in ME at mobility events (33.102)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120142)

Decision: 

The document was agreed.



S3-120144
Storing START in ME at mobility events (33.401)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-120239.



S3-120239
Storing START in ME at mobility events (33.401)





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120144)

Decision: 

The document was agreed.



S3-120083
Revised rules for storing the START values on the ME





Source: Qualcomm Incorporated

Discussion: 

Huawei asked for an analysis paper and an e-mail discussion, postponing the contribution to the next meeting. Morpho suggested more discussion was necessary. Nokia Siemens Networks asked whether any stage 3 work was envisaged; Qualcomm replied minor changes in RAN2 and CT1 specifications would be necessary. It was decided that any input on this topic would be treated under item 5.

Decision: 

The document was postponed.



7.4
GERAN Network Access Security

S3-120018
Reply LS on SACCH Security





Source: GP-111883

Decision: 

The document was noted.



S3-120180
Removal of GEA1 from mobile devices





Source: SAGE (12) 02

Discussion: 

Nokia suggested asking the status of deployment to SAGE and GSMA. Vodafone suggested GEA1 would be less subject to MiTM attacks than A5/2 but preferred confirming this with SAGE. Subsequently, Vodafone clarified that concerning the status of deployment there was no issue currently identified but the GSMA was in the process of collecting views from other operators. Concerning A5/2 and GEA1, Vodafone confirmed that the severity of MiTM was significantly lower. The Chairman suggested that the decision on how to proceed (concerning the possibility to forbid the use of GEA1) was conditional to the results received from the survey to be conducted on the issues above.

ACTION:
Convey the information that SA3 would like to receive the survey results on GEA1 to SAGE and GSMA 
(action on: Chairman)

Decision: 

The document was noted.



7.5
GAA

S3-120182
Correction of misimplementation of Change Requests on KDF FC value allocations





Source: MCC

Discussion: 

There were no comments.

Decision: 

The document was agreed.



S3-120183
Correction of misimplementation of Change Requests on KDF FC value allocations





Source: MCC

Decision: 

The document was agreed.



S3-120184
Correction of misimplementation of Change Requests on KDF FC value allocations





Source: MCC

Decision: 

The document was agreed.



S3-120185
Correction of misimplementation of Change Requests on KDF FC value allocations





Source: MCC

Decision: 

The document was agreed.



7.5.1
Security enhancements for usage of GBA from the browser

S3-120057
P-CR Addition of Architecture Figure





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-120227
New version of the draft TR on Security enhancements for usage of GBA





Source: Nokia Corporation

Decision: 

The document was agreed.



S3-120061
P-CR Security considerations





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-120131
pCR: Web GBA key derivation





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-120217.



S3-120217
pCR: Web GBA key derivation





Source: Ericsson, ST-Ericsson

(Replaces S3-120131)

Discussion: 

The hanging paragraph will be revised.

Decision: 

The document was approved with modifications.



S3-120054
pCR 33.8de Issues with usage of Javascript in support of Web_GBA





Source: InterDigital

Discussion: 

The last Editor's Note was converted into an Note. The first Editor's Note was split into a Note and the second part was reworded. Telecom Italia asked whether Javascript was part of the WI; Nokia confirmed Javascript was already mentioned in the scope as an example.

Decision: 

The document was approved with modifications.



S3-120148
Terminology issues relating to GBA in TS 33.220, TR 33.914, and TR on web GBA





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-120149
GBA terminology issues





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-120229.



S3-120229
GBA terminology issues





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120149)

Decision: 

The document was agreed.



S3-120056
P-CR for TR 33.8xx for the terminology issues relating to GBA in TS 33.220 and TR 33.914





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



7.5.2
GBA extensions for re-use of SIP Digest credentials

S3-120051
CR 33.220 SIP Digest-based GBA requirements updates





Source: InterDigital

Decision: 

The document was withdrawn.



S3-120052
CR 33.220 SIP Digest-based GBA Ua protocol extensions





Source: InterDigital

Decision: 

The document was withdrawn.



S3-120053
CR 33.220 SIP Digest-based GBA scope and terminology updates





Source: InterDigital

Decision: 

The document was revised to S3-120221.



S3-120221
CR 33.220 SIP Digest-based GBA scope and terminology updates





Source: InterDigital

(Replaces S3-120053)

Discussion: 

There was some discussion with Nokia Siemens Networks; consensus was reached on GBA Digest as a term but some more offline discussion  would take place to refine the contribution. Nokia Siemens Networks had some comments on the modification of the scope, which were agreed.

The modifications in 4 and the abbreviation were removed.

Decision: 

The document was revised to S3-120228.



S3-120228
CR 33.220 SIP Digest-based GBA scope and terminology updates





Source: InterDigital

(Replaces S3-120221)

Discussion: 

Telecom Italia proposed a modification to the definition of GBA Digest, taken from the WI description; Gemalto supported the modification. InterDigital proposed a further modification, removing "on purpose", which was agreed.

Decision: 

The document was revised to S3-120258.



S3-120258
CR 33.220 SIP Digest-based GBA scope and terminology updates





Source: InterDigital

(Replaces S3-120228)

Decision: 

The document was agreed.



S3-120147
GBA extension for re-use of SIP Digest credentials





Source: Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless

Decision: 

The document was revised to S3-120204.



S3-120204
GBA extension for re-use of SIP Digest credentials





Source: Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless

(Replaces S3-120147)

Discussion: 

Telecom Italia asked for the term UE to be modified. This was agreed and a local definition was introduced. Gemalto suggested that in some cases there have been terminals without UICC in this context. Nokia Siemens Networks explained there can be dual terminals. Gemalto wanted the scenario to be better clarified. The CR was revised with some changes that were agreed, keeping open the issue discussed with Gemalto to be discussed offline.

Decision: 

The document was revised to S3-120236.



S3-120236
GBA extension for re-use of SIP Digest credentials





Source: Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless, InterDigital
(Replaces S3-120204)

Discussion: 

A modification to the first note was agreed.

The Note in X.5.9 was removed. The last sentence in the first paragraph X.6.3 was removed. In X.6.4 a note was added to clarify the last sentence in the first bullet under (1).

Decision: 

The document was agreed.



S3-120189
Comments on S3-120147





Source: InterDigital

Decision: 

The document was partially merged in S3-120236.



7.5.3
Other GAA Issues

S3-120126
Update of TLS extensions version





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-120127
Correction of BSF and bootstrapping requirements in 2G GBA





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-120132
Correction of Reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-120133
Clarification of Mandatory Implementation





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-120172
Update of TLS extensions version [33.222]





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-120011
Reply LS on LS on MBMS reception from non-RPLMN





Source: S1-113454

Decision: 

The document was noted.



S3-120201
Reply LS on MBMS reception from non-RPLMN





Source: S2-120403

Decision: 

The document was noted.



7.7
SAE/LTE Security

S3-120115
Discussion on S6a security





Source: Huawei, HiSilicon

Discussion: 

Deutsche Telekom acknowledged the need for action, but did not have a specific way forward in mind. 
Nokia Siemens Networks suggested that the conclusions and proposal in the contribution were not correct in presuming the destination of the response due to the presence of proxies. Deutsche Telekom replied a check should performed in any case, as it is useful to check the IP address. Nokia Siemens Networks did not see the usefulness of such a check. 

Further contributions and more details are invited on the first proposal. On the second proposal, it was agreed that no standardization work would take place, but implementation work should take place to solve any issues.

Decision: 

The document was noted.



7.7.1
TS 33.401 Issues

S3-120084
Adding details on re-transmission of authentication requests





Source: Qualcomm Incorporated

Discussion: 

Ericsson said this was just one out of many things from TS 33.102 about UMTS AKA that was not discussed in TS 33.401, giving sequence number handling as another example. Nokia Siemens Networks suggested this was a CT1 topic and should be addressed there. Ericsson agreed but pointed out the lack of guidance in SA3 specifications on this.

Qualcomm suggested that independently of the way forward, it should be noted that this should take place only in the case of a connection attempt; Nokia Siemens Networks agreed and repeated the need for CT1 to address this.

Qualcomm stated:

"SA3 agreed that the re-transmission of authentication challenges should take place during an ongoing connection"; this sentence was taken offline to be reworded in an optimal way. Subsequently, the proposed sentence was reworded to:

"SA3 agreed that the re-transmission of an authentication challenge (RAND, AUTN) in GERAN/UTRAN or E-UTRAN shall only happen during an on-going NAS connection and the UE shall remove any stored RAND and RES parameters when the NAS connection is released or aborted."

This sentence was then agreed. It was decided that a formal SA3 e-mail discussion will not take place, but Nokia Siemens Networks, Ericsson and Qualcomm would discuss on this and other interested parties were welcome to contact them to participate in the discussions.

Decision: 

The document was noted.



S3-120123
Clarification of security requirements for backhaul of eNBs





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson suggested that in the Nokia Siemens Networks proposal there should only be one point of reference. Some further corrections were agreed to take place offline and a revision was agreed to be produced.

Two issues were identified:

- re-writing the changes in 5.3.2, to make it consistent with other clauses.

- understanding what to write on integrity handling.

Decision: 

The document was revised to S3-120191.



S3-120191
Clarification of security requirements for backhaul of eNBs





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120123)

Decision: 

The document was agreed.



S3-120188
Comments to S3-120123





Source: Huawei, HiSilicon

Discussion: 

Nokia Siemens Networks preferred to discuss the second proposal on integrity protection out of the offline discussion for S3-120191. NTT Docomo asked why integrity protection was discussed in this contribution. Consensus could not be reached and the entire contribution was taken offline for the discussion for S3-120191.

Vodafone suggested that confidentiality protection should be mandated. Nokia Siemens Networks pointed to clauses 11 and 12 where these considerations are handled and proposed confirming that 11 and 12 reflect the intention of the group. Vodafone suggested that the group should not consider potential changes in the future in these clauses. Huawei agreed.

This was agreed.

Decision: 

The document was noted.



S3-120090
Security for SRVCC HO from UTRAN/GERAN to E-UTRAN/HSPA





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-120096
Security of reverse SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-120092
SRVCC HO from CS GERAN/UTRAN to PS E-UTRAN





Source: Ericsson, ST-Ericsson

Discussion: 

Qualcomm pointed out that in S3-120091 CK and IK were transformed, whereas in S3-120092 they were not; Ericsson confirmed and added that input from SA2 should be taken into account. It was decided to take the issue into account for an offline discussion and consultation with SA2. Ericsson volunteered to capture these questions in writing.

Decision: 

The document was revised to S3-120250.



S3-120250
SRVCC HO from CS GERAN/UTRAN to PS E-UTRAN





Source: Ericsson, ST-Ericsson

(Replaces S3-120092)

Decision: 

The document was agreed.



S3-120097
Reverse SRVCC Security Context





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-120091
SRVCC HO from CS GERAN/UTRAN to PS UTRAN HSPA





Source: Ericsson, ST-Ericsson

Discussion: 

Nokia Siemens Networks suggested adding the sentence relating to START value from the Nokia Siemens Networks contribution; this was agreed.

Decision: 

The document was revised to S3-120249.



S3-120249
SRVCC HO from CS GERAN/UTRAN to PS UTRAN HSPA





Source: Ericsson, ST-Ericsson

(Replaces S3-120091)

Decision: 

The document was agreed.



S3-120098
Reverse SRVCC Security Context





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



7.7.2
TS 33.402 Issues

S3-120034
IKEv2 Procedure R10





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson proposed a correction on the cover page; this was agreed.

Decision: 

The document was revised to S3-120192.



S3-120192
IKEv2 Procedure R10





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120034)

Decision: 

The document was agreed.



S3-120035
IKEv2 Procedure R11





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-120193.



S3-120193
IKEv2 Procedure R11





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120035)

Decision: 

The document was agreed.



S3-120079
TS33.234-Corrections to IKEv2 procedure-R10





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-120194.



S3-120194
TS33.234-Corrections to IKEv2 procedure-R10





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120079)

Decision: 

The document was agreed.



S3-120080
TS33.234-Corrections to IKEv2 procedure-R11





Source: Huawei, HiSilicon,Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-120195.



S3-120195
TS33.234-Corrections to IKEv2 procedure-R11





Source: Huawei, HiSilicon,Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120080)

Decision: 

The document was agreed.



S3-120036
MIP RK Length R10





Source: Huawei, HiSilicon, Samsung

Discussion: 

It was agreed to extend this correction to release 8 and 9, also highlighting the FASMO aspects in the consequences if not approved.

Decision: 

The document was revised to S3-120196.



S3-120037
MIP RK Length R11





Source: Huawei, HiSilicon, Samsung

Decision: 

The document was revised to S3-120197.



S3-120196
MIP RK Length R8





Source: Huawei, HiSilicon, Samsung

(Replaces S3-120036)

Decision: 

The document was agreed.



S3-120197
MIP RK Length R9





Source: Huawei, HiSilicon, Samsung

Decision: 

The document was agreed.



S3-120198
MIP RK Length R10





Source: Huawei, HiSilicon, Samsung

Decision: 

The document was agreed.



S3-120199
MIP RK Length R11





Source: Huawei, HiSilicon, Samsung

Decision: 

The document was agreed.



7.7.3
Relay Node Security

S3-120033
Relay Control Plane & User Plane Clarification





Source: Huawei, HiSilicon

Discussion: 

It was proposed to state that "All S1 and X2 messages shall be confidentiality protected." NTT Docomo suggested speaking about encryption in Note 0. China Mobile agreed to change the requirement from mandatory to optional (should).

Decision: 

The document was revised to S3-120251.



S3-120251
Relay Control Plane & User Plane Clarification





Source: Huawei, HiSilicon

(Replaces S3-120033)

Decision: 

The document was agreed.



7.7.4
EEA3 and EIA3 Issues

S3-120023
EEA3 output length





Source: SAGE-11-18

Discussion: 

SA3 endorsed the changes proposed by ETSI SAGE.

Decision: 

The document was noted.



7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

S3-120008
Reply LS on Request to define extensions to H(e)NB to SeGW interface for BBAI





Source: C4-112973

Discussion: 

There were no comments.

Decision: 

The document was noted.



S3-120020
Reply LS on requirements for verification of UE messages from H(e)NB to H(e)NB-GW





Source: R3-113147

Decision: 

The document was noted.



S3-120028
CR to 33.320 R11 Clause 4.4.9 modifications to align HeNB verification requirements with RAN3 architecture.





Source: Vodafone, Alcatel-Lucent, Ericsson

Decision: 

The document was revised to S3-120202.



S3-120202
CR to 33.320 R11 Clause 4.4.9 modifications to align HeNB verification requirements with RAN3 architecture.





Source: Vodafone, Alcatel-Lucent, Ericsson

(Replaces S3-120028)

Decision: 

The document was agreed.



S3-120030
CSG id Mapping





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone

Decision: 

The document was revised to S3-120203.



S3-120203
CSG id Mapping





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone

(Replaces S3-120030)

Decision: 

The document was agreed.



S3-120067
H(e)NB ID Verification solution





Source: Alcatel-Lucent

Discussion: 

ZTE suggested there was no alternative proposal for this; as there was architectural impact, more discussion and views should be exchanged. Vodafone acknowledged the architectural impact but did not see alternative proposals. There were further comments from Nokia Siemens Networks. Consensus could not be reached.

Decision: 

The document was noted.



S3-120068
Reply LS to RAN3 on HeNB CSG Id Verification





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone

Decision: 

The document was revised to S3-120205.



S3-120205
Reply LS to RAN3 on HeNB CSG Id Verification





Source: Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone

(Replaces S3-120068)

Decision: 

The document was approved.



S3-120029
HeNB Management Plane Clarification





Source: Huawei, HiSilicon

Discussion: 

Clarification is necessary in 8.3.1.

Decision: 

The document was revised to S3-120206.



S3-120206
HeNB Management Plane Clarification





Source: Huawei, HiSilicon

(Replaces S3-120029)

Decision: 

The document was agreed.



S3-120031
HeNB Authorization in Direct Interface





Source: Huawei, HiSilicon

Discussion: 

Qualcomm suggested removing the second part of the example. Also, the last sentence was agreed to be modified.

Decision: 

The document was revised to S3-120207.



S3-120207
HeNB Authorization in Direct Interface





Source: Huawei, HiSilicon

(Replaces S3-120031)

Decision: 

The document was agreed.



S3-120032
H(e)NB Root Certificate Provisioning





Source: Huawei, HiSilicon

Decision: 

The document was noted.



S3-120050
Clarification of the device authentication in 33.320





Source: ZTE Corporation

Decision: 

The document was revised to S3-120208.



S3-120208
Clarification of the device authentication in 33.320





Source: ZTE Corporation

(Replaces S3-120050)

Decision: 

The document was agreed.



S3-120021
LS on RAN sharing for H(e)NB





Source: R3-113148

Discussion: 

Qualcomm suggested that from the security point of view no assumption was made and the operators should decide. Nokia Siemens Networks believed this was not the case as the security requirements were not yet defined. Deutsche Telekom suggested considering the sharing scenarios and come up with security requirements on this.

Decision: 

The document was replied to in S3-120209.



S3-120209
Reply to: LS on RAN sharing for H(e)NB





Source: current meeting

Decision: 

The document was approved.



S3-120200
LS on storing H(e)NB configuration parameters in the HPSIM





Source: C6-110596

Discussion: 

Nokia Siemens Networks saw security issues concerning this. France Telecom asked what would the security threat be. Nokia Siemens Networks pointed to the sixth bullet below the Note in 4.4.2 in 33.320. Gemalto replied the bullet did not refer to the parameter mentioned in the LS. Nokia Siemens Networks suggested these were parameters that depended on the configuration. Qualcomm suggested the current architecture foresaw that the parameters were stored in a secure location. It was decided to reply to CT6 along the lines above, asking for more details.

Decision: 

The document was noted.



S3-120231
Reply to: LS on storing H(e)NB configuration parameters in the HPSIM





Source: France Telecom
Discussion: 

It was not possible to reach consensus on the LS. Contributions were invited for the next meeting. It was reminded that the next meeting would be colocated with CT6.

Decision: 

The document was noted.



7.9
Security Aspects related to System Improvements for Machine-Type Communication (SIMTC)

The Chairman pointed out SA2 would not send exceptions to SA#55. The Chairman also pointed out that SA2 had opted for an SMS-based solution. 
Three options were listed: asking for an exception, presenting corrective CRs in SA#56, and going for Release 12.

Samsung, Nokia Siemens Networks, ZTE supported bringing corrective CRs to include security for triggering for Release 11. Vodafone pointed out that if CRs in SA3#67 did not go through, Release 11 would not have a security solution. Telecom Italia suggested that this would be a much more reduced focus than the prioritization list. Vodafone did not support asking for an exception. Morpho proposed to request an extension for SIMTC WI in order to complete the outstanding work not directly dependant from SA2 (e.g. Binding) in R11. Gemalto supported Morpho's proposal.
It was decided to follow the support for option 2 and focus on security for SMS triggering at the next meeting as a top priority.

Nokia proposed having an early deadline on the topic; Juniper suggested having calls on the topic. It was decided that Samsung would chair the conference calls. A reasonable timing for all timezones was agreed to be ensured.

S3-120186
Summary of SIMTC Email Discussion





Source: Rapporteur

Discussion: 

Nokia proposed a reformulation of question 4. Ericsson proposed moving this to the question on requirements. This was agreed. The questions were endorsed with these modifications and were inserted in S3-120213 to be discussed with SA2.

Decision: 

The document was approved with modifications.



S3-120166
SIMTC way forward for Rel-11





Source: Samsung

Discussion: 

Telecom Italia asked whether there could be time for some normative work within Release 11. Samsung confirmed this possibility. The Chairman suggested that in such a case the TS should go to SA#55 for information along with an exception request. The final decision on the way forward was postponed to later on in the meeting. Concerning the WID update, this was agreed to be done in later meetings.

Decision: 

The document was noted.



S3-120015
Reply LS on security issues about proposed use of IMEI for MTC Feature Control





Source: S2-115292

Decision: 

The document was noted.



S3-120022
Reply to 3GPP SA3 regarding M2M Integrity Validation





Source: M2M(11)0882

Decision: 

The document was noted.



S3-120164
MTC Device clarification





Source: Samsung, Ericsson, ST-Ericsson

Discussion: 

BT asked clarification on whether MTC server is an official definition in 3GPP; it was replied that this is included in 21.905. It was agreed to use the term MTC device.

Decision: 

The document was approved with modifications.



S3-120114
Corrections for TR 33.868





Source: Huawei, HiSilicon

Discussion: 

KPN suggested adding privacy solutions into the annex. This was agreed.

Decision: 

The document was approved with modifications.



S3-120109
Security architecture update





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-120082
[SIMTC] Solving Editor's Note on Network Access Control





Source: Intel

Discussion: 

It was agreed to keep the Editor's Note open and invite more discussion and contributions.

Decision: 

The document was noted.



S3-120150
MTC: Security between MTC device and MTC-IWF





Source: NEC Corporation

Decision: 

The document was approved.



S3-120113
Congestion control





Source: Huawei, HiSilicon

Discussion: 

Alignment with SA2 terminology should be ensured. This was agreed.

Decision: 

The document was approved.



S3-120213
List of questions from SA3 to SA2





Source: Samsung

Discussion: 

There was some discussion on the location information to be asked to SA2. It was decided to leave this topic out for the time being. It was suggested that SRVCC should be discussed during the session. This was agreed.

Decision: 

The document was noted.



S3-120146
MTC: Location of MTC trigger authorization in 3GPP network





Source: NEC Corporation

Discussion: 

It was agreed to ask SA2 what the current situation was and update accordingly for the next meeting. Alcatel-Lucent pointed out that terminology should be aligned to what was used by SA2.

Decision: 

The document was revised to S3-120210.



S3-120223
List of questions from SA3 to SA2 on SRVCC





Source: SA3

Decision: 

The document was noted.



S3-120210
MTC: Location of MTC trigger authorization in 3GPP network





Source: NEC Corporation

(Replaces S3-120146)

Decision: 

The document was approved.



S3-120111
Security analysis of MTC device triggering solutions





Source: Huawei, HiSilicon

Discussion: 

Vodafone suggested modifying the first sentence to address specific access technologies. Vodafone proposed some modifications to the second sentence as well. These changes were included in S3-120210.

Decision: 

The document was merged in S3-120210.



S3-120112
Analysis of GBA Push triggering solution





Source: Huawei, HiSilicon, China Mobile

Discussion: 

Samsung pointed out that S3-120112 was conflicting with Solution 2 of S3-120070. China Mobile suggested that the details could be refined at a later stage. Consensus could not be reached on the contribution.

Decision: 

The document was noted.



S3-120046
About the solution of MTC device triggering by GBA-Push





Source: ZTE Corporation

Discussion: 

Huawei suggested the contribution had been noted in the previous meeting and did not see any reason to discuss it again. Alcatel-Lucent suggested the contribution was not detailed enough. Nokia Siemens Networks expressed some concerns on how the solution would work.

Decision: 

The document was noted.



S3-120110
Solutions for fake SMS attack from normal UE





Source: Huawei, HiSilicon

Discussion: 

Vodafone proposed rewording the first sentence to better address the threat proposed. ZTE suggested that the scenario has not been discussed by SA2; Huawei suggested the attempt was to solve the security threat, not adding a requirement. A title change was agreed. Qualcomm suggested adding an Editor's Note on the fact that more details are necessary. Vodafone suggested deleting the last paragraph. Vodafone proposed a sentence on the possibility to combine this solution with SMS-based solutions. This was agreed.

Decision: 

The document was approved with modifications.



S3-120171
Security solutions for SMS-based MTC triggering





Source: Vodafone

Discussion: 

Vodafone clarified that the intention comes out of the fact that not each single message can be policed. Huawei suggested the contribution does not provide end to end protection for the MTC triggering.

Qualcomm proposed some rewording that was agreed. It was decided to revise the contribution to better explain the threat and to clarify how the solution works with GBA Push.

Decision: 

The document was revised to S3-120214.



S3-120214
Security solutions for SMS-based MTC triggering





Source: Vodafone

(Replaces S3-120171)

Decision: 

The document was approved.



S3-120163
Security aspects of User Plane based Triggering





Source: Samsung

Discussion: 

Nokia Siemens Networks did not support the change. Some revisions were agreed to take place in the revision.
Decision: 

The document was revised to S3-120215.



S3-120215
Security aspects of User Plane based Triggering





Source: Samsung

(Replaces S3-120163)

Decision: 

The document was approved.



S3-120178
Device Trigger security





Source: Ericsson, ST-Ericsson

Discussion: 

Alcatel-Lucent pointed out some editorial corrections, which were agreed to be implemented. Huawei expressed some concerns shared by Nokia Siemens Networks on what would happen if a trigger request was sent to a different port; Ericsson clarified that there would be no reaction from the UE as the port would be a different one. Ericsson agreed that some filtering in the SMSC should take place. A statement along these lines was added in two locations of the contribution. Some offline discussion on UP had to take place.

Decision: 

The document was revised to S3-120216.



S3-120216
Device Trigger security





Source: Ericsson, ST-Ericsson

(Replaces S3-120178)

Decision: 

The document was approved.



S3-120070
pCR about online device triggering





Source: China Mobile,Huawei, HiSilicon

Discussion: 

It was proposed to agree to the pseudo CR removing the conclusion. China Mobile proposed modifying the conclusion; Gemalto suggested it was too early to reach a conclusion.

Decision: 

The document was approved with modifications.



S3-120069
pCR about solution of external interface security





Source: China Mobile

Decision: 

The document was approved with modifications.



S3-120165
MTC security GW Functionalities





Source: Samsung

Discussion: 

Security association was changed to security.
Decision: 

The document was approved with modifications.



S3-120045
About the solution of MTC device triggering based on MTC-IWF





Source: ZTE Corporation

Discussion: 

NEC proposed a reformulation that was accepted.

Decision: 

The document was approved with modifications.



S3-120119
pCR to TR33.868: More detailed description of UE-based pairings





Source: Gemalto, Morpho Cards

Decision: 

The document was revised to S3-120218.



S3-120218
pCR to TR33.868: More detailed description of UE-based pairings





Source: Gemalto, Morpho Cards

(Replaces S3-120119)

Decision: 

The document was agreed.



S3-120134
Enhanced description of network based solution





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-120086
Order of step 3 and 4 in enhanced AKA for USIM restriction to specific devices





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-120087
Mobility with enhanced AKA for USIM restriction to specific devices





Source: Qualcomm Incorporated

Discussion: 

The contribution was approved, excluding the part concerning the temp_device_key, which was to be discussed under S3-120220.

Decision: 

The document was approved with modifications.



S3-120220
Mobility with enhanced AKA for USIM restriction to specific devices





Source: Qualcomm Incorporated

(Replaces S3-120087)

Decision: 

The document was approved.



S3-120089
Security related clarifications in enhanced AKA for USIM restriction to specific devices





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-120088
Evaluation for enhanced AKA for USIM restriction to specific devices





Source: Qualcomm Incorporated

Discussion: 

Two comments from China Mobile and Samsung were agreed. A check concerning billing was agreed to be performed.

Decision: 

The document was approved with modifications.



S3-120120
pCR to TR33.868: further details for evaluation of pairing solutions





Source: Gemalto, Morpho Cards

Decision: 

The document was revised to S3-120222.



S3-120222
pCR to TR33.868: further details for evaluation of pairing solutions





Source: Rapporteur (Samsung)

(Replaces S3-120120)

Decision: 

The document was approved.



S3-120135
Evaluation of the IMSI/IMEI binding





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-120072
Restricting the USIM to specific MEs/MTC Devices analysis





Source: China Mobile, CATT

Decision: 

The document was noted.



S3-120073
pCR for Restricting the USIM to specific MEs/MTC Devices analysis





Source: China Mobile, CATT

Discussion: 

Easy remediation was deleted. A reformulation on the solution description was proposed by the Chairman and was agreed. Morpho asked why the IMEI could be replaced. China Mobile proposed a modification; this was taken offline. Morpho also suggested the sentence on USAT should be removed. The contribution was taken offline and the contentious issues with the contribution were agreed to be resolved in S3-120222.

Decision: 

The document was approved with modifications.



S3-120121
pCR to TR 33.868: Comparison of solutions to restrict USIM to specific MTC MEs





Source: Gemalto, Morpho Cards

Decision: 

The document was noted.



S3-120187
Commenting document on S3-120121





Source: China Mobile

Discussion: 

There was no time to find consensus on the contributions S3-120072, S3-120121 and S3-120187. There was no time to check that all the points raised concerning the contribution S3-120187 were correctly inserted in S3-120222.

Decision: 

The document was noted.



S3-120136
Mandatory or optional support of IMSI/IMEI binding mechanisms





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-120140
MTC: Privacy issue





Source: NEC Corporation, KPN

Discussion: 

China Mobile pointed out clause 6 of the TR and suggested there was some conflict with the contribution. NTT Docomo and KPN supported the contribution. NTT Docomo proposed some modifications to the contribution. The discussion was discussed offline and subsequently a new document was created to add an Editor's Note on the privacy issue (S3-120247). Contributions S3-120137-9 were thus noted without presentation.

Decision: 

The document was noted.



S3-120247
Editor's Note on MTC Privacy issue





Source: NEC Corporation, KPN

Decision: 

The document was approved.



S3-120138
MTC: Security solution for MTC privacy issue





Source: NEC Corporation, KPN

Decision: 

The document was noted.



S3-120137
MTC: Privacy issue in emergency case





Source: NEC Corporation, KPN

Decision: 

The document was noted.



S3-120139
MTC: Privacy solution for emergency case





Source: NEC Corporation, KPN

Decision: 

The document was noted.



S3-120117
SIMTC editing of MTC Privacy Concern solution





Source: KPN, NEC Corporation

Discussion: 

BT asked for the Editor's Note to be modified to include configurability and visibility; this was agreed. China Mobile asked for the contribution to be postponed. It was agreed to remove the last sentence in the first paragraph. Intel proposed adding an Editor's Note.

Decision: 

The document was approved with modifications.



S3-120177
SIMTC: Privacy solution





Source: Samsung

Discussion: 

KPN did not see the benefits towards privacy. China Mobile had concerns with the contribution. There was not enough support and the contribution was noted.

Decision: 

The document was noted.



S3-120122
pCR to TR 33.868: complete list of references for OTA-based solutions





Source: Gemalto, Morpho Cards

Decision: 

The document was approved.



S3-120219
LS to SA1 and SA2 on MTC scope concerning non-3GPP access





Source: Samsung

Discussion: 

Ericsson suggested there would not be a reason to ask this questions as the answer is obvious for SA3 (out of scope). Radisys supported the question to be asked.

Decision: 

The document was approved.



S3-120248
LS to SA1 on requirement on use of USIM for Mes





Source: Ericsson

(Replaces S3-120219)

Discussion: 

Question 2 was removed.

Decision: 

The document was approved.



S3-120212
New version of SIMTC TR





Source: Rapporteur (Samsung)

Discussion: 

Timeline:

February 17 - first version provided;

February 24 - deadline for comments on the implementation

February 29 - final version provided.

Decision: 

The document was sent for e-mail approval.



7.10
Security Aspects of Public Warning System

S3-120014
Reply LS on length of security in PWS





Source: S1-113459

Decision: 

The document was noted.



S3-120009
Reply LS on length of security in PWS





Source: C1-115323

Decision: 

The document was replied to in S3-120244.



S3-120244
Reply to: Reply LS on length of security in PWS





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-120017
Reply LS on length of security in PWS





Source: GP-111882

Decision: 

The document was noted.



S3-120019
Reply LS on length of security in PWS





Source: R2-116558

Decision: 

The document was noted.



S3-120024
Documentation of support for public warning system in 3GPP





Source: SP-110891

Decision: 

The document was noted.



S3-120025
LS on PWS support in 3GPP UEs





Source: SP-110890

Decision: 

The document was replied to in S3-120242.



S3-120242
Reply to: LS on PWS support in 3GPP UEs





Source: current meeting

Decision: 

The document was approved.



S3-120174
PWS_List of critical issues





Source: Ericsson, ST-Ericsson

Discussion: 

Samsung suggested CMAS had different features and asked how a conflict could be resolved. The Chairman suggested that the objective was focusing on PWS security and contributions were invited in case issues were identified. Vodafone confirmed the list of issues. Vodafone suggested that users without subscription and de-registered users should be looked into as a topic, perhaps with SA1, to better understand how to address such scenarios. The list of issues was endorsed.

Decision: 

The document was endorsed.



S3-120101
Comments on PWS Security





Source: Research In Motion UK Ltd.

Discussion: 

TeliaSonera supported the contribution as it resolved numerous ambiguities. Nokia and Huawei expressed concerns that a global entity delivering PKI credentials would not be feasible, and reminded that this had been discussed in the past and abandoned as an idea. Ericsson suggested providing a follow up contribution providing technical details. Ericsson suggested a national-level root of trust could provide benefits.

Nokia agreed with proposals 1-2, observed proposal 3 would probably be more of a working assumption and had concerns on 4-6. Vodafone asked for some clarification on how the hierarchy would work, suggesting that the data distributed would be significantly higher than with other proposals. Further contributions on the topic were invited.

Decision: 

The document was noted.



S3-120085
Location of node protecting the key delivery in PWS





Source: Qualcomm Incorporated

Discussion: 

Vodafone saw some limitations to the current solution. Huawei agreed inserting in the living document a sentence to address the issue proposed in Qualcomm's contribution.

Decision: 

The document was approved with modifications.



S3-120106
Analysis of PWS specific cases requirements for editor's note





Source: Huawei, HiSilicon

Discussion: 

Samsung asked keeping the radio interface in the document. This was agreed. An LS was agreed to be sent to SA1 on the limited service state.

Decision: 

The document was revised to S3-120241.



S3-120241
LS to SA1 on PWS specific cases requirements





Source: Huawei, HiSilicon

Discussion: 

Vodafone suggested the WI should be updated; the Chairman clarified that notifying the work plan manager would suffice. Some further modifications were applied.

Decision: 

The document was approved.



S3-120040
Add SGSN node in PWS system architecture





Source: ZTE Corporation

Discussion: 

It was agreed to add SGSN/MSC in the figure.

Decision: 

The document was approved with modifications.



S3-120105
Analysis of signature verification for editor's note





Source: Huawei, HiSilicon

Discussion: 

ST-Ericsson pointed out there was a related action from SA1. NTT Docomo suggested the verification would be included in Release 12. Ericsson pointed out that the phrasing implies that the UE and USIM would have to be replaced to provide this functionality. Vodafone proposed rewording the phrase according to the LS. This was agreed. It was decided to specify this for Rel-11 onwards ; this would be included in the LS reply (S3-120242).

Decision: 

The document was approved with modifications.



S3-120044
Initial PWS Key Distribution for Solution 2





Source: ZTE Corporation

Decision: 

The document was approved.



S3-120041
Simplify PWS key update procedure for solution 2





Source: ZTE Corporation

Discussion: 

Figure 5-8 had to be further detailed. Alcatel-Lucent suggested an insertion which was agreed. RIM asked for the lifetime of the key to be specified; this was agreed.

Decision: 

The document was approved with modifications.



S3-120042
Add the verification of PWS warning notification message for solution 2





Source: ZTE Corporation

Discussion: 

NTT Docomo asked for a Note to be added on the fact that step 6 happened after step 3 and that there were no other sequence requirements.

Decision: 

The document was approved with modifications.



S3-120104
Analysis of PWS key distribution for editor's note





Source: Huawei, HiSilicon

Discussion: 

Ericsson suggested that a number of messages were close to the limit of information that could be inserted. Samsung suggested supporting the change with the agreement that in the future modifications could take place; ZTE preferred waiting for the reply from SA2. BT suggested the terminology should be reviewed and made consistent throughout the specification. ST-Ericsson pointed out there was a multitude of keys. BT suggested it was unclear which key should be used. A phrase to address BT's concerns was added, stating also that the use of the keys depended on the answer from SA2. Samsung suggested that CT1 had competence on this; Huawei replied that CT1 was already being consulted by SA2.

Decision: 

The document was approved with modifications.



S3-120107
Triggering condition for public key update





Source: Huawei, HiSilicon

Discussion: 

Vodafone suggested that in some countries messages could be more frequent than in others and proposed adding another paragraph on this. ZTE had some concerns on the contribution. Nokia had some concerns on the expiration of the key. An offline discussion followed and the contribution was revised.

Decision: 

The document was revised to S3-120243.



S3-120243
Triggering condition for public key update





Source: Huawei, HiSilicon

(Replaces S3-120107)

Decision: 

The document was approved.



S3-120154
public key distribution in EPS





Source: Samsung

Discussion: 

ZTE asked for some clarification on integrity protection in step 5. BT pointed out that CBE is out of control of the operator and it should not limit the operator to the proposed key handling. Huawei needed to see more details on how solution 3 would be different than solution 2.

Decision: 

The document was noted.



S3-120157
digital signature verification in EPS for PWS





Source: Samsung

Discussion: 

Huawei suggested that the contribution was linked to S3-120154, which was noted. There was no support for the contribution. Samsung proposed that S3-120154 and S3-120157 should be rediscussed in the next meeting, depending on the reply of SA1.

Decision: 

The document was noted.



S3-120155
public key distribution in UMTS for PWS





Source: Samsung

Discussion: 

ZTE pointed out that the figure ATTACH RAU messages should not be handled by RNC.

Decision: 

The document was noted.



S3-120158
digital signature verification in UMTS for PWS





Source: Samsung

Decision: 

The document was noted.



S3-120118
Network sharing analysis for PWS





Source: Huawei, HiSilicon, TeliaSonera, Ericsson

Discussion: 

A sentence from Ericsson was added.

Decision: 

The document was approved with modifications.



S3-120108
Draft reply LS on length of security in PWS





Source: Huawei, HiSilicon

Discussion: 

Ericsson proposed adding a sentence on the fact that core networks do not need to coordinate to provide the public key. This was agreed. ZTE asked for an additional sentence to be added; this was agreed.

Decision: 

The document was revised to S3-120244.



S3-120103
Way forward for PWS WID





Source: Huawei, HiSilicon

Discussion: 

Ericsson, RIM and Alcatel-Lucent supported the third way forward, producing a TS. It was agreed to produce a TS. 
It was discussed whether the timeline for the work should be reconsidered. ST-Ericsson (as Rapporteur) estimated that the work should be finalized by the end of Release 12. It was agreed to finalize such TS by the end of December 2012.

ST-Ericsson suggested it would be too early to create a TS at the present meeting and proposed deciding what would go into the TS first.
Decision: 

The document was noted.



S3-120240
New version of the PWS living document





Source: Rapporteur (ST-Ericsson)

Discussion: 

Timeline:

February 17 - first version provided;

February 24 - deadline for comments on the implementation

February 29 - final version provided.

Decision: 

The document was sent for e-mail approval.



7.11
Other areas

S3-120010
LS on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls





Source: C4-113123

Decision: 

The document was replied to in S3-120246.



S3-120246
Reply to: LS on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-120099
Proposed reply to C4-113161on using Local IP address in NAI for UICC-less emergency calls





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-120234.



S3-120234
Proposed reply to C4-113161on using Local IP address in NAI for UICC-less emergency calls





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120099)

Discussion: 

Nokia and RIM proposed including IMEI. Deutsche Telekom suggested removing the IP address. BT suggested selecting the MAC address. It was decided to have MAC address and IMEI in step 3. The issue was taken offline and resolved in CR S3-120233.

Decision: 

The document was noted.



S3-120100
The identity of the UICC-less UE in emergency call





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was merged in S3-120233.



S3-120039
Local IP Address in UICC-less WLAN UE R11





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-120233.



S3-120233
Local IP Address in UICC-less WLAN UE R11





Source: Huawei, HiSilicon

(Replaces S3-120039)

Decision: 

The document was revised to S3-120245.



S3-120245
Local IP Address in UICC-less WLAN UE R11





Source: Huawei, HiSilicon

(Replaces S3-120233)

Decision: 

The document was agreed.



S3-120038
Local IP Address in UICC-less WLAN UE R10





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-120252.



S3-120252
Local IP Address in UICC-less WLAN UE R10





Source: Huawei, HiSilicon

(Replaces S3-120038)

Decision: 

The document was agreed.



S3-120071
Removal of IP address as UICC-less WLAN UE's identity





Source: Research In Motion UK Ltd.

Decision: 

The document was merged in S3-120233.



S3-120116
Reply LS to C4-113123





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-120235.



S3-120235
Reply LS to C4-113123





Source: Huawei, HiSilicon

(Replaces S3-120116)

Decision: 

The document was revised to S3-120246.



S3-120016
Reply LS on MDT Privacy





Source: R3-113143

Decision: 

The document was noted.



S3-120026
Reply LS on Network Provided Location Information to IMS (S2-115479)





Source: SA3LI12_029r2

Decision: 

The document was noted.



S3-120093
MDT: relaxation of country restriction





Source: TeliaSonera

Decision: 

The document was noted.



S3-120094
[DRAFT] LS on MDT and relaxation of country restriction





Source: TeliaSonera

Decision: 

The document was revised to S3-120232.



S3-120232
[DRAFT] LS on MDT and relaxation of country restriction





Source: TeliaSonera

(Replaces S3-120094)

Discussion: 

NTT Docomo and Vodafone had some concerns on the last paragraph, and the scenarios envisaged. The rest of the contribution was agreed.

Decision: 

The document was approved.



S3-120006
New work item on the framework on the identifiers in Future Networks





Source: COM13-LS196

Discussion: 

NTT Docomo pointed out that network identifiers are not addressed.

Decision: 

The document was noted.



8
Studies

8.1
UTRAN Key Management Enhancements

S3-120162
UTRAN KH: Conclusions





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-120226.



S3-120226
UTRAN KH: Conclusions





Source: Ericsson, ST-Ericsson

(Replaces S3-120162)

Discussion: 

Telecom Italia asked whether the conclusion would be further developed; Ericsson replied that there could be an additional sentence added to provide a more definitive view on the study.

Decision: 

The document was agreed.



8.2
Extended Identity Management

No input.
8.3 
Extended IMS media plane security features

S3-120027
LS on MIKEY-TICKET mid-call interception





Source: SA3LI12-030r1

Discussion: 

It was decided not to reply to the LS; the SA3-LI Chairman would convey the information of the SA3 views to the subgroup.

Decision: 

The document was noted.



S3-120124
pCR to TR 33.829 - Section 5.3.3 KMS-based solution





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-120168
pCR to TR 33.829 Section 7.3 Editor's Note





Source: Alcatel-Lucent

Decision: 

The document was noted.



S3-120175
Security vulnerability in the PRG LI solution for MIKEY-IBAKE





Source: Vodafone

Discussion: 

Alcatel-Lucent acknowledged that MIKEY (RFC 3830) depended on timestamp verification. It was decided to send the contribution to SA3-LI via an LS and ask for advice.

Decision: 

The document was noted.



S3-120257
LS to SA3-LI on Security vulnerability in the PRG LI solution for MIKEY-IBAKE





Source: Vodafone

Decision: 

The document was approved.



S3-120176
Security vulnerability in MIKEY-IBAKE in the case of deferred delivery





Source: Vodafone

Discussion: 

Qualcomm suggested the attack was valid for the other solutions as well. RIM suggested adding a Note explaining that MIKEY-IBAKE was vulnerable to the attack shown. Alcatel-Lucent asked to add that the other two solutions were equally vulnerable; Vodafone disagreed with Alcatel-Lucent and asked for this vulnerability to be documented in the deliverable. Ericsson supported Vodafone's proposal. It was agreed that Vodafone could bring a pseudo CR to document such analysis.

Decision: 

The document was noted.



S3-120190
Comments on S3-120176





Source: Alcatel-Lucent

Decision: 

The document was noted.



S3-120256
New version of 33.829





Source: Rapporteur (Vodafone)

Decision: 

The document was agreed.



8.4 
SSO Applications Security for IMS – based on SIP Digest

S3-120060
P-CR Correction of GUSS usage





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-120153
pCR to TR 33.914: Incorrect text in clause 4 on use of SIP Digest





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-120156
pCR to TR 33.914: Indications on Ub and Zn interfaces





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-120159
pCR to TR 33.914: Additions to evaluation of solution 1





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-120160
pCR to TR 33.914: correction of key derivation function





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-120059
P-CR Addition of missing headings





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Merged offline with S3-120048 and approved.

Decision: 

The document was approved with modifications.



S3-120048
Assign name and modify the title for solution 2





Source: ZTE Corporation

Discussion: 

Merged offline with S3-120059 and approved.

Decision: 

The document was approved with modifications.



S3-120049
Update to the Section 7.3.2.1





Source: ZTE Corporation

Decision: 

The document was approved.



S3-120047
Add sub-architecture of co-hosting IdP(SSO) and OP





Source: ZTE Corporation

Decision: 

The document was approved.



S3-120058
P-CR Evaluation Solution 2 Section





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

The third last paragraph was deemed out of scope.

Decision: 

The document was approved with modifications.



S3-120230
New version of TR 33.814





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was decided to send 33.914 for approval.

Timeline:

15 February: TR version provided;

22 February: commenting deadline

24 February: final version provided.

It was also decided to convert the TR to an 800-series TR.

Decision: 

The document was sent for e-mail approval.



8.5 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-120151
SSO: Multiple Identity Providers





Source: NEC Corporation

Discussion: 

More detailed contributions were invited.

Decision: 

The document was noted.



S3-120081
Findings in SA1 study on SSO





Source: Intel

Discussion: 

There was no consensus on the contribution. Intel asked whether the group would like to have requirements in the document; it was concluded that the concern was that the requirements were not stable at this stage.

Decision: 

The document was noted.



S3-120259
New version of Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks





Source: Rapporteur

Decision: 

The document was withdrawn.



8.6 
Security Aspects in the Scope of the SA2 study on IMS Based Peer-to-Peer Content (SP-100567)

S3-120074
IMS P2P security architecture adjustment





Source: China Mobile

Decision: 

The document was approved.



S3-120255
Living document on IMS P2P security architecture adjustment





Source: China Mobile

Decision: 

The document was agreed.



8.7 
Study on IMS Firewall Traversal

It was decided to handle the submitted contributions via e-mail approval. MCC would circulate the rules for such e-mail approval.

Timeline:

- 20 February: e-mail approval start;

- 19 March: commenting deadline;

- 26 March: deadline to provide possible modified pCRs;

- 2 April: new draft TR provided;

- 9 April: implementation commenting deadline;

- 30 April: final version provided.

S3-120013
Reply LS on iFire





Source: S1-113442

Discussion: 

Radisys noted that some requirements in the LS that should be discussed. It was agreed to discuss these during the e-mail discussion.

Decision: 

The document was noted.



S3-120173
Use cases and requirements for IMS firewall traversal





Source: Acme Packet, Vodafone

Decision: 

The document was sent for e-mail approval.



S3-120064
pCR:iFire, Use Cases Based on Access Types





Source: Acme Packet

Decision: 

The document was sent for e-mail approval.



S3-120170
iFire Firewall and Policy Considerations





Source: Radisys

Decision: 

The document was sent for e-mail approval.



S3-120102
iFire Requirements resulting from LS SA1 S1-113443





Source: Radisys

Decision: 

The document was sent for e-mail approval.



S3-120169
iFIRE_STUN TURN ICE Summary





Source: Ericsson, ST-Ericsson

Decision: 

The document was sent for e-mail approval.



S3-120161
Pseudo CR for TR 33.8de: Tunneling Solutions transparent to the existing IMS core





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was sent for e-mail approval.



S3-120167
iFIRE_Reuse of Existing Solutions





Source: Ericsson, ST-Ericsson, RadiSys, Rogers Wireless Inc., TeliaSonera

Decision: 

The document was sent for e-mail approval.



S3-120063
pCR:iFire Candidate Solution, TSCF





Source: Acme Packet, Vodafone, Clearwire, China Mobile

Decision: 

The document was sent for e-mail approval.



S3-120065
pCR:iFire, Control Message Header for TSCF





Source: Acme Packet

Decision: 

The document was sent for e-mail approval.



S3-120066
pCR: iFire, TSCF: Control Message TLV





Source: Acme Packet

Decision: 

The document was sent for e-mail approval.



S3-120062
iFire Candidate Solution





Source: Radisys

Decision: 

The document was sent for e-mail approval.



S3-120260
New version of TR on iFire





Source: Rapporteur

Decision: 

The document was sent for e-mail approval.



8.8
Other Study Areas

S3-120075
SI of spoofed call





Source: China Mobile, Deutsche Telekom AG, TeliaSonera ,CATR,China Unicom, Huawei, CATT, NEC Corporations, Orange

Decision: 

The document was revised to S3-120181.



S3-120181
SI of spoofed call





Source: China Mobile, Deutsche Telekom AG, TeliaSonera ,CATR,China Unicom, Huawei, CATT, NEC Corporations, Orange

(Replaces S3-120075)

Discussion: 

BT supported the contribution. Huawei proposed a rewording of the second bullet in the Objectives; this was agreed. Samsung asked whether there was impact to access networks and terminals; this remained to be verified during the study. Nokia Siemens Networks asked to extend the scope to 2G CS domains; this was agreed. The date of completion was moved to SA#60 (for information to SA#58). China Mobile was decided to act as Rapporteur.

Decision: 

The document was revised to S3-120253.



S3-120253
SI of spoofed call





Source: China Mobile, Deutsche Telekom AG, TeliaSonera ,CATR,China Unicom, Huawei, CATT, NEC Corporations, Orange

(Replaces S3-120181)

Decision: 

The document was agreed.



S3-120076
Proposed Skeleton for the spoofed call SI





Source: China Mobile

Discussion: 

Ericsson proposed adding "for detection" to the titles of 6 and 7; this was agreed.

Decision: 

The document was approved with modifications.



S3-120077
Scope of Spoofed call SI





Source: China Mobile,TeliaSonera

Decision: 

The document was approved.



S3-120078
Background of spoofed call





Source: China Mobile,TeliaSonera

Decision: 

The document was approved.



S3-120254
New version of TR on spoofed call study





Source: Rapporteur (China Mobile)

Decision: 

The document was agreed.



9
Joint Session with SA2

See SA2#89 report.
10
Review and Update of Work Plan 

S3-120004
SA3 WorkPlan





Source: WG Secretary

Discussion: 

Rapporteurs were invited to provide input on progress to the Secretary.

Decision: 

The document was noted.



11
Future Meeting Dates and Venues

S3-120005
SA3 Meeting Calendar





Source: WG Secretary

Discussion: 

Dates for the 2013 meetings were agreed to be decided during SA3#67.

Decision: 

The document was noted.



12
Any Other Business

There was no other business.
13
Close

The SA3 Chairman thanked the North American Friends for hosting the meeting in Vancouver. He also thanked the Delegates for their hard work and contributions. 
[image: image2.jpg]



SA3, the Chairman and Anand Prasad of NEC, SA3 Vice-Chairman, also thanked Dionisio Zumerle of MCC, who was going to leave the group. A new Secretary was going to be appointed for SA3. Dionisio Zumerle also took the opportunity for the very warm farewell and the excellent collaboration. 
The meeting was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-120001
	Meeting Agenda
	WG Chairman
	approved
	-
	-

	S3-120002
	Report from SA Plenary meeting
	WG Chairman
	noted
	-
	-

	S3-120003
	Report from last SA3 Ordinary meeting
	WG Secretary
	approved
	-
	-

	S3-120004
	SA3 WorkPlan
	WG Secretary
	noted
	-
	-

	S3-120005
	SA3 Meeting Calendar
	WG Secretary
	noted
	-
	-

	S3-120006
	New work item on the framework on the identifiers in Future Networks
	COM13-LS196
	noted
	-
	-

	S3-120007
	Reply LS on stage 3 for modification of security context storage rate on the UICC
	C1-114945
	noted
	-
	-

	S3-120008
	Reply LS on Request to define extensions to H(e)NB to SeGW interface for BBAI
	C4-112973
	noted
	-
	-

	S3-120009
	Reply LS on length of security in PWS
	C1-115323
	replied to
	-
	-

	S3-120010
	LS on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls
	C4-113123
	replied to
	-
	-

	S3-120011
	Reply LS on LS on MBMS reception from non-RPLMN
	S1-113454
	noted
	-
	-

	S3-120012
	LS on Security Aspects of Alphanumeric SIP URIs
	S1-113323
	replied to
	-
	-

	S3-120013
	Reply LS on iFire
	S1-113442
	noted
	-
	-

	S3-120014
	Reply LS on length of security in PWS
	S1-113459
	noted
	-
	-

	S3-120015
	Reply LS on security issues about proposed use of IMEI for MTC Feature Control
	S2-115292
	noted
	-
	-

	S3-120016
	Reply LS on MDT Privacy
	R3-113143
	noted
	-
	-

	S3-120017
	Reply LS on length of security in PWS
	GP-111882
	noted
	-
	-

	S3-120018
	Reply LS on SACCH Security
	GP-111883
	noted
	-
	-

	S3-120019
	Reply LS on length of security in PWS
	R2-116558
	noted
	-
	-

	S3-120020
	Reply LS on requirements for verification of UE messages from H(e)NB to H(e)NB-GW
	R3-113147
	noted
	-
	-

	S3-120021
	LS on RAN sharing for H(e)NB
	R3-113148
	replied to
	-
	-

	S3-120022
	Reply to 3GPP SA3 regarding M2M Integrity Validation
	M2M(11)0882
	noted
	-
	-

	S3-120023
	EEA3 output length
	SAGE-11-18
	noted
	-
	-

	S3-120024
	Documentation of support for public warning system in 3GPP
	SP-110891
	noted
	-
	-

	S3-120025
	LS on PWS support in 3GPP UEs
	SP-110890
	replied to
	-
	-

	S3-120026
	Reply LS on Network Provided Location Information to IMS (S2-115479)
	SA3LI12_029r2
	noted
	-
	-

	S3-120027
	LS on MIKEY-TICKET mid-call interception
	SA3LI12-030r1
	noted
	-
	-

	S3-120028
	CR to 33.320 R11 Clause 4.4.9 modifications to align HeNB verification requirements with RAN3 architecture.
	Vodafone, Alcatel-Lucent, Ericsson
	revised
	-
	S3-120202

	S3-120029
	HeNB Management Plane Clarification
	Huawei, HiSilicon
	revised
	-
	S3-120206

	S3-120030
	CSG id Mapping
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone
	revised
	-
	S3-120203

	S3-120031
	HeNB Authorization in Direct Interface
	Huawei, HiSilicon
	revised
	-
	S3-120207

	S3-120032
	H(e)NB Root Certificate Provisioning
	Huawei, HiSilicon
	noted
	-
	-

	S3-120033
	Relay Control Plane & User Plane Clarification
	Huawei, HiSilicon
	revised
	-
	S3-120251

	S3-120034
	IKEv2 Procedure R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120192

	S3-120035
	IKEv2 Procedure R11
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120193

	S3-120036
	MIP RK Length R10
	Huawei, HiSilicon, Samsung
	revised
	-
	S3-120196

	S3-120037
	MIP RK Length R11
	Huawei, HiSilicon, Samsung
	revised
	-
	S3-120197

	S3-120038
	Local IP Address in UICC-less WLAN UE R10
	Huawei, HiSilicon
	revised
	-
	S3-120252

	S3-120039
	Local IP Address in UICC-less WLAN UE R11
	Huawei, HiSilicon
	revised
	-
	S3-120233

	S3-120040
	Add SGSN node in PWS system architecture
	ZTE Corporation
	approved with modifications
	-
	-

	S3-120041
	Simplify PWS key update procedure for solution 2
	ZTE Corporation
	approved with modifications
	-
	-

	S3-120042
	Add the verification of PWS warning notification message for solution 2
	ZTE Corporation
	approved with modifications
	-
	-

	S3-120044
	Initial PWS Key Distribution for Solution 2
	ZTE Corporation
	approved
	-
	-

	S3-120045
	About the solution of MTC device triggering based on MTC-IWF
	ZTE Corporation
	approved with modifications
	-
	-

	S3-120046
	About the solution of MTC device triggering by GBA-Push
	ZTE Corporation
	noted
	-
	-

	S3-120047
	Add sub-architecture of co-hosting IdP(SSO) and OP
	ZTE Corporation
	approved
	-
	-

	S3-120048
	Assign name and modify the title for solution 2
	ZTE Corporation
	approved with modifications
	-
	-

	S3-120049
	Update to the Section 7.3.2.1
	ZTE Corporation
	approved
	-
	-

	S3-120050
	Clarification of the device authentication in 33.320
	ZTE Corporation
	revised
	-
	S3-120208

	S3-120051
	CR 33.220 SIP Digest-based GBA requirements updates
	InterDigital
	withdrawn
	-
	-

	S3-120052
	CR 33.220 SIP Digest-based GBA Ua protocol extensions
	InterDigital
	withdrawn
	-
	-

	S3-120053
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	revised
	-
	S3-120221

	S3-120054
	pCR 33.8de Issues with usage of Javascript in support of Web_GBA
	InterDigital
	approved with modifications
	-
	-

	S3-120055
	NDS/IP Scope and Restructuring Call Meeting Notes
	Juniper Networks
	noted
	-
	-

	S3-120056
	P-CR for TR 33.8xx for the terminology issues relating to GBA in TS 33.220 and TR 33.914
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120057
	P-CR Addition of Architecture Figure
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120058
	P-CR Evaluation Solution 2 Section
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-120059
	P-CR Addition of missing headings
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-120060
	P-CR Correction of GUSS usage
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120061
	P-CR Security considerations
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120062
	iFire Candidate Solution
	Radisys
	sent for e-mail approval
	-
	-

	S3-120063
	pCR:iFire Candidate Solution, TSCF
	Acme Packet, Vodafone, Clearwire, China Mobile
	sent for e-mail approval
	-
	-

	S3-120064
	pCR:iFire, Use Cases Based on Access Types
	Acme Packet
	sent for e-mail approval
	-
	-

	S3-120065
	pCR:iFire, Control Message Header for TSCF
	Acme Packet
	sent for e-mail approval
	-
	-

	S3-120066
	pCR: iFire, TSCF: Control Message TLV
	Acme Packet
	sent for e-mail approval
	-
	-

	S3-120067
	H(e)NB ID Verification solution
	Alcatel-Lucent
	noted
	-
	-

	S3-120068
	Reply LS to RAN3 on HeNB CSG Id Verification
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone
	revised
	-
	S3-120205

	S3-120069
	pCR about solution of external interface security
	China Mobile
	approved with modifications
	-
	-

	S3-120070
	pCR about online device triggering
	China Mobile,Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120071
	Removal of IP address as UICC-less WLAN UE's identity
	Research In Motion UK Ltd.
	merged in S3-120233
	-
	-

	S3-120072
	Restricting the USIM to specific MEs/MTC Devices analysis
	China Mobile, CATT
	noted
	-
	-

	S3-120073
	pCR for Restricting the USIM to specific MEs/MTC Devices analysis
	China Mobile, CATT
	approved with modifications
	-
	-

	S3-120074
	IMS P2P security architecture adjustment
	China Mobile
	approved
	-
	-

	S3-120075
	SI of spoofed call
	China Mobile, Deutsche Telekom AG, TeliaSonera ,CATR,China Unicom, Huawei, CATT, NEC Corporations, Orange
	revised
	-
	S3-120181

	S3-120076
	Proposed Skeleton for the spoofed call SI
	China Mobile
	approved with modifications
	-
	-

	S3-120077
	Scope of Spoofed call SI
	China Mobile,TeliaSonera
	approved
	-
	-

	S3-120078
	Background of spoofed call
	China Mobile,TeliaSonera
	approved
	-
	-

	S3-120079
	TS33.234-Corrections to IKEv2 procedure-R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120194

	S3-120080
	TS33.234-Corrections to IKEv2 procedure-R11
	Huawei, HiSilicon,Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120195

	S3-120081
	Findings in SA1 study on SSO
	Intel
	noted
	-
	-

	S3-120082
	[SIMTC] Solving Editor's Note on Network Access Control
	Intel
	noted
	-
	-

	S3-120083
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	postponed
	-
	-

	S3-120084
	Adding details on re-transmission of authentication requests
	Qualcomm Incorporated
	noted
	-
	-

	S3-120085
	Location of node protecting the key delivery in PWS
	Qualcomm Incorporated
	approved with modifications
	-
	-

	S3-120086
	Order of step 3 and 4 in enhanced AKA for USIM restriction to specific devices
	Qualcomm Incorporated
	approved
	-
	-

	S3-120087
	Mobility with enhanced AKA for USIM restriction to specific devices
	Qualcomm Incorporated
	approved with modifications
	-
	S3-120220

	S3-120088
	Evaluation for enhanced AKA for USIM restriction to specific devices
	Qualcomm Incorporated
	approved with modifications
	-
	-

	S3-120089
	Security related clarifications in enhanced AKA for USIM restriction to specific devices
	Qualcomm Incorporated
	approved
	-
	-

	S3-120090
	Security for SRVCC HO from UTRAN/GERAN to E-UTRAN/HSPA
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-120091
	SRVCC HO from CS GERAN/UTRAN to PS UTRAN HSPA
	Ericsson, ST-Ericsson
	revised
	-
	S3-120249

	S3-120092
	SRVCC HO from CS GERAN/UTRAN to PS E-UTRAN
	Ericsson, ST-Ericsson
	revised
	-
	S3-120250

	S3-120093
	MDT: relaxation of country restriction
	TeliaSonera
	noted
	-
	-

	S3-120094
	[DRAFT] LS on MDT and relaxation of country restriction
	TeliaSonera
	revised
	-
	S3-120232

	S3-120095
	Backhaul hardening requirement: local firewall
	TeliaSonera
	noted
	-
	-

	S3-120096
	Security of reverse SRVCC
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120097
	Reverse SRVCC Security Context
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120098
	Reverse SRVCC Security Context
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120099
	Proposed reply to C4-113161on using Local IP address in NAI for UICC-less emergency calls
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120234

	S3-120100
	The identity of the UICC-less UE in emergency call
	Nokia Corporation, Nokia Siemens Networks
	merged in S3-120233
	-
	-

	S3-120101
	Comments on PWS Security
	Research In Motion UK Ltd.
	noted
	-
	-

	S3-120102
	iFire Requirements resulting from LS SA1 S1-113443
	Radisys
	sent for e-mail approval
	-
	-

	S3-120103
	Way forward for PWS WID
	Huawei, HiSilicon
	noted
	-
	-

	S3-120104
	Analysis of PWS key distribution for editor's note
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120105
	Analysis of signature verification for editor's note
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120106
	Analysis of PWS specific cases requirements for editor's note
	Huawei, HiSilicon
	revised
	-
	S3-120241

	S3-120107
	Triggering condition for public key update
	Huawei, HiSilicon
	revised
	-
	S3-120243

	S3-120108
	Draft reply LS on length of security in PWS
	Huawei, HiSilicon
	revised
	-
	S3-120244

	S3-120109
	Security architecture update
	Huawei, HiSilicon
	approved
	-
	-

	S3-120110
	Solutions for fake SMS attack from normal UE
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120111
	Security analysis of MTC device triggering solutions
	Huawei, HiSilicon
	merged in S3-120210
	-
	-

	S3-120112
	Analysis of GBA Push triggering solution
	Huawei, HiSilicon, China Mobile
	noted
	-
	-

	S3-120113
	Congestion control
	Huawei, HiSilicon
	approved
	-
	-

	S3-120114
	Corrections for TR 33.868
	Huawei, HiSilicon
	approved with modifications
	-
	-

	S3-120115
	Discussion on S6a security
	Huawei, HiSilicon
	noted
	-
	-

	S3-120116
	Reply LS to C4-113123
	Huawei, HiSilicon
	revised
	-
	S3-120235

	S3-120117
	SIMTC editing of MTC Privacy Concern solution
	KPN, NEC Corporation
	approved with modifications
	-
	-

	S3-120118
	Network sharing analysis for PWS
	Huawei, HiSilicon, TeliaSonera, Ericsson
	approved with modifications
	-
	-

	S3-120119
	pCR to TR33.868: More detailed description of UE-based pairings
	Gemalto, Morpho Cards
	revised
	-
	S3-120218

	S3-120120
	pCR to TR33.868: further details for evaluation of pairing solutions
	Gemalto, Morpho Cards
	revised
	-
	S3-120222

	S3-120121
	pCR to TR 33.868: Comparison of solutions to restrict USIM to specific MTC MEs
	Gemalto, Morpho Cards
	noted
	-
	-

	S3-120122
	pCR to TR 33.868: complete list of references for OTA-based solutions
	Gemalto, Morpho Cards
	approved
	-
	-

	S3-120123
	Clarification of security requirements for backhaul of eNBs
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120191

	S3-120124
	pCR to TR 33.829 - Section 5.3.3 KMS-based solution
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120125
	Editorial correction of scope in Annex S on 3GPP2 access
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120126
	Update of TLS extensions version
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120127
	Correction of BSF and bootstrapping requirements in 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120131
	pCR: Web GBA key derivation
	Ericsson, ST-Ericsson
	revised
	-
	S3-120217

	S3-120132
	Correction of Reference
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-120133
	Clarification of Mandatory Implementation
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-120134
	Enhanced description of network based solution
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120135
	Evaluation of the IMSI/IMEI binding
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-120136
	Mandatory or optional support of IMSI/IMEI binding mechanisms
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-120137
	MTC: Privacy issue in emergency case
	NEC Corporation, KPN
	noted
	-
	-

	S3-120138
	MTC: Security solution for MTC privacy issue
	NEC Corporation, KPN
	noted
	-
	-

	S3-120139
	MTC: Privacy solution for emergency case
	NEC Corporation, KPN
	noted
	-
	-

	S3-120140
	MTC: Privacy issue
	NEC Corporation, KPN
	noted
	-
	-

	S3-120141
	SPUCI: Removal of Editors Notes and Conclusions
	NEC, Nokia Corporation, Nokia Siemens Networks, NTT DOCOMO, Orange, Ericsson, ST Ericsson, AT&T
	approved with modifications
	-
	-

	S3-120142
	Storing START in ME at mobility events (33.102)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120238

	S3-120143
	TR 33.838 cleanup
	NEC Corporation, Ericsson, ST Ericsson
	revised
	-
	S3-120211

	S3-120144
	Storing START in ME at mobility events (33.401)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120239

	S3-120145
	Security requirements for RNCs in exposed locations
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120237

	S3-120146
	MTC: Location of MTC trigger authorization in 3GPP network
	NEC Corporation
	revised
	-
	S3-120210

	S3-120147
	GBA extension for re-use of SIP Digest credentials
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless
	revised
	-
	S3-120204

	S3-120148
	Terminology issues relating to GBA in TS 33.220, TR 33.914, and TR on web GBA
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120149
	GBA terminology issues
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120229

	S3-120150
	MTC: Security between MTC device and MTC-IWF
	NEC Corporation
	approved
	-
	-

	S3-120151
	SSO: Multiple Identity Providers
	NEC Corporation
	noted
	-
	-

	S3-120153
	pCR to TR 33.914: Incorrect text in clause 4 on use of SIP Digest
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120154
	public key distribution in EPS
	Samsung
	noted
	-
	-

	S3-120155
	public key distribution in UMTS for PWS
	Samsung
	noted
	-
	-

	S3-120156
	pCR to TR 33.914: Indications on Ub and Zn interfaces
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-120157
	digital signature verification in EPS for PWS
	Samsung
	noted
	-
	-

	S3-120158
	digital signature verification in UMTS for PWS
	Samsung
	noted
	-
	-

	S3-120159
	pCR to TR 33.914: Additions to evaluation of solution 1
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120160
	pCR to TR 33.914: correction of key derivation function
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120161
	Pseudo CR for TR 33.8de: Tunneling Solutions transparent to the existing IMS core
	Nokia Corporation, Nokia Siemens Networks
	sent for e-mail approval
	-
	-

	S3-120162
	UTRAN KH: Conclusions
	Ericsson, ST-Ericsson
	revised
	-
	S3-120226

	S3-120163
	Security aspects of User Plane based Triggering
	Samsung
	revised
	-
	S3-120215

	S3-120164
	MTC Device clarification
	Samsung, Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-120165
	MTC security GW Functionalities
	Samsung
	approved with modifications
	-
	-

	S3-120166
	SIMTC way forward for Rel-11
	Samsung
	noted
	-
	-

	S3-120167
	iFIRE_Reuse of Existing Solutions
	Ericsson, ST-Ericsson, RadiSys, Rogers Wireless Inc., TeliaSonera
	sent for e-mail approval
	-
	-

	S3-120168
	pCR to TR 33.829 Section 7.3 Editor's Note
	Alcatel-Lucent
	noted
	-
	-

	S3-120169
	iFIRE_STUN TURN ICE Summary
	Ericsson, ST-Ericsson
	sent for e-mail approval
	-
	-

	S3-120170
	iFire Firewall and Policy Considerations
	Radisys
	sent for e-mail approval
	-
	-

	S3-120171
	Security solutions for SMS-based MTC triggering
	Vodafone
	revised
	-
	S3-120214

	S3-120172
	Update of TLS extensions version [33.222]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120173
	Use cases and requirements for IMS firewall traversal
	Acme Packet, Vodafone
	sent for e-mail approval
	-
	-

	S3-120174
	PWS_List of critical issues
	Ericsson, ST-Ericsson
	endorsed
	-
	-

	S3-120175
	Security vulnerability in the PRG LI solution for MIKEY-IBAKE
	Vodafone
	noted
	-
	-

	S3-120176
	Security vulnerability in MIKEY-IBAKE in the case of deferred delivery
	Vodafone
	noted
	-
	-

	S3-120177
	SIMTC: Privacy solution
	Samsung
	noted
	-
	-

	S3-120178
	Device Trigger security
	Ericsson, ST-Ericsson
	revised
	-
	S3-120216

	S3-120179
	NDS/IP Restructuring Option 3 according to S3-120055
	NTT docomo
	noted
	-
	-

	S3-120180
	Removal of GEA1 from mobile devices
	SAGE (12) 02
	noted
	-
	-

	S3-120181
	SI of spoofed call
	China Mobile, Deutsche Telekom AG, TeliaSonera ,CATR,China Unicom, Huawei, CATT, NEC Corporations, Orange
	revised
	S3-120075
	S3-120253

	S3-120182
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	agreed
	-
	-

	S3-120183
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	agreed
	-
	-

	S3-120184
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	agreed
	-
	-

	S3-120185
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	agreed
	-
	-

	S3-120186
	Summary of SIMTC Email Discussion
	Rapporteur
	approved with modifications
	-
	-

	S3-120187
	Commenting document on S3-120121
	China Mobile
	noted
	-
	-

	S3-120188
	Comments to S3-120123
	Huawei, HiSilicon
	noted
	-
	-

	S3-120189
	Comments on S3-120147
	InterDigital
	noted
	-
	-

	S3-120190
	Comments on S3-120176
	Alcatel-Lucent
	noted
	-
	-

	S3-120191
	Clarification of security requirements for backhaul of eNBs
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120123
	-

	S3-120192
	IKEv2 Procedure R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120034
	-

	S3-120193
	IKEv2 Procedure R11
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120035
	-

	S3-120194
	TS33.234-Corrections to IKEv2 procedure-R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120079
	-

	S3-120195
	TS33.234-Corrections to IKEv2 procedure-R11
	Huawei, HiSilicon,Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120080
	-

	S3-120196
	MIP RK Length R8
	Huawei, HiSilicon, Samsung
	agreed
	S3-120036
	-

	S3-120197
	MIP RK Length R9
	Huawei, HiSilicon, Samsung
	agreed
	-
	-

	S3-120198
	MIP RK Length R10
	Huawei, HiSilicon, Samsung
	agreed
	-
	-

	S3-120199
	MIP RK Length R11
	Huawei, HiSilicon, Samsung
	agreed
	-
	-

	S3-120200
	LS on storing H(e)NB configuration parameters in the HPSIM
	C6-110596
	noted
	-
	-

	S3-120201
	Reply LS on MBMS reception from non-RPLMN
	S2-120403
	noted
	-
	-

	S3-120202
	CR to 33.320 R11 Clause 4.4.9 modifications to align HeNB verification requirements with RAN3 architecture.
	Vodafone, Alcatel-Lucent, Ericsson
	agreed
	S3-120028
	-

	S3-120203
	CSG id Mapping
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone
	agreed
	S3-120030
	-

	S3-120204
	GBA extension for re-use of SIP Digest credentials
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless
	revised
	S3-120147
	S3-120236

	S3-120205
	Reply LS to RAN3 on HeNB CSG Id Verification
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone
	approved
	S3-120068
	-

	S3-120206
	HeNB Management Plane Clarification
	Huawei, HiSilicon
	agreed
	S3-120029
	-

	S3-120207
	HeNB Authorization in Direct Interface
	Huawei, HiSilicon
	agreed
	S3-120031
	-

	S3-120208
	Clarification of the device authentication in 33.320
	ZTE Corporation
	agreed
	S3-120050
	-

	S3-120209
	Reply to: LS on RAN sharing for H(e)NB
	current meeting
	approved
	-
	-

	S3-120210
	MTC: Location of MTC trigger authorization in 3GPP network
	NEC Corporation
	approved
	S3-120146
	-

	S3-120211
	TR 33.838 cleanup
	NEC Corporation, Ericsson, ST Ericsson
	approved
	S3-120143
	-

	S3-120212
	New version of SIMTC TR
	Rapporteur (Samsung)
	sent for e-mail approval
	-
	-

	S3-120213
	List of questions from SA3 to SA2
	Samsung
	noted
	-
	-

	S3-120214
	Security solutions for SMS-based MTC triggering
	Vodafone
	approved
	S3-120171
	-

	S3-120215
	Security aspects of User Plane based Triggering
	Samsung
	approved
	S3-120163
	-

	S3-120216
	Device Trigger security
	Ericsson, ST-Ericsson
	approved
	S3-120178
	-

	S3-120217
	pCR: Web GBA key derivation
	Ericsson, ST-Ericsson
	approved with modifications
	S3-120131
	-

	S3-120218
	pCR to TR33.868: More detailed description of UE-based pairings
	Gemalto, Morpho Cards
	agreed
	S3-120119
	-

	S3-120219
	LS to SA1 and SA2 on MTC scope concerning non-3GPP access
	Samsung
	approved
	-
	-

	S3-120220
	Mobility with enhanced AKA for USIM restriction to specific devices
	Qualcomm Incorporated
	approved
	S3-120087
	-

	S3-120221
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	revised
	S3-120053
	S3-120228

	S3-120222
	pCR to TR33.868: further details for evaluation of pairing solutions
	Rapporteur (Samsung)
	approved
	S3-120120
	-

	S3-120223
	List of questions from SA3 to SA2 on SRVCC
	SA3
	noted
	-
	-

	S3-120224
	Reply to: LS on Security Aspects of Alphanumeric SIP URIs
	current meeting
	approved
	-
	-

	S3-120225
	New version of TR 33.838 for presentation to SA
	Rapporteur (NEC)
	approved
	-
	-

	S3-120226
	UTRAN KH: Conclusions
	Ericsson, ST-Ericsson
	agreed
	S3-120162
	-

	S3-120227
	New version of the draft TR on Security enhancements for usage of GBA
	Nokia Corporation
	agreed
	-
	-

	S3-120228
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	revised
	S3-120221
	S3-120258

	S3-120229
	GBA terminology issues
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120149
	-

	S3-120230
	New version of TR 33.814
	Nokia Corporation, Nokia Siemens Networks
	sent for e-mail approval
	-
	-

	S3-120231
	Reply to: LS on storing H(e)NB configuration parameters in the HPSIM
	France Telecom
	noted
	-
	-

	S3-120232
	[DRAFT] LS on MDT and relaxation of country restriction
	TeliaSonera
	approved
	S3-120094
	-

	S3-120233
	Local IP Address in UICC-less WLAN UE R11
	Huawei, HiSilicon
	revised
	S3-120039
	S3-120245

	S3-120234
	Proposed reply to C4-113161on using Local IP address in NAI for UICC-less emergency calls
	Nokia Corporation, Nokia Siemens Networks
	noted
	S3-120099
	-

	S3-120235
	Reply LS to C4-113123
	Huawei, HiSilicon
	revised
	S3-120116
	S3-120246

	S3-120236
	GBA extension for re-use of SIP Digest credentials
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless
	agreed
	S3-120204
	-

	S3-120237
	Security requirements for RNCs in exposed locations
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120145
	-

	S3-120238
	Storing START in ME at mobility events (33.102)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120142
	-

	S3-120239
	Storing START in ME at mobility events (33.401)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120144
	-

	S3-120240
	New version of the PWS living document
	Rapporteur (ST-Ericsson)
	sent for e-mail approval
	-
	-

	S3-120241
	LS to SA1 on PWS specific cases requirements
	Huawei, HiSilicon
	approved
	-
	-

	S3-120242
	Reply to: LS on PWS support in 3GPP UEs
	current meeting
	approved
	-
	-

	S3-120243
	Triggering condition for public key update
	Huawei, HiSilicon
	approved
	S3-120107
	-

	S3-120244
	Reply to: Reply LS on length of security in PWS
	Huawei, HiSilicon
	approved
	-
	-

	S3-120245
	Local IP Address in UICC-less WLAN UE R11
	Huawei, HiSilicon
	agreed
	S3-120233
	-

	S3-120246
	Reply to: LS on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls
	Huawei, HiSilicon
	approved
	-
	-

	S3-120247
	Editor's Note on MTC Privacy issue
	NEC Corporation, KPN
	approved
	-
	-

	S3-120248
	LS to SA1 on requirement on use of USIM for Mes
	Ericsson
	approved
	S3-120219
	-

	S3-120249
	SRVCC HO from CS GERAN/UTRAN to PS UTRAN HSPA
	Ericsson, ST-Ericsson
	agreed
	S3-120091
	-

	S3-120250
	SRVCC HO from CS GERAN/UTRAN to PS E-UTRAN
	Ericsson, ST-Ericsson
	agreed
	S3-120092
	-

	S3-120251
	Relay Control Plane & User Plane Clarification
	Huawei, HiSilicon
	agreed
	S3-120033
	-

	S3-120252
	Local IP Address in UICC-less WLAN UE R10
	Huawei, HiSilicon
	agreed
	S3-120038
	-

	S3-120253
	SI of spoofed call
	China Mobile, Deutsche Telekom AG, TeliaSonera ,CATR,China Unicom, Huawei, CATT, NEC Corporations, Orange
	agreed
	S3-120181
	-

	S3-120254
	New version of TR on spoofed call study
	Rapporteur (China Mobile)
	agreed
	-
	-

	S3-120255
	Living document on IMS P2P security architecture adjustment
	China Mobile
	agreed
	-
	-

	S3-120256
	New version of 33.829
	Rapporteur (Vodafone)
	agreed
	-
	-

	S3-120257
	LS to SA3-LI on Security vulnerability in the PRG LI solution for MIKEY-IBAKE
	Vodafone
	approved
	-
	-

	S3-120258
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	agreed
	S3-120228
	-

	S3-120259
	New version of Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks
	Rapporteur
	withdrawn
	-
	-

	S3-120260
	New version of TR on iFire
	Rapporteur
	sent for e-mail approval
	-
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
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	Decision

	S3-120028
	CR to 33.320 R11 Clause 4.4.9 modifications to align HeNB verification requirements with RAN3 architecture.
	Vodafone, Alcatel-Lucent, Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-120029
	HeNB Management Plane Clarification
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	revised

	S3-120030
	CSG id Mapping
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone
	-
	-
	-
	-
	-
	-
	revised

	S3-120031
	HeNB Authorization in Direct Interface
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	revised

	S3-120032
	H(e)NB Root Certificate Provisioning
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	noted

	S3-120033
	Relay Control Plane & User Plane Clarification
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	revised

	S3-120034
	IKEv2 Procedure R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120035
	IKEv2 Procedure R11
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120036
	MIP RK Length R10
	Huawei, HiSilicon, Samsung
	-
	-
	-
	-
	-
	-
	revised

	S3-120037
	MIP RK Length R11
	Huawei, HiSilicon, Samsung
	-
	-
	-
	-
	-
	-
	revised

	S3-120038
	Local IP Address in UICC-less WLAN UE R10
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	revised

	S3-120039
	Local IP Address in UICC-less WLAN UE R11
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	revised

	S3-120050
	Clarification of the device authentication in 33.320
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	revised

	S3-120051
	CR 33.220 SIP Digest-based GBA requirements updates
	InterDigital
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-120052
	CR 33.220 SIP Digest-based GBA Ua protocol extensions
	InterDigital
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-120053
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	-
	-
	-
	-
	-
	-
	revised

	S3-120067
	H(e)NB ID Verification solution
	Alcatel-Lucent
	-
	-
	-
	-
	-
	-
	noted

	S3-120071
	Removal of IP address as UICC-less WLAN UE's identity
	Research In Motion UK Ltd.
	-
	-
	-
	-
	-
	-
	merged in S3-120233

	S3-120079
	TS33.234-Corrections to IKEv2 procedure-R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120080
	TS33.234-Corrections to IKEv2 procedure-R11
	Huawei, HiSilicon,Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120083
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	-
	-
	-
	-
	-
	-
	postponed

	S3-120084
	Adding details on re-transmission of authentication requests
	Qualcomm Incorporated
	-
	-
	-
	-
	-
	-
	noted

	S3-120091
	SRVCC HO from CS GERAN/UTRAN to PS UTRAN HSPA
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-120092
	SRVCC HO from CS GERAN/UTRAN to PS E-UTRAN
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-120097
	Reverse SRVCC Security Context
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	noted

	S3-120098
	Reverse SRVCC Security Context
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	noted

	S3-120100
	The identity of the UICC-less UE in emergency call
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	merged in S3-120233

	S3-120123
	Clarification of security requirements for backhaul of eNBs
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120125
	Editorial correction of scope in Annex S on 3GPP2 access
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120126
	Update of TLS extensions version
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120127
	Correction of BSF and bootstrapping requirements in 2G GBA
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120132
	Correction of Reference
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-120133
	Clarification of Mandatory Implementation
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-120142
	Storing START in ME at mobility events (33.102)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120144
	Storing START in ME at mobility events (33.401)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120145
	Security requirements for RNCs in exposed locations
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120147
	GBA extension for re-use of SIP Digest credentials
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless
	-
	-
	-
	-
	-
	-
	revised

	S3-120149
	GBA terminology issues
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-120162
	UTRAN KH: Conclusions
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-120172
	Update of TLS extensions version [33.222]
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120182
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-120183
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-120184
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-120185
	Correction of misimplementation of Change Requests on KDF FC value allocations
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-120191
	Clarification of security requirements for backhaul of eNBs
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120192
	IKEv2 Procedure R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120193
	IKEv2 Procedure R11
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120194
	TS33.234-Corrections to IKEv2 procedure-R10
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120195
	TS33.234-Corrections to IKEv2 procedure-R11
	Huawei, HiSilicon,Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120196
	MIP RK Length R8
	Huawei, HiSilicon, Samsung
	-
	-
	-
	-
	-
	-
	agreed

	S3-120197
	MIP RK Length R9
	Huawei, HiSilicon, Samsung
	-
	-
	-
	-
	-
	-
	agreed

	S3-120198
	MIP RK Length R10
	Huawei, HiSilicon, Samsung
	-
	-
	-
	-
	-
	-
	agreed

	S3-120199
	MIP RK Length R11
	Huawei, HiSilicon, Samsung
	-
	-
	-
	-
	-
	-
	agreed

	S3-120202
	CR to 33.320 R11 Clause 4.4.9 modifications to align HeNB verification requirements with RAN3 architecture.
	Vodafone, Alcatel-Lucent, Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-120203
	CSG id Mapping
	Huawei, HiSilicon, Nokia Corporation, Nokia Siemens Networks, Ericsson, Vodafone
	-
	-
	-
	-
	-
	-
	agreed

	S3-120204
	GBA extension for re-use of SIP Digest credentials
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless
	-
	-
	-
	-
	-
	-
	revised

	S3-120206
	HeNB Management Plane Clarification
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	agreed

	S3-120207
	HeNB Authorization in Direct Interface
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	agreed

	S3-120208
	Clarification of the device authentication in 33.320
	ZTE Corporation
	-
	-
	-
	-
	-
	-
	agreed

	S3-120221
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	-
	-
	-
	-
	-
	-
	revised

	S3-120226
	UTRAN KH: Conclusions
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-120228
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	-
	-
	-
	-
	-
	-
	revised

	S3-120229
	GBA terminology issues
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120233
	Local IP Address in UICC-less WLAN UE R11
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	revised

	S3-120236
	GBA extension for re-use of SIP Digest credentials
	Nokia Corporation, Nokia Siemens Networks, Alcatel-Lucent, AT&T, BT, China Mobile, Ericsson, ST- Ericsson, Intel, Qualcomm, Rogers Wireless
	-
	-
	-
	-
	-
	-
	agreed

	S3-120237
	Security requirements for RNCs in exposed locations
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120238
	Storing START in ME at mobility events (33.102)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120239
	Storing START in ME at mobility events (33.401)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-120245
	Local IP Address in UICC-less WLAN UE R11
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	agreed

	S3-120249
	SRVCC HO from CS GERAN/UTRAN to PS UTRAN HSPA
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-120250
	SRVCC HO from CS GERAN/UTRAN to PS E-UTRAN
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-120251
	Relay Control Plane & User Plane Clarification
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	agreed

	S3-120252
	Local IP Address in UICC-less WLAN UE R10
	Huawei, HiSilicon
	-
	-
	-
	-
	-
	-
	agreed

	S3-120258
	CR 33.220 SIP Digest-based GBA scope and terminology updates
	InterDigital
	-
	-
	-
	-
	-
	-
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Tdoc
	Title
	Source
	Agenda
	Decision
	Reply-in

	S3-120006
	New work item on the framework on the identifiers in Future Networks
	COM13-LS196
	7.11
	noted
	 

	S3-120007
	Reply LS on stage 3 for modification of security context storage rate on the UICC
	C1-114945
	7.3
	noted
	 

	S3-120008
	Reply LS on Request to define extensions to H(e)NB to SeGW interface for BBAI
	C4-112973
	7.8
	noted
	 

	S3-120009
	Reply LS on length of security in PWS
	C1-115323
	7.10
	replied to
	S3-120244

	S3-120010
	LS on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls
	C4-113123
	7.11
	replied to
	S3-120246

	S3-120011
	Reply LS on LS on MBMS reception from non-RPLMN
	S1-113454
	7.6
	noted
	 

	S3-120012
	LS on Security Aspects of Alphanumeric SIP URIs
	S1-113323
	7.1
	replied to
	S3-120224

	S3-120013
	Reply LS on iFire
	S1-113442
	8.7
	noted
	 

	S3-120014
	Reply LS on length of security in PWS
	S1-113459
	7.10
	noted
	 

	S3-120015
	Reply LS on security issues about proposed use of IMEI for MTC Feature Control
	S2-115292
	7.9
	noted
	 

	S3-120016
	Reply LS on MDT Privacy
	R3-113143
	7.11
	noted
	 

	S3-120017
	Reply LS on length of security in PWS
	GP-111882
	7.10
	noted
	 

	S3-120018
	Reply LS on SACCH Security
	GP-111883
	7.4
	noted
	 

	S3-120019
	Reply LS on length of security in PWS
	R2-116558
	7.10
	noted
	 

	S3-120020
	Reply LS on requirements for verification of UE messages from H(e)NB to H(e)NB-GW
	R3-113147
	7.8
	noted
	 

	S3-120021
	LS on RAN sharing for H(e)NB
	R3-113148
	7.8
	replied to
	S3-120219

	S3-120022
	Reply to 3GPP SA3 regarding M2M Integrity Validation
	M2M(11)0882
	7.9
	noted
	 

	S3-120023
	EEA3 output length
	SAGE-11-18
	7.7.4
	noted
	 

	S3-120024
	Documentation of support for public warning system in 3GPP
	SP-110891
	7.10
	noted
	 

	S3-120025
	LS on PWS support in 3GPP UEs
	SP-110890
	7.10
	replied to
	S3-120242

	S3-120026
	Reply LS on Network Provided Location Information to IMS (S2-115479)
	SA3LI12_029r2
	7.11
	noted
	 

	S3-120027
	LS on MIKEY-TICKET mid-call interception
	SA3LI12-030r1
	8.3
	noted
	 

	S3-120180
	Removal of GEA1 from mobile devices
	SAGE (12) 02
	7.4
	noted
	 

	S3-120200
	LS on storing H(e)NB configuration parameters in the HPSIM
	C6-110596
	7.8
	noted
	 

	S3-120201
	Reply LS on MBMS reception from non-RPLMN
	S2-120403
	7.6
	noted
	 


C2: Outgoing liaison statements

	Tdoc
	Title
	Item
	ReplyTo
	To
	Cc
	Attachments

	S3-120205
	LS on requirements for verification of UE messages from H(e)NB to H(e)NB-GW
	7.8
	-
	RAN3
	CT1
	S3-120202, S3-120203

	S3-120209
	Reply LS on RAN sharing for H(e)NB
	7.8
	S3-120021
	RAN3, SA2
	-
	None.

	S3-120219
	LS on MTC through non-3GPP access network
	7.9
	 
	SA1
	SA2
	None

	S3-120224
	LS on Security Aspects of Alphanumeric SIP URIs
	7.1
	S3-120012
	SA1
	-
	None

	S3-120232
	LS on MDT and relaxation of country restriction
	7.11
	-
	RAN2, SA5
	SA
	None.

	S3-120241
	LS on PWS Requirements for UEs in Limited Service State
	7.10
	-
	SA1
	SA, RAN2, CT1
	None.

	S3-120242
	Reply LS on PWS support in 3GPP UEs
	7.10
	S3-120025
	CT1, CT, SA1, SA2
	SA
	None.

	S3-120244
	Reply LS on length of security in PWS      
	7.10
	S3-120009
	CT1
	-
	None.

	S3-120246
	Reply LS on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls
	7.11
	S3-120010
	CT4
	-
	S3-120245, S3-120252

	S3-120248
	LS on Restricting the use of a USIM to specific MTC Devices
	7.9
	-
	SA1
	-
	None.

	S3-120257
	Security vulnerability in the PRG based LI solution for MIKEY-IBAKE
	8.3
	-
	SA3-LI
	-
	None.


Annex D: List of agreed new and revised Work Items

	Tdoc
	Title
	Rapporteur
	Type
	Agenda

	S3-120253
	SI of spoofed call
	China Mobile
	New WID
	8.8


Annex E: List of draft Technical Specifications and Reports

Agreed latest baselines:

	Tdoc
	Title
	Rapporteur
	Type
	Agenda

	S3-120227
	New version of the draft TR on Security enhancements for usage of GBA
	Nokia Corporation
	draft TS/TR
	7.5.1

	S3-120254
	New version of TR on spoofed call study
	China Mobile
	draft TS/TR
	8.8

	S3-120256
	New version of 33.829
	Vodafone
	draft TS/TR
	8.3


TSs/TRs and living documents sent for e-mail approval.
	Tdoc
	Title
	Rapporteur
	Type
	Agenda

	S3-120212
	New version of SIMTC TR
	Samsung
	draft TS/TR
	7.9

	S3-120230
	New version of TR 33.814
	Nokia Corporation
	TS/TR for approval
	8.4

	S3-120240
	New version of the PWS living document
	ST-Ericsson
	other
	7.10

	S3-120260
	New version of TR on iFire
	Acme Packet
	draft TS/TR
	8.7


TSs/TRs sent for approval to SA#55:

	Tdoc
	Title
	Rapporteur
	Type
	Agenda

	S3-120225
	New version of TR 33.838 for presentation to SA
	NEC Corporation
	TS/TR for approval
	7.1.2


TR 33.814 may be sent for approval to SA#55 (in case of positive outcome of the SA3 e-mail approval).

Annex F: List of action items

	Action
Item
	Agenda
	Tdoc
	Action
	Who

	S3-66-1
	7.4
	S3-120180
	Convey the information that SA3 would like to receive the survey results on GEA1 to SAGE and GSMA
	Chairman


Annex G: List of e-mail approvals

The following contributions under agenda item 8.7 were sent for e-mail approval:

	Tdoc
	Title
	Source
	Doc-type

	S3-120062
	iFire Candidate Solution
	Radisys
	pseudo CR

	S3-120063
	pCR:iFire Candidate Solution, TSCF
	Acme Packet, Vodafone, Clearwire, China Mobile
	pseudo CR

	S3-120064
	pCR:iFire, Use Cases Based on Access Types
	Acme Packet
	pseudo CR

	S3-120065
	pCR:iFire, Control Message Header for TSCF
	Acme Packet
	pseudo CR

	S3-120066
	pCR: iFire, TSCF: Control Message TLV
	Acme Packet
	pseudo CR

	S3-120102
	iFire Requirements resulting from LS SA1 S1-113443
	Radisys
	pseudo CR

	S3-120161
	Pseudo CR for TR 33.8de: Tunneling Solutions transparent to the existing IMS core
	Nokia Corporation, Nokia Siemens Networks
	pseudo CR

	S3-120167
	iFIRE_Reuse of Existing Solutions
	Ericsson, ST-Ericsson, RadiSys, Rogers Wireless Inc., TeliaSonera
	pseudo CR

	S3-120169
	iFIRE_STUN TURN ICE Summary
	Ericsson, ST-Ericsson
	pseudo CR

	S3-120170
	iFire Firewall and Policy Considerations
	Radisys
	pseudo CR

	S3-120173
	Use cases and requirements for IMS firewall traversal
	Acme Packet, Vodafone
	pseudo CR


For the TSs/TRs sent for e-mail approval, see Annex E. 
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