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For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Title *
 : Specification of IMS media plane security extensions
Acronym *
 : Media-Sec-ext
Unique identifier *

1
3GPP Work Area *

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items
2.0
Primary classification *

This work item is a … *

	
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	X
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any) *


	Unique ID
	Title
	Nature of relationship

	FS_eMEDIASEC
	Study on Extended IMS media plane security features
	Study on different media security enhancements, where the conclusions should be used as input for the normative work in this work item.  


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	Sec12
	Release 12 generic security corrections
	


This work item is … *

	
	Stage 1 (go to 2.3.1)

	X
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *


	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: *
 
Go to §3.

2.3.3

Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: *
 
Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *

The 3GPP media security specifications today are focused on RTP media only.  Other media, such as MSRP based messaging or file transfer are not addressed, making the overall security for an IMS session incomplete. 
As part of the 3GPP TR 33.829 study, a number of enhancements to the IMS media security have been further progressed, including IMS messaging, communications diversion and conferencing. Some of these aspects have matured and could be brought towards normative work to secure the consistent media security framework for all type of IMS media. 
It can also be noted that other organizations adopting and profiling the 3GPP IMS specifications have shown a great need to ensure that media security can be provided for various call cases and media.  In particular, GSMA RCS have defined use cases over non-trusted access, where there is a need for media security.  GSMA RCS have adopted SRTP based on TS 33.328, but due to the lack of 3GPP specification for MSRP/TLS, defined their own profile for TLS.  Similar situations may occur in other groups, and there is a need to ensure that 3GPP have a clear profile standardized for MSRP/TLS based media such that other groups can use these and avoid that a fragmentation occurs in the industry around IMS based media security. 
4
Objective *

The objective of this work is to specify any necessary mechanisms and procedures where concluded to be specified to provide media security functionality for the following scenarios:

-
IMS Messaging, and in particular MSRP/TCP based media, 

-
IMS Conferencing, and
-
Communications diversion.
The mechanisms should be based on the outcome and conclusions from the related study in 3GPP TR 33.829. 
Compatiblity with GSMA RCS should be sought as much as possible. 

5
Service Aspects

The results of the proposed work item will allow operators to provide a consistent protection for IMS media and IMS standard services. 
6
MMI-Aspects

IMS media protection should work without user involvement. However, depending on the requirements of certain user groups, users may want to have the possibility to configure their security settings.
7
Charging Aspects

It shall be possible to charge a customer for high quality end-to-end media security as a value added service.
8
Security Aspects

The objective of the WID is to cover IMS media security aspects. 
9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	X

	Don't know
	
	
	
	
	


10
Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	33.328
	
	IP Multimedia Subsystem (IMS) media plane security
	SA#59
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s) *

Peter Howard, Vodafone (peter.howard@vodafone.com)
12

Work item leadership *

3GPP TSG-SA WG3.
13

Supporting Individual Members *

	Supporting IM name

	Vodafone

	Ericsson

	ST-Ericsson

	Nokia Corporation

	Nokia Siemens Networks
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