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Abstract of the contribution: This contribution provides evaluation of the candidate online device triggering solutions (esp. SMS based triggering using Tsms). 
Introduction:
Currently two possible ways for SMS based device triggering, one is device triggering procedure over Tsp and another is using Tsms procedure. This contribution provides evaluation of possible alternative for device triggering procedure over Tsms.
Discussions:
Tsms based triggering is considered to be application specific triggering, since the SMS is done through MT-SMS and the trigger content is encapsulated as an over-the-top application by the SME (TS 23.682). So in case of MT-SMS based delivery, the serving node verifies the subscription and filters out the SMS if the MTC device is not subscribed for MT-SMS. In case if the MTC device is subscribed for MT-SMS, then the application in the UE needs to take care of the filtering of the fake triggering SMS based on end-to-end protection.
Triggering procedure over Tsp is network specific triggering and MTC-IWF shall verify and filter out the fake or unauthorised SMS based on external interface security mechanism and also by checking with the HSS for subscription. 
Evaluation:
The following are the candidate solutions for device triggering procedure over Tsms, when considering the end-to-end protection for Tsms based triggering procedure and existing procedures in the TR 33.868:

Solutions for SMS filtering at network:


1. Based on category of the device



2. Based on content of the SMS payload



3. Based on white list in HPLMN SMSCs 

Solutions for SMS filtering at UE:


1. Based on application level end to end protection (GBA or application specific protection)



2. Based on (U)SIM application toolkit



3. Based on white list in the MTC device
Evaluations of the above solutions are as follows:
Solutions for SMS filtering at network:
Note : Network based filtering of the SMS is requires to prevent attacks on the MTC device battery drain and avoid fake and spoofing of SMS based triggers.
Evaluation of the candidate solutions are as follows:



1. Based on category of the device



It is possible for a Smartphone to have both normal UE and MTC device functionalities/features; so it is not possible for the network to differentiate the MTC device from normal UE and filter the SMS as proposed in Solution 2 in the TR 33.868. 

It is possible to filter out the triggering over Tsms based on subscription and not based on category of the device. 
   

2. Based on content of the SMS payload




It is also not possible for the network to inspect the SMS payload for triggering and filter out; as there is no standard format currently defined for triggering payload and also it may not be possible for the network to restrict the application to do end-to-end application level protection for inspection.


3. Based on white list in HPLMN SMSCs 



This is a viable application specific solution for Rel-11 to filter out fake triggers from unauthorised SMEs. The MTC user can register the authorized SMEs with the network, so that network creates white list of authorized SMEs to filter out unauthorized SMSs at the HPLMN SMSCs.  However, mechanism to register the authorized SMEs with the network and verification of the messages whether it is from the authorized SME needs further study and may be outside the scope of 3GPP.
Solutions for SMS filtering at MTC Device:

Evaluation of the candidate solutions are as follows:



1. Based on application level end to end protection



GBA based approach: As it was informed by SA2 in the joint meeting that it is not required for all MTC devices to support GBA client, so this solution cannot be mandated for all MTC devices to support and to use. Also the content protection by the MTC application using the GBA_Push keys will be outside the scope 3GPP. So complete solution using GBA Push for triggering over Tsms cannot be specified.



Application level end-to-end Protection:  It is transparent to the 3GPP networks and therefore out of scope of 3GPP. If it is Tsms based triggering, then the MTC application should apply protection of the triggering. 
   

2. Based on (U)SIM application toolkit



It is a good option for filtering trigger messages at the UE. But this solution is currently viable if the operator owns the MTC server (if the MTC server is within operator domain). For the case of MTC server in the MTC service provider domains, sharing the keys and maintaining the same will be complex.


3. Based on white list in the MTC device



This is a viable solution for Rel-11 to filter out fake triggers from unauthorised SCS. However mechanism to provision and maintain the whitelist of HPLMN SMSCs in the MTC device needs further study. The MTC user or the operator may configure the authorized SCSs in the MTC device, so that MTC device has white list of authorized SCSs to filter out unauthorised SMSs.  
-------------------------------pCR to TR 33.868-----------------------------------
* * * First Change * * * *
7.1.4
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
The following provides an evaluation of Device Triggering mechanisms on each interface. It does not take into account possible end to end protection of DT.

External interface:  

T4 solution: Trigger indication is sent over Tsp from MTC server to MTC-IWF. Requirements exist in current SA3 TR 33.868 that MTC-IWF should verify the integrity of the device trigger and that it is sent by an authorized source. This could be achieved with the help of the MTC-SEG. Checking a received device trigger that has come over the T4 to SMSC should not be a problem as MTC-IWF and SMSC are within the same operator.

Additionally, the MTC server may send a device trigger over Tsms to SMSC. This poses the problem identified in TR 33.868 “SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).” One possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The SMS application port is conveyed all the way to the UE, and it can be used by the intermediate nodes as well as the MTC device to distinguish ordinary short messages from short messages for triggering. The SMSC should then check incoming SMSs and accept device trigger SMSs only from authorized MTC servers. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources. This could be achieved with the help of the MTC-SEG. 
T5 solution: Tsp interface is the same for T4 solution and T5 solution. Therefore the same considerations apply. 

UP solution: Trigger UP message is sent over Gi/SGi from MTC server to GGSN/PGW. This seems to pose a requirement that the GGSN/PGW would need to filter out unauthorized triggers. This could be achieved by only allowing traffic to the UE from an authorized MTC server (which is assumed not to send false triggers)  Alternatively achieving the requirement would require that trigger UP messages can be distinguished from other user plane data messages over Gi/SGi, and the GGSN/PGW would need to possibly check all incoming traffic over Gi/SGi and filter out unauthorized trigger UP messages.   The latter seems a major task to do.

Interface between home and serving network:  

T4 solution: The trigger SMS is sent from SMSC as follows: to MME via MSC in LTE, to SGSN in PS UTRAN, to SGSN in GPRS. This also poses the problem that the serving network node is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).  Also here, one possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The SMS application port is conveyed all the way to the UE, and it can be used by the intermediate nodes as well as the MTC device to distinguish ordinary short messages from short messages for triggering. The MME/SGSN in the serving network should then check incoming SMSs and accept device trigger SMSs only from an authorized source (e.g. SMSC) in the HPLMN. Checking a received device trigger SMSM should not be a problem when MME/SGSN and SMSC are within the same operator. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources.
It seems additional measures may be needed in case of roaming to do the check. One possible solution is that trigger SMSs are always sent home routed via a dedicated SMSC. Then the MME/SGSN node, when it receives a trigger SMS, contacts the UEs HSS to get information about whether the trigger SMS was sent by an authorized source in the HPLMN.  If the received information from the HSS matches the source information in the trigger SMS, the trigger SMS is forwarded to the UE. The requested information could include, e.g. address of the authorized SMSC, information if there is an outstanding trigger SMS for the UE, or the even the reference number of the trigger SMS. 

T5 solution: SA2 is discussing two options: Device trigger can be sent over T5 as an SMS or as a generic signaling message. In case of SMS the same considerations apply as for T4 solution above with the exception that the source node is MTC-IWF and not SMSC. In case of generic signaling message is used it seems that “additional” checking is not needed when the trigger message is sent as a generic signaling message as it can be regarded as a normal signalling message and existing protection mechanisms for signalling messages should apply. 

UP solution: Trigger UP message is sent from GGSN/PGW to SGSN/SGW. If filtering was not done at the GGSN/PGW, this would require that trigger UP messages can be distinguished from other user plane data messages at SGSN/SGW, and the SGSN/SGW would need to possibly check all incoming traffic and filter out unauthorized trigger UP messages. This seems a major task to do.

Radio interface: 

T4 solution: Device trigger is sent as MT SMS. MT SMS in control plane is integrity protected in LTE and UTRAN but not in GERAN. MT IP-SMS (if applicable) does not provide integrity protection in any network. 

T5 solution: Device trigger is sent as MT SMS or a NAS message (SA2 is discussing two options). In case MT SMS the same considerations as for T4 solution apply. In case of a NAS transport, NAS message in control plane is integrity protected in LTE and UTRAN but not in GERAN.

UP solution: Device trigger is sent over user plane. Integrity protection is not provided for user plane in any RAN.

The evaluation of the solutions is as following:
· Solution 1: Triggering via NAS signalling
It has 3 benefits to use this solution, first, both NAS signalling messages and SMS messages over NAS signalling can be integrity-protected. Secondly, core network can verify MTC server and MTC device/UE can verify and trust core network after authentication. As a result, the trusted source verification can be achieved by the MTC Device/UE based on core network verification. Thirdly, it re uses the current existing mechanism to provide this protection and does not need to deploy new security elements etc. In a word, this solution is simply and secure.
· Solution 2: Filtering fake SMS triggering from normal UE
It is possible for the normal UE in the same network as the MTC device to trigger the MTC device (normal UE acting as SME). Also based on the clarification provided in the joint session with SA2 that, network cannot identify whether the UE is MTC device based on category. Moreover, it is possible for a UE to have both normal UE and MTC device functionalities/features. Thus the solution to filter the SMS based on device category is not possible.

· Solution 3: Network based SMS payload filtering

Network based SMS payload filtering is not a feasible solution, as currently the trigger payload is application specific and no standardized format or payload content available. So payload based filtering is difficult or not a simple solution. Moreover network based SMS payload filtering is not possible, if the content is protect by the MTC applications. 
· Solution 3: MTC device based SMSC whitelisting
The MTC device should accept only the triggers from authorised source and the SCS should trigger only the MTC device which belongs to its subscription. So it is possible to configure white list of SCS ID(s) in the MTC device at the MTC application, from where authorised trigger will be received. But mechanism to provision and maintain the whitelist of HPLMN SMSCs needs further study. 
· Solution 3: GBA Push based approach
For this solution, the benefit is the mutual authentication between the MTC Device/UE and the MTC Server can be achieved. But it has the following problem:
· The specific BSF Server for SIMTC needs to be deployed in the operator’s network. Currently, some operator does not deploy the BSF Server. 
· SA2 informed in the joint session during SA3#66 meeting that, it is not required to have GBA clients in all MTC devices.
· Solution 3: Application based End to End protection
This solution is inline with the SA2 TS 23.682, Tsms is the interface that encompasses all the various proprietary SMS-SC to SME interface standards (see TR 23.039 [14]) and is outside the scope of 3GPP specifications [TS 23.682]. Since the Tsms interface is proprietary interface and the trigger is encapsulated in a MT-SMS as an over-the-top application by the SME, the security mechanism should also be application specific.

* * * End of Change * * * *
