3GPP TSG-SA3 (Security)
S3-120434
SA3#67, 21-25. May, 2012; Kyoto, Japan
revision of S3-12xyzw
Source:
Nokia Corporation, Nokia Siemens Networks
Title:
Assumptions
Document for:
Discussion and Approval
Agenda Item:
7.5.1
Work Item / Release:
Web GBA
1. Introduction
The usage of GBA in a web browser makes some implicit assumptions and those assumptions serve as a rationale for the approach taken later in the document. Therefore, we believe it beneficial to state those assumptions and present the following P-CR to SA3 for approval.
===== BEGIN CHANGE =====
4.2
Assumptions 

The following assumptions apply to the usage of GBA in web browsers:

-
The usage of GBA in web browsers will utilize the existing GBA architecture in such a way that it does not cause additional threats and security vulnerabilities to the usage of GBA in other applications.In practise this means that there will be clear key separation between different applications using GBA (e.g. MBMS, Presence, etc).  This is already in use in generic GBA architecture with the usage of NAF specific keys Ks_(ext/int)_NAF with the usage of NAF_Ids and protocol identifiers.

-
The NAF specific keys for the use of GBA in web browsers will be protected from man-in-the-middle attacks.

-
The GBA keys will be bound to the existing session between the browser and the web server in such a way that the keys cannot be reused in another session or reused by another entity. 

-
The access to NAF specific keys by JavaScript will be restricted in such a way that a web page executing a javascript in a web browser will have access to the NAF specific keys that it is authorized to have access to.  For instance, same origin policy could be used so that a javascript will have access to only that NAF specific key that belongs to same origin (e.g. a web page loaded from http://www.3gpp.org/ will have access to only the NAF specific key of www.3gpp.org and not be able to request keys for another origin). 
===== END CHANGE =====
