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Abstract of the contribution:
This is a new work item for security aspects of WLAN Network Selection for 3GPP Terminals.
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	Unique ID
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3
Justification *

The GSMA and WBA have been working on networks and devices to support the capability for Wi-Fi Roaming.  They have sent a LS (SP-120003) to 3GPP which identifies areas where work needs to be done by 3GPP and/or WFA (Wi-Fi Alliance) to enable WLAN Roaming. 3GPP SA sent a reply to state that relative groups will consider undertake future work on Wi-Fi roaming. In SA2#90, SA2 has decided to start a new work item to evaluate and if needed enhance existing 3GPP solutions for network selection for WLAN networks taking into account WFA Hotspot 2.0 solutions. 
3GPP are requested by GSMA and WBA to include support for IEEE 802.11u(or IEEE 802.11-2012)  within all appropriate 3GPP specifications relating to Wi-Fi access. Current SA3’s specification TS33.234 WLAN interworking security(mainly based on IEEE 802.11i-2004) and TS33.402 security aspects of non-3GPP accesses  do not take IEEE 802.11u(or IEEE 802.11-2012)and HotSpot 2.0 into consideration .  Some consistency works may be needed to check SA3’s WLAN interworking securityspecifications.  SA2’s new work will identify solutions to resolve potential conflicts between policies provided by non-3GPP providers via Hotspot 2.0 mechanisms and policies provided by 3GPP operators using ANDSF. Current SA3’s specification TS33.402 includes UE-ANDSF communication security. The potential enhancement to ANDSF framework in SA2’s work may have some impact to current ANDSF security.  
After WBA and SA2’s consistency work been done, identifying  and evaluating security impact should also be done by SA3 for some potential misalignment of security work.
4
Objective *

There are two specifications in SA3 regarding this work, i.e. TS33.234 WLAN interworking security and TS33.402 security aspects of non-3GPP accesses.  The object of this work item is to evaluate if any changes or enhancement needed to be done to align WBA and SA2’s new work. Specifically the objectives shall include:
1. Identify and evaluate existing WLAN interworking security TS 33.234 and TS33.402 to align IEEE 802.11u(or IEEE 802.11-2012) for any needed changes to current specifications 
2. Identify security solutions to resolve potential conflicts between security provided by non-3GPP providers via Hotspot 2.0 mechanisms and security provided by 3GPP operators, e.g. how to specify  the difference of ‘secure’ and ‘insecure’ link security in WFA concepts from SA3’s concept of ‘trusted’ and ‘untrusted’.  Moreover, to identify the authentication method of non-seamless WLAN offload. 
3. SA3’s work must ensure the consistence of the SA3 ANDSF security work with SA2’s WID.
4. Ensure that the defined security solution can work based on WBA and SA2’s completed alignment work and enhancement work.
This work applies to non-seamless WLAN offload as well as to trusted and untrusted WLAN access to EPC.
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N/A
6
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N/A
7
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N/A
8
Security Aspects

This is a security work item.
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