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1
Introduction
In IMS P2P security threats section, an attacking named Adversarial content announcement is mentioned. Related security requirement are also made. So this contribution proposes a security solution to fulfill this requirement.
2   pCR
============================Begin of Change=========================

5
Security Solutions
Editor’s Note: This clause is intended to describe solutions which fulfil the security requirements listed. 
5.x Security protection to prevent eavesdropping
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IMS Media Plane Security Protection


Interface pp_m1 is the data interface between UE peer and cache server. To prevent eavesdropping attack on this interface, the simplest way is to provide encryption protection to data transportation. In this way, IMS media plane security can be applied as following. In IMS media plane security mechanism SDES, the encryption algorithm is defined as AES, and the key length is 128bits.
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1. UE and CCSx/UEx establish security protection by using IMS Media Plane Security procedure.

2-4 UE get content information from CCSx/UEx as SA2 procedure described.
But it should be designed carefully on encryption algorithm, considering the huge volume of data. 
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Another updated solution is to make pre-encryption on the data before it is issued, which is like DRM mechanism. The content is encrypted before it is imported to IMS P2P system, and the key would be stored in cache server by out-of-band methods. When UE peer wants to get content from cache server, the key related to such content can be sent from cache server to UE peer through IMS core network as following.
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1-2 UE gets bitmap from CCSx/UEx for downloading preparation. 
3. UE sends content encryption key request to the CCS with encryption key through PP_s1 interface based on bitmap info.
4. CCS sends content encryption key response to the 
5. UE requires contents from CCSx/UEx.
Interface pp_m2 is the data interface between UE peers. So the same mechanism mentioned above can be used in this interface, too. 
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