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1.
Introduction
The contribution clarifies the secure environment requirement for the PIN pairing and discusses how to manage the solution if an MTC device that holds the PIN for several UICCs is considered compromised, i.e. the operator believes all the PINs are known to an attacker.
2.
Analysis
· The secure environment for PIN pairing
The storage of PIN value in the MTC ME can be similar to store the security contex (include CK, IK etc.) in the MTC ME. A new method to store PIN value does not be needed. Changed PIN value can be used to remedy the breach of the storage of the PIN value in the MTC ME. It’s enough if the MTC applications require a low security level. According to satisfy the highest security level requirements, the secure storage of PIN value will be needed, i.e. the security environment in the MTC ME will be required. 
· The management solution if an MTC device that holds the PIN for several UICCs is considered compromised
When a UICC is moved from a (compromised) MTC device and inserted into a new (uncompromised) MTC device, both the UICC and the new (uncompromised) MTC Device can be changed to store a new PIN. It can be achieved remotely, e.g. sending PIN to the UICC though OTA and to the new MTC Device via OMA DM．The new PIN can not be easily known by the attacker. So, changed PIN can be used to manage the solution if an MTC device that holds the PIN for several UICCs is considered compromised.
3.
Proposal

It is propose the following pCR to revise the description in TR 33.868 v0.7.0 section 7.5.2.
4   pCR
============================Begin of Change=========================

7.5.2
Evaluation

Editor’s Note: Denial of Service and resource exhaust attacks needs to be taken in to account.
7.5.2.1 
User Equipment-based pairings

· PIN verification pairing

· The PIN verification pairing prevents the connection of not-authorized MTC device to the network. When the UICC detects its presence in a not-authorized MTC device (not-authorized MTC ME or a non-MTC ME), the MTC device stops working. The network operator or MTC application user has no information why the MTC device has stopped working.
· The exchanges to perform the PIN verification pairing are only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized MTC device, the network resources are not consumed  since the MTC device does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the MTC device and the network), no authentication vector consumption. 

· PIN verification pairing could rely on existing PIN verification command already available on MTC device. But the PIN value should be stored in the MTC ME.

· The storage of PIN value in the MTC ME for pairing purpose is similar to store the security contex (including CK, IK etc.) in the ME. A secure environment is required in MTC ME for the storage of PIN value when the MTC applications have the highest security level requirement.
· The storage of PIN value in the MTC ME for pairing purpose requires a method to provision or personalize the PIN value in the MTC ME, which can be realized via off-line provisioning or remotely, e.g. sending PIN to UICC though OTA and to device via OMA DM.. 
· The entropy of the PIN secret is low, thus is subject to brute force attacks
· The security of the pairing depends on how secure the MTC ME is.

· PIN value is sent in clear on the interface between the MTC ME and the UICC, which makes it possible for an attacker to wire-tap on the interface and find out the PIN. This risk can partially be mitigated by the operator, e.g. the operator can change the PIN frequently. 
· Fulfills the SA1 requirement on restrict the use of a USIM to specific MEs/MTC Devices and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 

· The information stored in the file EFpairing provides a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

· In case of UE-based pairings, the network operator is not able to detect unauthorized combinations of IMSI/IMEI or attempts to use such combinations.

·  PIN can be changed soon on the spot whenever the UICC is inserted to other MTC device, which can beused to manage the solution if an MTC device that holds the PIN for several UICCs is considered compromised, i.e. the operator believes all the PINs are known to an attacker
Conclusion

· Pairing methods using Secure Channel , USAT mechanisms are based on existing 3GPP and ETSI standards, 
· All UE-based pairing methods prevent MTC UE with not-authorized binding association from connection to the network and, as consequence, from consumption of signalling and network resources. 
· Among the User Equipment-based pairings, the Secure Channel pairing offers the highest level of security and reliability to restrict the use of a USIM to specific MEs/MTC Devices
· The PIN verification pairing mechanism can be used to restrict the USIM to specific MEs/MTC Devices. It has comparatively simple implementation, and reliability to restrict the use of a USIM to specific MEs/MTC Devices although there are some risks (e.g. only the USIM authenticates the MEs/MTC Devices, PIN is low-entropy secret and sent in the clear), but they can partially be avoided by the operator.
