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Abstract of the contribution:
This document proposed secure connection can also be established between MTC device and MTC Application Server in direct deployment model.
1. Introduction 

In document S1-120344 and TS22.368 V11.4.0 section 7.2.10, SA1 has clarified that the MTC Feature Secure Connection is intended for use with MTC Devices that require a secure connection between the MTC Device and MTC Server/MTC Application Server.
But in TR33.868 v0.7.0, it only mentions that the Secure Connection is intended for use with MTC Devices that require a secure connection between the MTC Device and MTC Server. Some corrections should be made to secure connection to keep consistent with SA1 specification.
2. Proposal

It is kindly proposed SA3 to agree the following PCR to include the corrections for secure connection into TR33.868. 
*********************************start first change **********************************
5.2
Key Issue 2 - Secure Connection

5.2.1
Issue Details
-
The MTC Feature Secure Connection is intended for use with MTC Devices that require a secure connection between the MTC Device and MTC Server in indirect model or between the MTC Device and MTC Application Server in direct model. 

-
In the context of MTC Feature Secure connection SA1 has stated the following (S3-100412): 

-
The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications.

-
In TS 22.368 [9] the requirement on secure connection is stated as follows:
The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

.

Editor's Note: It needs to be decided that network efficiency should be a general security requirement for all SIMTC issues.
-
The actual usage of the security keys for securing the application level functionality (including encryption of data as indicated above) between MTC Device and MTC Server or between MTC Device and MTC Application Server is out of scope of 3GPP specifications. 

-
Also other mechanisms can be used to provide security between the MTC Device and MTC Server or between MTC Device and MTC Application Server but they are regarded to be outside the context of the MTC Secure Connection feature and therefore out of scope of 3GPP specifications.
5.2.2
Threats

5.2.3
Security Requirements

Any 3GPP defined key management mechanisms for secure connection between the MTC Device and the MTC Server or between MTC Device and MTC Application Server should use UICC. 
*********************************end first change **********************************
*********************************start second change **********************************
7.2
Solution 2 – Secure Connection

7.2.1
General Description

GBA, as specified in TS 33.220 [21], is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. It can be used to establish the end-to-end security and provide different security levels based on detailed requirements. 

GBA Push, as specified in TS 33.223 [22], can be used for key establishing between an MTC device and an MTC server or between MTC Device and MTC Application Server. Under SIMTC scenario, MTC device acts as UE which generates a NAF key derived from the bootstrap key Ks, and MTC server/MTC Application Server acts as NAF which received the NAF key from the BSF. Then MTC device and MTC server/MTC Application Server can set up secure connection based on this shared NAF key.
*********************************end second change **********************************
