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Abstract of the contribution: The document analyzed the existing solutions to prevent fake SMS trigger and proposed a solution for SMS trigger.
1 Introduction
In TR33.868 section 7.1.3, solution 2 and solution 3 was proposed to block fake SMS trigger. Solution 2 is network based solution. Solution 3 consist of network based solution, MTC device based solution and application layer solution. This document proposes a solution for SMS trigger.
2 Network based solution

2.1 Analysis of current network based solutions
There are two limitations for target UE’s HPLMN SMS-SC to do authorization check, i.e. network deployment limitation and subscription data storing limitation. As mentioned in solution 3, authorization check by network node via checking whitelist of senders is a feasible way to prevent from fake SMS trigger. But if a filter in home network SMS infrastructure performs authorization check, it only can prevent from fake SMS in SMS routed via target UE’s HPLMN scenario. In different operator’s network deployment, SMS is not only routed via HPLMN but also routed via VPLMN. Moreover, it requires target UE’s HPLMN SMS-SC to store billions of UEs used for MTC authorization check list to meet per-UE authorization security check level.  HSS/HLR already stores all target UE’s subscription data and can do the authorization check per-UE level. 
TS23.682 section 4.2.2 defines the functionality of HSS:

‘-
determine if a SCS is allowed to send a device trigger to a particular UE.’

This functionality can be extended to determine if a SCS or a source UE is allowed to send a device trigger to a particular UE. The whitelist of source can be saved as subscription data in HLR/HSS. Auhtorization check can be performed by reusing routing information inquiry procedure and no more new signallings needed.

Also in current TS23.682 section 5.2.1 step 4 and 5, it said:
“4.
The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS to determine if SCS is authorized to trigger the UE, to resolve the External Identifier or MSISDN to IMSI and retrieve the identities of the UE's serving CN node(s).

NOTE 1:
The MTC-IWF may cache authorization and routing information for the UE.  However, this may increase the probability of trigger delivery attempt failures when the cached serving node information is stale.

5.
The HSS sends the Subscriber Information Response (IMSI and serving node(s) identities) message. HSS policy (possibly dependent on the VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the SCS is not allowed to send a trigger message to this UE or valid subscription information was not returned by the HSS, the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise this flow continues with step 6a.”
SA2 has already use HSS to do the authorization check in Tsp. It means that HSS can have the functionality of storing authorization whitelist and determining the inquiry result. 
So it is better that HLR/HSS performs the authorization check. Because no matter whether SMS routed via HPLMN or VPLMN, SMS-GMSC inquires routing information from HLR/HSS. Authorization check by HLR/HSS can be applied to all SMS routed scenarios. And HSS/HLR can do the check for authorization per-UE level easily. 
2.2 Proposed network based solution

The solution is proposed as bellow. In this solution, no matter  whether the short message is sent via external interface (i.e. Tsp and Tsms) or internal interface (i.e. from SMS-IWMSC), HLR/HSS performs authorization check to ensure only authorized SCS or source UE sends trigger short message to target UE.
Device trigger for Tsp interface:
When MTC-IWF receives trigger request (including trigger payload) from SCS via Tsp interface, it sends Subscriber Information Request (SCS identifier, target UE’s identifier, trigger indicator) to HLR/HSS. HLR/HSS checks whether SCS is authorized to send trigger payload to target UE based on trigger idicator, i.e. checks whether SCS identifier is in target UE’s authorized sender identifier list. If SCS is authorized to send trigger information to target UE, HLR/HSS sends Subscriber Information Response message to MTC-IWF and then MTC-IWF continiues to send trigger information based on the response message. If SCS is not authorized to send trigger information to target UE, HLR/HSS sends rejection message to MTC-IWF and then MTC-IWF rejects to send the trigger information.
Device trigger for Tsms interface or from SMS-IWMSC:
When trigger SMS is sent via Tsms interface or from SMS-IWMSC, network based solution is showed in figure 1. 
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Figure 1 Network based solution when trigger SMS is sent via Tsms or from SMS-IWMSC

1. When SMS-SC receives a short message (source UE’s identifier/SCS identifier, target UE’s identifier), it checks whether the short message is a trigger short message (e.g. SMS Application port ID in the short message can be reserved for trigger messages). A white list of the source (i.e. SCS or UE) which are authorized to send trigger short message may be configured in SMS-SC. If it is a trigger short message and white list of sources is configured, SMS-SC checks whether the source is authorized to send trigger short message based on the white list, i.e. SMS-SC inquiries target UE's white list based on target identifier and checks whether source identifier is in the white list. If this check successfully passes, SMS-SC continues to send the trigger short message. If this check fails, SMS-SC rejects the trigger SMS delivery.  If it is a trigger short message and white list of sources is not configured, then it can go to step 2-5 for further check. If the received message is not a trigger short message, normal SMS delivery procedure is performed.
NOTE: Authorization check made by SMS-SC only applies to the scenario that SMS goes via target UE’ HPLMN SMS-SC and it requires target UE’s SMS-SC stores billions of UE’s subscription data.  
2. SMS-SC sends the short message and trigger indicator to SMS-GMSC.
3. After SMS-GMSC receives the short message and trigger indicator, it identifies that the short message it received is a trigger short message based on trigger indicator. Then SMS-GMSC sends Subscriber Information Request (source UE’s identifier/SCS identifier, target UE’s identifier, trigger indicator) to HLR/HSS. 

4. HLR/HSS checks whether source UE/SCS is authorized to send trigger short message to target UE according to trigger indicator, i.e. checks whether source UE’s identifier/SCS identifier is in target UE’s authorized sender identifier list. 

5. If source UE/SCS is authorized to send trigger short message to target UE, HLR/HSS sends Subscriber Information Response message to SMS-GMSC and then SMS-GMSC continiues to send short message based on the response message and go to step 6-7. If source UE/SCS is not authorized to send trigger short message to target UE, HLR/HSS sends rejection message to SMS-GMSC and then SMS-GMSC rejects to send the short message.

6. SMS-GMSC sends a Forword Message to the serving MSC/SGSN/IP-SM-GW of the target UE. 

7. MSC/SGSN/IP-SM-GW forwards the short message to the target UE.

3 UE based solution
If network based authorization check is not supported by the operator’s network, UE based authorized identifier list can be used to prevent from fake trigger SMS. 

MTC device is preconfigured an authorized identifier list (i.e. identifiers of authorized HPLMN SMS-SCs and authorized SCSs/UEs) to only accept MTC triggers from authorized HPLMN SMS-SCs and authorized SCSs/UEs. When MTC device receives trigger short message, it checks whether the sender’s identifier in the short message is in the authorized identifier list. If it is, MTC device accepts the triggering short message and establishes PDN connection/PDP context with network. If it is not, MTC device ignores the triggering short message. 
4 Application layer solution

In source authentication of solution 3, two possible application layer approaches (i.e. (U)SIM application toolkit security and GBA Push) are proposed. These two approaches provide source authentication and end to end security from SCS to MTC device. But some UEs do not support (U)SIM application toolkit security and some network operators do not deploy GBA infrastructure in their network. Furthermore, the deadline of R11 is arriving. It seems better to delay discussion on application layer solution to R12.
5 Proposals

It is proposed SA3 to agree the CR S3-120346.
