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Abstract of the contribution:
This document analyzed impact of public key updating caused by replay attack and proposed to delete the trigger condition about it.
1. Introduction 

In current PWS living document section 4.2.7, a trigger condition for public key update is mentioned.  
‘PWS key may be updated after warning notification has been sent.’
The precondition of the above trigger condition is that timestamp mechanism in warning notification is invalid and attackers replay these warning messages to UEs. In order to weaken the impact of replay attack, PWS key may be updated after warning notification has been sent. 
2. Analysis 

For CBS message, besides Timestamp mechanism, Serial Number mechanism is alsoused to prevent replay attack. As described in TS 23.041, the serial number identifies a particular CBS message, which may be several pages in length, from the source indicated by the message identifier. The UE shall consider a message duplicated if the combination of "message identifier" and "serial number" matches the previous ones received from the same PLMN. It means if Timestamp mechanism is invalid, Serial Number mechanism can be used to prevent from replay attack.
First of all, there is no benefit for attackers to replay warning notifications except that it will cause panic. But generally the happening time of disaster can be included in Primary notification or user can obtain the happening time of disaster from Secondary notification. Thus when UE receives replayed warning notification, user can decide whether the disaster has already happened or not based on the happening time and then take appropriate action. So even if both Timestamp mechanism and Serial Number mechanism are invalid, attackers replay warning notifications to UEs, users can know it from the contents of the notifications. 
Based on above analysis, the requirement of public key update trigger condition after warning notification has been sent seems a little weak. It is proposed to delete this trigger condition for public key update.
3. Proposal

It is kindly proposed SA3 to agree the following PCR to be included into the living document.
*********************************start first change **********************************
4.2.7 Triggering Condition for Public Key Update
There are two scenarios for public key update, i.e. when the signing entity is changed or the signing entity provides new public key to the network. The scenario of triggering public key update could be infrequent.
When the signing entity is changed, the public key is changed and it should be updated. It happens when UE roams to a new cell which belongs to another PLMN with a different CBE. The new PLMN can be associated to the same CBE that the old one is and it can also be the different CBE. If this new PLMN is associated with a different CBE, the UE should use the public key provided by the new CBE to verify PWS signature. In this public key updating scenario, both the PLMN serving the UE and the signing entity-CBE have been changed after UE HO to a new cell.
Editor’s Note：The analysis above is based on the working assumption, i.e. CBE to sign the signature. If the signature is signed by CBC, whether the above analysis could be applied is ffs.
There can be several reasons for signing entity providing new public key to the network, including end of public key lifetime, compromised public key and replay protection, etc. ECDSA/DSA with 128 bit security level is considered secure enough beyond 2030 according to NIST recommendations. Furthermore, each government will be very careful to send such kind of public warning. So the public keys for PWS signature could be seen as safe for a considerable period of time. However, there remains requirement for PWS public key update for some reasons e.g. private key leakage, key management hole etc.
There may also be policy reasons for changing the key. For example, the key lifetime of the key may expire. The lifetime of the key may be in the order of months or years.

Editor’s Note：Terminology usesd to identify keys used in the scope of this specification is FFS.
*********************************end first change **********************************
