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[bookmark: _Toc274223468][bookmark: _Toc308779119][bookmark: _Toc308793173][bookmark: _Toc316638068]1	Scope 
Editor note:  The present document studies the security aspects of the IMS P2P based on the SA1 22.906 and SA2 TR23.844.  
The present document provides an analysis of security aspects of the enhancements of IMS to support Peer-to-Peer Content Distribution Services based on the requirements studied in TR 22.906 and architecture studied in TR 23.844. This analysis focuses on both the network and terminal and includes security threats, requirements and solutions. 

[bookmark: _Toc274223469][bookmark: _Toc308779120][bookmark: _Toc308793174][bookmark: _Toc316638069]2	System Architecture 
Editor's note:	This clause is intended to provide the high-level MS P2P system architecture to support the security study on IMS P2P. 
[bookmark: _Toc308793175][bookmark: _Toc316638070]2.1 Alternative Architecture 1
SA2 TR 23.844  has introduced candidate architecture about signaling between user peer and other peers not traversing IMS core. The architecture is as follows:
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Figure 1: System Architecture Alternative 1 - signaling between user peer and other peers not traversing IMS core
[bookmark: _Toc308793176][bookmark: _Toc316638071]2.2 Alternative Architecture 2
SA2 TR 23.844  has introduced candidate architecture in which  signaling between user peer and other peers traverses IMS core. The architecture is as follows:
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Figure 2: System Architecture Alternative 2 - signaling between user peer and other peers trversing IMS core
[bookmark: _Toc308793177][bookmark: _Toc316638072]2.3 Alternative Architecture 3
SA2 TR 23.844  has introduced candidate architecture that is  using direct interface for signaling between user peer and Tracker AS. The architecture is as follows:
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Figure 3: System Architecture Alternative 3 - direct interface for signaling between user peer and Tracker AS
[bookmark: _Toc308793178][bookmark: _Toc316638073]2.4 Alternative Architecture 4
SA2 TR 23.844  has introduced candidate architecutre in which IMS P2P CDS is used in conjunction with CDN. The architecture is as follows:
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Figure 4: System Architecture Alternative 4 - IMS P2P CDS used in conjunction with CDN
[bookmark: _Toc308793179][bookmark: _Toc316638074]2.5 Alternative Architecture 5
SA2 TR 23.844  has introduced candidate architecutre that includes ALTO(Application Layer Traffic Optimization) server in IMS P2P CDS. The architecture is as follows:


Figure 5: System Architecture Alternative 5- ALTO server in IMS P2P CDS
[bookmark: _Toc308793180][bookmark: _Toc316638075]2.6 Security Achitececture
All architectures contain three domainsparts:
1. IMS core network domain: which is used to provide basic IMS P2P management service
2. Content service providerdomain: which is used to provide original content for users and content distribution management
3. User(peer) domain: which accesses through IMS core network, and gets content from content service provider or other users under content service provider’s control.  
Based on these 3 parts domains, the security architecture can be divided into 3 security domainsinterfaces. Furthermore, as user can get content from other users, so there should be an addition security domaininterface to indicate the security between users.
As a result, an IMS P2P security architecture described in Figure 6 is introduced. 


Figure 6: Security Architecture for IMS P2P

There are four security domainsinterfaces defined for IMS P2P: 
AI) 	Security for IMS. This security domain can be divided into two parts: the security about user access through IMS and the security about IMS network domain. 
BII) 	Security for User Peer to Peer communication interface.
CIII) 	Security between UE and  content service provider. 
DIV)  Security between IMS core network and content service providerfor content distribution system

[bookmark: _Toc274223472][bookmark: _Toc308779121][bookmark: _Toc308793181][bookmark: _Toc316638076]3	Security threats
Editor’s note: This clause is intended to analyze relevant security threats caused by IMS P2P system compared to IMS system.
[bookmark: _Toc308779122][bookmark: _Toc308793182][bookmark: _Toc316638077]3.1 User Identity Privacy
In TR 23.844 it is described that “The system shall support a mechanism to provide to user peers an optimal selection of user peers and network peers for obtaining requested media content from, based upon metrics including: network location information such as, proximity of peers, access type used by peers, peer IP addresses (including IPv4 and/or IPv6 types), and peer identities” And in Alt1 architecture, a peer can get this list from Tracker AS as shown in 6.1.4.2.1 Content Delivery Establishment Procedure of TR 23.844.
In this procedure, one user peer can get another user peer’s identity. If the identity is permanent like IMSI, the user IMSI privacy protection is breached. 
[bookmark: _Toc308779123][bookmark: _Toc308793183][bookmark: _Toc316638078]3.2 Eavesdropping
Two legitimate users may share content using IMS based P2P Content Distribution service. A malicious user may eavesdrop on the communication and obtain the content on PP_m2 interface in Alternative 1 architecture model. A malicious user may also eavesdrop on the communication and obtain the content on PP_m1 interface in Alternative 1 architecture when CCS shares content with a legitimate user.

[bookmark: _Toc308779124][bookmark: _Toc308793184][bookmark: _Toc316638079]3.3 Adversarial content announcement 
In this attack a legitimate user announces a content list through PP_s2 or PP_s1 interface that she/he intends to provide to other peers, but this user does not actually possess the content. 
[bookmark: _Toc308779125][bookmark: _Toc308793185][bookmark: _Toc316638080]3.4 Content Tampering and Replacement (Trojan Horse)
A legitimate user inserts into the content a malicious piece of software or replaces the content completely with something else and shares  the replaced content with others. The other peers would obtain wrong or malicious content from PP_m2 interface.
Editor’s Note: the offline scenario need to be investigated further


[bookmark: _Toc274223473][bookmark: _Toc308779126][bookmark: _Toc308793186][bookmark: _Toc316638081]4	Security Requirements
Editor's note:	This clause is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above clase. 
[bookmark: _Toc308779127][bookmark: _Toc308793187][bookmark: _Toc316638082]4.1 Security requirement for User Identity Privacy
The system shall not reveal permanent identity of peers when sharing peer lists containing identities.  
[bookmark: _Toc308779128][bookmark: _Toc308793188][bookmark: _Toc316638083]4.2 Security requirement for eavesdropping
It shall be possible to protect content and associated metadata from eavesdropping on PP_m1 and PP_m2 interface in Alternative 1 architecture model.
[bookmark: _Toc308779129][bookmark: _Toc308793189][bookmark: _Toc316638084]4.3 Security requirement for adversarial content announcement 
The network (e.g. Tracker AS) shall have the ability to verify whether the user truthfully announces content resources. 
[bookmark: _Toc308779130][bookmark: _Toc308793190][bookmark: _Toc316638085]4.4 Security requirement for Content Tampering and Replacement (Trojan Horse)
· The network (e.g. CCS/Tracker AS) shall have the ability to verify whether the content shared by a legitimate user is tampered with. 
· The receiver peer shall have the ability to verify whether the content shared by a legitimate user is tampered with.
· Editor’s Note: It is FFS if these requirements apply to content distributed by a user for sharing.
[bookmark: _Toc274223490][bookmark: _Toc308779131][bookmark: _Toc308793191][bookmark: _Toc316638086]5	Security Solutions

Editor’s Note: This clause is intended to describe solutions which fulfil the security requirements listed. 
6 [bookmark: _Toc308779132][bookmark: _Toc308793192][bookmark: _Toc316638087]Conclusions
Editor's Note:	This section is intended to list conclusions that have been agreed during the course of the work item activities.
[bookmark: _Toc449843135][bookmark: _Toc454789384][bookmark: _Toc466346626][bookmark: _Toc466348861][bookmark: _Toc466352971][bookmark: _Toc472222539][bookmark: _Toc251774044]Annex <X>:
Change history
It is usual to include an annex (usually the final annex of the document) for reports under TSG change control which details the change history of the report using a table as follows:

	Change history

	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	2010-11
	
	
	
	living document structure and outline (S3-101449)
	-
	0.1.0

	2011-07
	
	
	
	Addition of contributions agreed in SA3# 64 meeting
	0.1.0
	0.2.0

	2011-11
	
	
	
	Addition of contributions agreed in SA3# 65 meeting
	0.2.0
	0.3.0

	2012-02
	
	
	
	Addition of contributions agreed in SA3# 66 meeting
	0.3.0
	0.4.0



oleObject1.bin
UE/ALTO Client


IMS Core Network 


Network peer/content cache/ALTO client


Tracker AS


HSS


ALTO Server



image1.emf
UE/ALTO 

Client

IMS Core 

Network 

Network 

peer/content 

cache/ALTO 

client

Tracker AS

HSS

ALTO Server


