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Abstract of the contribution:

This contribution aims to further detail the description of User Equipment-based pairings and solve editor’s notes. 

1. Proposal
This contribution aims solving editor’s notes related to the UE-based pairing solutions by providing further details in the description of UE-based pairings. 
The following editor’s notes apply to all UE-based pairings.
· Editor’s Note: It is FFS how this solution will fulfil the SA1 requirement that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC.

· The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing chek. The UICC also stores in the file EFpairing the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” and stores in the file EFpairing the IME(SV) value of the unauthorized MTC ME.
The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file EFpairing is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFpairing  provides a mechanism to detect change of association between between a USIM and a MTC ME. 
· Editor’s Note: More details on dynamic management of pairing is needed.

· Editor’s Note: Mechanisms for changing the allowed combinations of USIM and MTC ME(s) are FFS.

· -  In case of USAT application pairing and secure channel pairing

UICC OTA mechanism (as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]) is used to update the file EFIMEISV stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by addind or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EFIMEISV.

· In case of PIN pairing, the PIN value in the USIM could be change by UICC OTA mechanism. All specific MTC MEs authorized to be used with this USIM should be updated with the new PIN value. 

 The following editor’s notes are specific to the secure channel pairing. 
· Editor’s Note: The provisioning mechanisms and the scalability of the pre-shared key and certificate is FFS. 

· The provisioning of certificates and pre-shared key can be performed during personalization phase of the MTC ME or the UICC. Provisioning during personalization phase is out of scope.

For UICC into the field it is possible to change the pre-shared key or root certificates stored in the UISM by means of UICC OTA  as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]. The USIM could store several root certificatse in the file dedicated to the storage of root certificates used to verify the combination of USIM and MTC ME. 

For MTC ME into the field it is possible to modify the pre-shared key or certificate stored in the MTC ME by means of OMA DM. 
· Editor’s Note: It is FFS Whether certificate is a vendor certificate or operator certificate. 

· At the moment, there is no specific requirement to decide whether the certificate should be a vendor certificate or a operator certificate. The type of certificate may depend on the MTC application. The type of certificate (vendor certificate or operator certificate) has no impact on the solution. The operator could update the root certificate stored on the USIM thanks to UICC OTA mechanism. 
· Editor’s Note: It is FFS how the root certificates are mapped with the IMEI(SV)

· The MTC ME stores a certificate where the subject name is the IMEI(SV) value. This certificate is signed by operator or vendor. To verify the MTC ME certificate, the UICC stores the associated root certificate corresponding to the operator or vendor who signed the MTC ME certificates. 
· Editor’s Note: It is FFS how the operators enforce the restriction. CT6 LS(C6-110254/S3-110617) says how the operator forsees the solution to enforces the restriction
· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 
Conclusion
The following pseudo-CR provides a more complete description of the UE-based pairings.The editor’s notes solved by the new description are removed.

2. Pseudo-CR

START of CHANGE

7.5
Solution 5 – Restricting the USIM to specific MEs/MTC Devices
7.5.1
General Description

Several mechanisms exist to address this issue. 

Editor’s Note: To consider the standard platform security robustness requirements for securely storing the private key is FFS
7.5.1.1 
User Equipment-based pairings
CT6 discussed and considered three User Equipment-based mechanisms to restrict the use of UICC to specific MTC MEs, confer CT6 contribution C6-110182:

· Secure Channel pairing

· USAT application pairing

· PIN verification pairing

· Pairing 1: Secure Channel pairing

A secure channel pairing is successful when an Application-to-Application “Secured APDU” secure channel is completed as described in ETSI TS 102 484. 

CT6 mechanism proposes the use of pre-shared key (PSK) to establish the secure channel. 

TS 102 484 defines also a key agreement based on certificate exchange to establish the key material for the Master SA of the  Application-to-Application “Secured APDU” secure channel, the key material results from a certificate-based TLS handshake. This key agreement based on certificate exchange is used in Rel-10 Relay Node security to define certificate-based secure channel between the Relay Node and the UICC, as described in TS 33.401.  Consequently, the use of a key agreement based on certificate exchange, as decribed in ETSI TS 102 484, is considered in this analysis as a possible solution to restrict the USIM to specific MEs/MTC Devices. To ease the reading of this analysis, the Application-to-Application “Secured APDU” secure channel with a pre-shared key is named PSK-based secure channel, and Application-to-Application “Secured APDU” secure channel with key agreement based on certificate exchanged is named certificate-based secure channel.

SA1 allows restricting the use of a USIM to one MTC ME or many MTC MEs.

·  In case of PSK-based secure channel, the same pre-shared key should be provisioned in the USIM and in one or several authorized MTC MEs to allow the use of a USIM to one MTC ME or a group of MTC MEs.
· In case of certificate-based secure channel, it may be needed to reinforce the one-to-one or one-to-multiple binding by means of MTC ME identity check if the root certificate used to verify the MTC ME certificate is not dedicated to the list of authorized MTC MEs for this USIM . In this case, the USIM stores in a dedicated file (EFIMEISV) the list of authorized IMEI(SV) values or IMEI(SV) ranges of values to which the USIM is bound. During certificate verification the USIM checks that the IMEI(SV) received in MTC ME certificate matches the value or the range of values the UICC is configured with. The file of IMEI(SV) value or range of values to which the USIM is bound is described in CT6 contribution for USAT application pairing, this file can be updated by means of Over-The-Air mechanism.
The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing chek. The UICC also stores in the file EFpairing the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” and stores in the file EFpairing the IME(SV) value of the unauthorized MTC ME. 
The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file EFpairing is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFpairing  provide a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.
UICC OTA mechanism (as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]) is used to update the file EF IMEISV stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by addind or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EF IMEISV. 
The MTC ME stores a certificate where the subject name is the IMEI(SV) value. This certificate is signed by operator or vendor. To verify the MTC ME certificate, the UICC stores the associated root certificate corresponding to the operator or vendor who signed the MTC ME certificates.

The provisioning of certificates and pre-shared key can be performed during personalization phase of the MTC ME or the UICC. Provisioning during personalization phase is out of scope.

For UICC into the field it is possible to change the pre-shared key or root certificates stored in the UISM by means of UICC OTA  as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]. The USIM could store several root certificatse in the file dedicated to the storage of root certificates used to verify the combination of USIM and MTC ME. 

For MTC ME into the field it is possible to modify the pre-shared key or certificate stored in the MTC ME by means of OMA DM. 


Editor’s Note: It is FFS Whether certificate is a vendor certificate or operator certificate. 




· Pairing_2: USAT application pairing

USAT application pairing is successful when the IMEI or IMEISV retrieved from the terminal matches the value or the range of values the UICC is configured with. USAT application pairing fails if the terminal does not support USAT command PROVIDE LOCAL INFORMATION. After a UICC reset, the USIM shall have its PIN in a blocked state before USIM application selection. The PIN is unblocked and disabled after a successfull USAT application pairing. An MTC Device/UE supporting USAT application pairing shall proceed to Profile download as specified in 31.111 [12]. The USIM shall immediately send a proactive command PROVIDE LOCAL INFORMATION requesting the MTC Device/UE's IMEI(SV). The MTC Device/UE shall then send the TERMINAL RESPONSE with its IMEI(SV) before starting USIM initialisation procedure.
The file EFIMEISV stores the IMEI(SV) or range of value to which the USIM is bound.
The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing chek. The UICC also stores in the file EFpairing the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” and stores in the file EFpairing the IME(SV) value of the unauthorized MTC ME. 
The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file EFpairing is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFpairing  provide a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.
UICC OTA mechanism (as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]) is used to update the file EF IMEISV stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by addind or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EF IMEISV. 


· Pairing_3: PIN presentation pairing
By having the PIN enabled and the MTC Device/UE provisioned with the PIN value, it is possible to restrict the usage of the USIM to this MTC Device/UE and therefore prevent unauthorized use of the USIM in another equipment. This mechanism can be used in conjunction with the USAT application pairing as an additional measure.
The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing chek. In case of unsuccessful pairing check, the USIM sets the status flag to “KO”.
The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. The information stored in the file EFpairing  provide a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.
The PIN value in the USIM could be change by UICC OTA mechanism. All specific MTC MEs authorized to be used with this USIM should be updated with the new PIN value, e.g. by means of OMA DM.


END of CHANGE

