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Abstract of the contribution: This contribution resolves the editor’s note on MTC security GW by defining the functionalities of the MTC Security GW
Introduction:
This contribution elaborates on the functionalities of the MTC security GW to resolve the editor’s note on the MTC security GW. Request SA3 to accept the below proposed pCR

-------------------------------pCR to TR 33.868-----------------------------------
* * * First Change * * * *
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

MTC UE authentication: this is authentication of a UE using GSM AKA, UMTS AKA, EPS AKA, EAP-AKA, or EAP-AKA' as defined in TSs 43.020 [11], 33.102 [12], 33.401[13], 33.234 [14], or 33.402 [15]. 

MTC IMS authentication: this is authentication of the MTC Device/UE as an IMS UE by the IMS core as defined in TS 33.203 [16]. The need for such a form of authentication in the context of MTC is yet to be determined.

MTC ME authentication: this is authentication of the platform in the sense of device authentication as used in TS 33.320. The need for such a form of authentication in the context of MTC is yet to be determined, and, if needed, the appropriate mechanism would still have to be selected.

MTC application authentication: this is authentication between the MTC application on the MTC Device/UE and the corresponding application on the MTC server.

NOTE:
 MTC application authentication is transparent to the 3GPP network (GSM, 3G, or EPS) and therefore out of scope of 3GPP. However, it is ffs to which extent key management mechanisms supporting MTC application authentication are within the scope of 3GPP.

MTC 3GPP access confidentiality / integrity: this is the feature provided by the confidentiality / integrity mechanisms defined for interfaces between the UE and the 3GPP network in TSs 43.020 [11], 33.102 [12], 33.401 [13], 33.234 [14], or 33.402 [15] including any possible enhancements for MTC purposes.

MTC IMS access confidentiality / integrity: this is the feature provided by the confidentiality / integrity mechanisms defined for interfaces between the UE and the IMS core in TS 33.203 [16] including any possible enhancements for MTC purposes.

MTC IMS media plane confidentiality / integrity: this is the feature provided by the confidentiality / integrity mechanisms in TS 33.328 including any possible enhancements for MTC purposes.

MTC application confidentiality / integrity: this is a feature provided by confidentiality / integrity mechanisms used at the MTC application layer.

NOTE: 
MTC application confidentiality / integrity is out of scope of 3GPP.
MTC Security GW: Function entity in the operator’s security domain, terminating security association(s) for the external interface link between the network and the MTC server.
* * * Next Change * * * *
7.4
Solution 4 – External Interface Security

7.4.1
General Description

When the MTC Server is located outside the operator domain, the interface between the core network and the MTC Server may be protected using mechanisms like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

Functional entity MTC Security GW may be used to authentication and authorization the MTC servers and to secure the external interfaces as shown in the Figure 3
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Figure 3 MTC Security GW exists between the MTC server and the network entity 

Thus the MTC Security GW within the MTC-IWF perform access control functionality of MTCsp interface to prevent the unauthorized MTC server from accessing to the core network. It can authenticate with MTC server on behalf of the 3GPP network. Similarly a separate Security GW may be used between MTC Server and SMS-SC/IP-SM-GW/GGSN/P-GW to perform access control functionality of MTCsms and Gi/SGi interface to prevent the unauthorized MTC server from accessing to the core network.
After successful mutual authentication between the MTC server and the MTC security GW, the MTC security GW connects the MTC server to the operator’s security domain. Any connection between the MTC server and the core network is protected through the MTC security GW. End-to-end security association should be used for protection between the MTC server and the MTC security GW. Security associations are required between the MTC security GW and the MTC server placed outside the Operator’s secure domain. These security associations should be used for any communication between the entities. Communication between the MTC server and the MTC security GW should be confidentiality, integrity and replay protected. The NDS/IP security mechanism [2] or proprietary security mechanism is used for mutual authentication and to protect the communication between the MTC security GW and the MTC server.
Any unauthenticated traffic from the MTC server should be filtered out at the MTC security GW.
7.4.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 

* * * End of Change * * * *
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