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1. Introduction
We propose to add the following changes to the Technical Report TR 33.914, v0.6.0: 
Reason for change: 

The text speaks of deriving Ks_int_NAF, but it should read ‘Ks’.

In the last formula in the NOTE at the end of A.1, ‘Ks’ has to be replaced with ‘H(A1)’.
A few editorial corrections were also made to A.1. 

A new Annex A.2 was added for defining the derivation of Ks_NAF. 

--------------------------------------------------------------------------

START OF CHANGES
Annex A Use of the Key Derivation Function
A.1
Derivation of passwd and Ks

Derivation of passwd and Ks for GBA_Digest follows the same procedure as NAF specific key derivation in GBA and GBA_U (TS 33.220, Annex B.3).

The input parameters for the key derivation function to derive passwd and Ks shall be the following:

-
FC = 0x01,

-
P1 = TLS_MK_Extr,

-
L1 = length of TLS_MK_Extr is 48 octets (i.e. 0x00 0x30),

In the derivation of passwd as specified in Clause 7.2.2, Step 5,

-
P0 = "GBA_Digest_RESP"
(i.e. 0x47 0x42 0x41 0x5F 0x44 0x69 0x67 0x65 0x73 0x74 0x5F 0x52 0x45 0x53 0x50), and

-
L0 = length of P0 is 15 octets (i.e., 0x00 0x0F).

In the key derivation of Ks as specified in Clause 7.2.2, Step 6,

-
P0 = "GBA_Digest_Ks" 
(i.e. 0x47 0x42 0x41 0x5F 0x44 0x69 0x67 0x65 0x73 0x74 0x5F 0x4B 0x73), 

-
L0 = length of P0 is 13 octets (i.e., 0x00 0x0D),

-
P2 = RESP, and

-
L2 = length of RESP is variable and depends on the algorithm used in HTTP Digest (e.g., 32 if MD5 is used)

The Key to be used in the key derivation function shall be:

-
H(A1) as specified in Clause 7.2.2, step 5

NOTE:
In the specification this function is denoted as: 

passwd = KDF (H(A1), "GBA_Digest_RESP", TLS_MK_Extr), and 

Ks = KDF (H(A1), " GBA_Digest_Ks", TLS_MK_Extr, RESP).

**********************************************************
NEXT CHANGE
**********************************************************
A.2
NAF specific key derivation in GBA_Digest
In GBA_Digest, the input parameters for the key derivation function to derive Ks_NAF shall be the following:
-
FC = 0x01,

-
P0 = "gba-digest" (i.e. 0x67 0x62 0x61 0x2d 0x64 0x69 0x67 0x65 0x73 0x74), and

-
L0 = length of P0 is 10 octets (i.e., 0x00 0x0a).

-
P1 = nonce,

-
L1 = length of nonce is variable (not greater that 65535),
-
P2 = IMPI encoded to an octet string using UTF-8 encoding (see clause B.2.1 of TS 33.220 [2]),

-
L2 = length of IMPI is variable (not greater that 65535),

-
P3 = NAF_ID with the FQDN part of the NAF_ID encoded to an octet string using UTF-8 encoding (see clause B.2.1 of TS 33.220 [2]), and

-
L3 = length of NAF_ID is variable (not greater that 65535).

The Key to be used in key derivation shall be:
-
Ks as specified in clause A.1 of the present document,
NOTE:
In clause 7.2.2 this function is denoted as: 

Ks_NAF = KDF (Ks, "gba-digest", nonce, IMPI, NAF_Id).
END OF CHANGES
