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Abstract of the contribution: This contribution removes the open Editor’s Notes in the SPUCI TR and gives input for the conclusion section. 
Discussion

Offline discussion amongst member companies active in SPUCI work item led to the conclusion to put the TR 33.838 at rest. This conclusion was reached because member companies could not come to an agreement on items that should be standardized and at what level. Instead it was agreed to focus on countering evasion of correct identification. It was also agreed to remove all the “editor’s notes” and where necessary replace them with “notes”. This pCR reflects the agreement reached and proposes to close the SPUCI TR.
Start Of 1st Change

4
Definition of PUCI Scope
4.1
Communication Modes

Editor’s note: This section defines the scope of the PUCI solution in terms of what modes of communication should be covered (voice, instant messaging, other), and discusses how different communication modes affect the PUCI solution.
The PUCI study TR [3] discussed PUCI primarily in the context of voice communications, but did not specify which modes of communication a PUCI solution should apply to. To address this question, the following considerations are put forward:

· It is desirable to have as complete a protection as possible. Thus, PUCI should preferably cover all communication modes carried in IMS. In particular, this includes communication modes utilized in services defined for IMS, such as voice, video, and instant messaging (IMS Multimedia Telephony Service [4]). Other possibilities include protection against presence spam, i.e., UC embedded in presence subscription messages (e.g., in the From or Contact fields, depending on what is displayed to the recipient for an authorization decision).

· However, since the overall goal of PUCI is to avoid disturbing the subscriber with UC, there is likely little utility in attempting to block communication elements in an already established session. Thus, the primary aim is to prevent UC session establishment attempts. Consequently, content-based protection mechanisms could be beneficial for the case of instant messaging UC carried in SIP Messages, but is likely ineffective when applied to the media plane, e.g., of an established MSRP session. It could be studied if media plane screening solutions can help in addition to mechanisms studied in this TR.

· Note: The addition of an media element during an ongoing session might introduce a potential issue, if it is possible for an attacker to spoof the originating identity.
End Of 1st Change

Start Of 2nd Change

10
PUCI Information Exchange

10.1
PUCI Information Type and Structure

The intention of providing PUCI information is to alert that the corresponding session is matter of UC with a certain likelihood indicated by the UC Score. The PUCI information, e.g., the UC Score, is updated by the terminating PUCI AS according to the check(s) performed and it is used in the terminating S-CSCF for re-routing the session to an answering machine or elsewhere depending on user or operator policy of the terminating network. The threshold based on which a session is treated as UC is based on operator policies of the terminating network; the operator might also allow subscribers to set the threshold. 
SIP proxies will, in accordance with their compatibility procedures, ignore the UC Score and the UC Indicator. Back to Back User Agents (B2BUAs) may however remove the UC Score and the UC Indicator. Therefore, an environment where UC Scoring is to be used successfully needs to ensure that no B2BUAs act on UC Scores.

The scoring information should consist at least of the following two basic parameters:
· UC Score: The parameter range is configured by the operator, indicating the likelihood of UC as well as the hostname where the PUCI test got executed. 

In case PUCI scoring takes place in the originating network, the interpretation in the terminating network of the UC Score generated in the originating network needs to be defined in the SLAs of the IMS level interworking. Possibly, multilateral SLA for all operators joining in the PUCI scheme may be advantageous.

In the general case, intermediary networks need to be considered. Whether this is an issue will depend on the concrete deployments. Note also that clause 10.2 would allow intermediary networks adding PUCI scores.

Corresponding SLAs should define originator of the particular UC Score because it is needed to for evaluation of the UC Score.

NOTE: If communication is happening within operator network then authentication is not needed.

· UC Indicator: This parameter should be a simple Boolean that is set by the originating network. It marks explicitly the sessions as UC or not and is evaluated by the terminating network. 


The UC Score and the UC Indicator could be incorporated into the SIP header as shown in the example below:
NOTE: According to the text in this clause, the UC score is always present when the UC indicator is present. It could not be determined, in general, in how far the latter adds value in the presence of the former. This question will have to be solved for individual deployments.
INVITE sip:bob@example.net SIP/2.0

Via: SIP/2.0/UDP sip.example.net;branch=z9hG4bKnashds8;received=192.0.2.1

UC-Score: 75 by sip.example.net;

UC-Indicator=true;

Via: SIP/2.0/UDP sip.example1.net;branch=z9hG4bKxyz;received=192.8.2.1

UC-Score: 80 by sip.example1.net;

UC-Indicator=true;
Via: SIP/2.0/UDP sip.example.com;branch=z9hG4bKfjzc; received=192.0.2.127 
Max-Forwards: 70  

To: Bob <sip:bob@example.net>

From: Alice <sip:alice@example.com>;tag=1928301774

Call-ID: a84b4c76e66710@pc33.example.com

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.example.com>

Content-Type: application/sdp

Content-Length: 142

[... SDP excluded from this example...]
End Of 2nd Change

Start Of 3rd Change

11
Conclusions and Recommendations

Solutions, i.e. supplementary services based and IMR, for protecting IMS from unsolicited communication (UC) were discussed in 3GPP SA3 working group. Discussion in SA3 did not lead to agreement and thus conclusion on items that should be standardized and at which level. Identification of origin of calls was considered as a building block. Therefore, SA3 has agreed to study the topic of countering evasion of correct identification.
End Of 3rd  Change
