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Abstract of the contribution: Analyse triggering condition and solutions for PWS public key update.
1. Introduction

In section 5, S3-111224, both solution 1 and solution 2 have defined the public key distribution procedures. NAS SMC/Attach/TAU ACCEPT is used for public key distribution in LTE and NAS SMC/Attach/RAU/LAU ACCEPT is for public key distribution in UMTS in solution 1. Public key is distributed only in attach procedure for both LTE and UMTS in solution 2.There is some public key updating scenario. But the frequency of happenning this kind of case is very low. This document analyses the detailed triggering condition and corresponding solutions for public key update.
2. Analysis

There may be two cases when UE should update the public key. 
Case 1: Signing entity is changed, e.g, caused by Inter-PLMN HO
When the signing entity is changed, the public key is changed and it should be updated. It happens when UE roams to a new cell which belongs to another PLMN with a different CBE. The new PLMN can be associated to the same CBE that the old one is and it can also be the different CBE.If this new PLMN is associated with a different CBE, the UE should use the public key provided by the new CBE to verify PWS signature. In this public key updating scenario, both the PLMN serving the UE and the signing entity-CBE have been changed after UE HO to a new cell. 
In solution 1 of PWS living document, for LTE and UMTS system, MME/SGSN can send the new public key to UE in the TAU/RAU procedure after the Inter-PLMN HO. 
Case 2: Signing entity updates its public key

ECDSA/DSA with at least 112 bit security level is considered secure enough in nearly next 20 years according to NIST recommendation [1]. Furthermore, there are few chances for the network to broadcast PWS notifications since these kinds of disasters happen in twenty-year level or hundred-year level and moreover each government will be very careful to send such kind of public warning. So the public keys for PWS signature will be seen as safe in a very long period. However, there remains requirement for PWS public key update for some abnormal reasons e.g. private key leakage, key management hole etc. 
The signing entity will provide a new public key to MME/SGSN when the private key is not considered as secure any more.Then the MME/SGSN distributes the public key to the UEs in the message NAS SMC/attach/TAU/RAU accept in solution 1 in PWS living document. 
Summary and Conclusions: 

For both above cases, the scenario of triggering public key update is accidental and infrequent. And the requirement for public key update is so low that there may be no need to define new mechanism for public key update. The public key distribution procedure defined in solution 1 in PWS living document can also be used to update the public key.
The UE without updating the public key in time can not verify the PWS notification signed with new private key. Providing two sets of public key to UE, as described in solution 2 in PWS living document, is not an effective solution for above two triggering conditions. Because for case 1, the signature entity has changed and the public key provided by the old signing entity can not be used to verify the PWS notification signed by the new signing entity. And for case 2, two sets of private keys in signing entity which is corresponding to the public keys in UE have the same security level. If the signing entity considers the current K(i) is not secure, then the next key K(i+1) is not secure either.   
3. Proposal
From above analysis, we propose that SA3 adopts the following proposal and add the triggering condition for public key update to the living document or new TS.

Proposal 1:  There are two scenarios for public key update, i.e. when the signing entity is changed or the signing entity provides new public key to the network.

Proposal 2: The scenario of triggering public key update is accidental and infrequent. There is no need to define a new solution specificly for public key update. The existing public key distribution procedure of solution 1 in PWS living document can be used for public key update.

4. Reference

[1] Recommendation for Key Management, Special Publication 800-57 Part 1 Rev. 3, NIST, 05/2011.

PCR

**************************************start first change ***************************************
4.1.2.5 Triggering condition for public key update
There are two scenarios for public key update, i.e. when the signing entity is changed or the signing entity provides new public key to the network. The scenario of triggering public key update is accidental and infrequent. There is no need to define a new solution specificly for public key update. The existing public key distribution procedure of solution 1 in PWS living document can be used for public key update.
Case 1: Signing entity is changed, e.g, caused by Inter-PLMN HO

When the signing entity is changed, the public key is changed and it should be updated. It happens when UE roams to a new cell which belongs to another PLMN with a different CBE. The new PLMN can be associated to the same CBE that the old one is and it can also be the different CBE.If this new PLMN is associated with a different CBE, the UE should use the public key provided by the new CBE to verify PWS signature. In this public key updating scenario, both the PLMN serving the UE and the signing entity-CBE have been changed after UE HO to a new cell. 
In solution 1 of PWS living document, for LTE and UMTS system, MME/SGSN can send the new public key to UE in the TAU/RAU procedure after the Inter-PLMN HO. 

Case 2: Signing entity updates its public key

ECDSA/DSA with at least 112 bit security level is considered secure enough in nearly next 20 years according to NIST recommendation. Furthermore, there are few chances for the network to broadcast PWS notifications since these kinds of disasters happen in twenty-year level or hundred-year level and moreover each government will be very careful to send such kind of public warning. So the public keys for PWS signature will be seen as safe in a very long period. However, there remains requirement for PWS public key update for some abnormal reasons e.g. private key leakage, key management hole etc.
The signing entity will provide a new public key to MME/SGSN when the private key is not considered as secure any more.Then the MME/SGSN distributes the public key to the UEs in the message NAS SMC/attach/TAU/RAU accept in solution 1 in PWS living document. 

**************************************end first change ***************************************
**************************************start second change ***************************************
5.2.1 Public key distribution
The solution describes the distribution of the public signature verification key information based on NAS messages. NAS SMC/Attach /TAU ACCEPT message can be used.
1. In the initial attach procedure, UE sends the initial attach request to MME.

NOTE A: If UE has attached the network before, UE sends the public key identifier to MME in Attach request or TAU request. 

NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2. EPS AKA procedure may take place.

3. When MME receives the initial attach request, MME distributes the latest public key and the identifier of public key and the signing entity identifier in NAS SMC.

NOTE C: In order to validate the PWS warning notification come from different signing entities, UE shall be notified signing entity identifier, to know which signing entity the PWS warning message comes from.

NOTE D: If UE has attached the network before, when MME receives Attach or TAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, MME checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
NOTE E: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, MME will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4. At receiving the NAS message, UE receives and saves the public key, PKSI, and the signing entity identifier and the relationship between PWS key, PKSI and the signing entity identifier sent from MME via NAS SMC. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.

[image: image1]
Figure 5-1: Distribution of public key information

NOTE F: Only happening in emergency case.

NOTE G: Signature entity identifier is only needed when the CBE signs the warning messages.

Editor’s Note：If the UE has several active keys, the UE must either sent several PSKI in step 3 and receive several public keys in step 4, or step 3 and 4 needs to be repeated several times. This is FFS.

Editor’s Note：If the UE has several active keys, the signature entity identifier must be sent in the warning messages as the UE can otherwise not determine which key to use.
The public key distribution mechanim can also be used for public key update in LTE.

**************************************end second change ***************************************
**************************************start third change ***************************************

5.2.2 Public key distribution in UMTS

The solution describes the distribution of the public signature verification key information based on AS message or NAS messages. SMC /Attach /RAU/LAU ACCEPT message can be used.
1. In the initial attach procedure, UE sends the initial attach request to SGSN.

NOTE A: If UE has attached the network before, UE sends the public key identifier to SGSN in Attach/ RAU/LAU request. 

NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2. AKA procedure may take place.

3. When SGSN receives the initial attach request, SGSN distributes the latest public key and the identifier of public key in Security Mode Command. 

NOTE C: If UE has attached the network before, when SGSN receives Attach/RAU/LAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, SGSN checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
NOTE D: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, SGSN will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4. At receiving the Security Mode Command message, RNC transmits this message to UE.

5. When receiving the Security Mode Command message, UE receives and saves the public key sent from RNC via Security Mode Command. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.

[image: image2]
Figure 5-2: Distribution of public key information in UMTS

Editor’s Note：It is FFS whether SMC messages should be used for key distribution.
The public key distribution mechanim can also be used for public key update in UMTS.
**************************************end third change ***************************************
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3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
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6. UE saves the latest public key and the corresponding PSKI. 








3. If UE send a PKSI included in the Attach/RAU Request, SGSN checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
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