3GPP TSG SA WG3 (Security) Meeting #66  
S3-120078
6 - 10 Feb 2012, Vancouver, Canada



Source:
China Mobile, TeliaSonera
Title:
Proposed text for background section of the Technical Report for Spoofed call detection and prevention SID
Document for:
Approval
Agenda Item:
8.8
Work Item / Release:
Spoofed Call / R12
Abstract of the contribution: This document provides proposed text for the background of the Technical report for spoofed call detection and prevention SID.
1. Introduction

The study background of spoofed call detection and prevention is proposed as following.

2.  Proposal
----------------------------------------------------------------Begin of Change--------------------------------------------------------

4 Background 


There are a variety of methods and technologies that can be used to make spoofed calls. The most common ways are probably through leased voice line/PRI or using VoIP technology. Spoofed call is unfortunately an existing method in telecom fraud. In some regions, commonly spoofed IDs are those from authoritative organizations, emergency IDs, bank IDs and police IDs. In other regions, threats include spoofing on voicemail spoofed (privacy threats) and on premium services (commercial threats). Spoofed calls may indeed be terminated in a 3GPP mobile network – an increasing probability and threat. There are several impacts by the spoofed calls.  For example, the existence of spoofed calls lowers the trust level of telecom services, in that people may trust all networks less and less. Fraud can cause substantial loss to users and operators; it enhances the fraud effect by cheating people, and threatens to create bad reputation to also mobile networks and its services. 

In order to detect the spoofed call and to find measures to deal with the problem of spoofed calls, the most suitable methods for this problem need to be studied and described. 
----------------------------------------------------------------End of Change-----------------------------------------------------------

