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1
Introduction
The contribution discusses the external interface security when the MTC Server is located inside the operator network in TR 33.868 section 7.4.1.
2
Discussion
It is proposed in TR 33.868 section 5.5.1, it describes there are two scenarios: MTC Serever(s) controlled or not controlled by operator. In section 7.4.1 it only proposes solutions for the scenario that MTC Server(s) not controlled by operator. A solution should be considered when the MTC Server is located inside of the operator network.
When the MTC server is located inside the operator, i.e. it is fully controlled by the network operator, the operator can protect the interface security by using any mechanisms. As a result, the interface security is up to operator’s policy.. 
3   Proposal
It is proposed to add a note to indicate when the MTC server is controlled by the network operator, the interface security is up to operator’s policy.. 
4   pCR
============================Begin of Change=========================

7.4.1
General Description

7.4.1
General Description

When the MTC Server is located outside the operator domain, the interface between the core network and the MTC Server may be protected using mechanisms like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

Functional entity MTC-Security GW may be used to authentication and authorization the MTC servers and to secure the external interfaces as shown in the Figure 3
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Figure 3 Security GW exists between the MTC server and the network entity
Thus the MTC-Security GW within the MTC-IWF can perform access control functionality of MTCsp interface to prevent the unauthorized MTC server from accessing to the core network. It can authenticate with MTC server on behalf of the 3GPP network. The NDS/IP security mechanism or proprietary protection mechanism can protect the trigger indication sent from the MTC server to the MTC-IWF. Similarly a separate Security GW may be used between MTC Server and SMS-SC/IP-SM-GW/GGSN/P-GW to perform access control functionality of MTCsms and Gi/SGi interface to prevent the unauthorized MTC server from accessing to the core network.
When the MTC Server is located inside the operator domain and controlled by the network operator, the interface security between core network and MTC Server is up to operator’s policy.
============================End of Change==========================
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