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*******************************Begin of first change**********************************************
5.4
Other security features

The communication between time server and H(e)NB shall be provided with adequate protection. 

In case of non-CSG capable UEs or non-CSG capable HNBs, UE access control shall be performed in the HNB-GW and optionally in HNB. UE access control per HNB operating in closed access mode, as specified in TS 22.220 [31], shall be applied in the HNB-GW to all UE associated messages (e.g. RANAP).
In case of CSG capable UEs and CSG capable HNBs, UE access control shall be performed in the SGSN/MSC as specified in TS 25.467 [12]. UE access control per HNB operating in closed access mode shall be applied in the SGSN/MSC to all UE associated messages (e.g. RANAP).
In the case of HeNBs, UE access control shall be performed in the MME as specified in TS 36.300 [27]. UE access control per HeNB operating in closed access mode shall be applied in the MME to all UE associated messages (e.g. S1AP).
The H(e)NB-GW shall verify that all UE associated messages from H(e)NBs operating in closed access mode, as specified in TS 22.220 [31],can be mapped to a specific CSG id and that this CSG id is allowed for the identity of the originating H(e)NB (cf. clause 4.4.9).  In the absence of a HeNB-GW, an MME implementing the verifications specified in clause 4.4.9 shall perform this CSG id verification.
NOTE X: 
The CSG id being verified may be explicitly present in the message as an information element or may be mapped by other means.
The HMS and/or HNB-GW shall perform HNB location verification. The HeMS shall perform HeNB location verification.
NOTE XX: 
Location verification is needed to satisfy various security, regulatory and operational requirements of operators.
*******************************End of changes***************************************************
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