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1. Overall Description:

During the work on PWS Security, SA3 has discussed the reception of warning messages for UEs in limited service state. According to 36.304:

“An "acceptable cell" is a cell on which the UE may camp to obtain limited service (originate emergency calls and receive ETWS and CMAS notifications). Such a cell shall fulfil the following requirements, which is the minimum set of requirements to initiate an emergency call and to receive ETWS and CMAS notification in a E-UTRAN network”

SA3 is not aware of any information regarding the handling in GERAN/UTRAN, but SA3 assumes that the same handling should apply independently of RAN. SA3 would like to know if this handling is required and if such a requirement only mandates reception or also processing and display of warning messages.

If the UE is camping on acceptable cell without being registered, the UE can’t be sure of its location, even at PLMN granularity. Therefore, the UE can’t verify whether the regulator mandates signed PWS warning message for the location it is at. Whether the information is presented to the user regardless of unverifiable security may be up to UE settings. Since such decision will be made at the application level, the access stratum in the UE can still receive warning messages in acceptable cell.

Q1: Is there a requirement on the UE in limited service state to receive, process, and display warning messages?

SA3 has identified that requirements for UEs in limited service state may have major impact on possible PWS Security solution, especially when such requirements are combined with the new TSG SA decisions on PSW support. At TSG SA #54 several decisions regarding PWS support in 3GPP UEs was made. LS SP-110890 gives guidance regarding the decisions and SA1 is requested to specify requirements related to item 4.

4. A USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards).

a. Non-existing or empty data file as well as feature specific fields not set means no change to above requirements.

b. HPLMN PWS disable field disables PWS support in HPLMN and PLMNs equivalent to it.

c. Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.

SA3 assumes that “Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.” means that such a UE shall ignore warning messages without signature, messages where the signature verification fails, and messages for which the UE does not have the verification key (and hence cannot verify the signature).
Q2: Are these assumptions correct?

The currently proposed PWS security solutions in SA3 rely on NAS messages for the delivery of PWS verification keys. This means that a UE in limited service state cannot receive new verification keys. Combined with the handling described above this may cause security issues. If the answer to Q1 is positive, then SA3 sees three different outcomes:
· If the answers to Q1 and Q2 are positive, this currently proposed security solution in SA3 would mean that a UE with a USIM containing “Unsecured PWS disable field” camping in a cell with limited service may be forced to ignore legitimate warning messages because the UE has no possibility to receive new verification key.

· If the answers to Q1 is positive, but UE with a USIM containing “Unsecured PWS disable field” camping in a cell with limited service should still display unverified PWS warning messages, this makes it possible for adversaries to send false PWS messages.

· Another option would be to change the PWS security solutions so that key distribution does not rely on the UE to be registered. This solves the security problems but may require the use of a global PKI, which may conflict with national regulatory requirements.
Default behaviour needs to strike a balance between the potential for true PWS messages being able to save lives and the potential for false PWS messages to induce a dangerous, potentially life threatening, mass panic. SA3 would like SA1 guidance on any related requirements and guidance on how to proceed.

Q3: If the answer to Q1 is positive, which approach in the bullet list above would be acceptable?
SA3 would also like to inform any affected groups that PWS Security will not be ready in time for Rel-11 and that SA3 has made the decision to update the PWS_Sec work plan. SA3 has also agreed to in the future make a new TS for PWS security, which according to the new plan will be presented to SA TSG in December 2012.
2. Actions:

To SA1: SA3 kindly asks SA1 to take the above information into consideration, give guidance, and provide
feedback on the questions.
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