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1
Discussion
SA2 is discussing three solutions for device triggering for Rel-11, so called “T4 solution”, “T5 solution” and “user plane (UP) solution” depending on how the device trigger is transported to the UE. 
Basically the route of the device trigger can be as follows:

T4 solution: MTC server – MTC IWF – SMSC – MSC/SGSN/MME – RAN – UE

T5 solution: MTC server – MTC IWF – MSC/SGSN/MME – RAN – UE

UP solution: MTC server – GGSN/PGW – SGSN/SGW - RAN – UE

This contribution discusses the security aspects of these solutions at three interfaces: radio interface, the interface between home and serving network, and external interface between the 3GPP network and external PDN.
It should be noted that integrity protecting trigger messages “end-to-end” alone may not be sufficient. End to end integrity protection ensures that the device reacts to the trigger message only after its integrity has been verified. This also means that possibly fake trigger messages are conveyed to the device and the device takes the burden of verifying them. This consumes network resources but especially also device resources, which can be very harmful for a battery operated devices. 

2
Discussion

External interface:  
T4 solution: Trigger indication is sent over Tsp from MTC server to MTC-IWF. Requirements exist in current SA3 TR 33.868 that MTC-IWF should verify the integrity of the device trigger and that it is sent by an authorized source. This could be achieved with the help of the MTC-SEG. Checking a received device trigger that has come over the T4 to SMSC should not be a problem as MTC-IWF and SMSC are within the same operator.

Additionally, the MTC server may send a device trigger over Tsms to SMSC. This poses the problem identified in TR 33.868 “SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).” One possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The SMSC should then check incoming SMSs and accept device trigger SMSs only from authorized MTC servers. This could be achieved with the help of the MTC-SEG.
T5 solution: Tsp interface is the same for T4 solution and T5 solution. Therefore the same considerations apply. 
UP solution: Trigger UP message is sent over Gi/SGi from MTC server to GGSN/PGW. This seems to pose a requirement that the GGSN/PGW should accept trigger UP messages only from authorized MTC server. This would further require that trigger UP messages can be distinguished from other user plane data messages over Gi/SGi, and the GGSN/PGW would need to possibly check all incoming traffic over Gi/SGi and filter out unauthorized trigger UP messages.   This seems a major task to do.
Interface between home and serving network:  
T4 solution: The trigger SMS is sent from SMSC as follows: to MME via MSC in LTE, to SGSN in PS UTRAN, to SGSN in GPRS. This poses the problem identified in TR 33.868 “SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).”  Also here, one possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The MME/SGSN in the serving network should then check incoming SMSs and accept device trigger SMSs only from an authorized source (e.g. SMSC) in the HPLMN. Checking a received device trigger SMSM should not be a problem when MME/SGSN and SMSC are within the same operator. 
It seems additional measures may be needed in case of roaming to do the check. One possible solution is that trigger SMSs are always sent home routed via a dedicated SMSC. Then the MME/SGSN node, when it receives a trigger SMS, contacts the UEs HSS to get information about whether the trigger SMS was sent by an authorized source in the HPLMN.  If the received information from the HSS matches the source information in the trigger SMS, the trigger SMS is forwarded to the UE. The requested information could include, e.g. address of the authorized SMSC, information if there is an outstanding trigger SMS for the UE, or the even the reference number of the trigger SMS. 
T5 solution: SA2 is discussing two options: Device trigger can be sent over T5 as an SMS or as a generic signaling message. In case of SMS the same considerations apply as for T4 solution above with the exception that the source node is MTC-IWF and not SMSC. In case of generic signaling message is used it seems that “additional” checking is not needed when the trigger message is sent as a generic signaling message as it can be regarded as a normal signalling message and existing protection mechanisms for signalling messages should apply. 
UP solution: Trigger UP message is sent from GGSN/PGW to SGSN/SGW. This would require that trigger UP messages can be distinguished from other user plane data messages at SGSN/SGW, and the SGSN/SGW would need to possibly check all incoming traffic and filter out unauthorized trigger UP messages. This seems a major task to do.
Radio interface: 

T4 solution: Device trigger is sent as MT SMS. MT SMS in control plane is integrity protected in LTE and UTRAN but not in GERAN. MT IP-SMS (if applicable) does not provide integrity protection in any network. 

T5 solution: Device trigger is sent as MT SMS or a NAS message (SA2 is discussing two options). In case MT SMS the same considerations as for T4 solution apply. In case of a NAS transport, NAS message in control plane is integrity protected in LTE and UTRAN but not in GERAN.

UP solution: Device trigger is sent over user plane. Integrity is not provided for user plane in any RAN.

3
Conclusion

It is proposed to add the analysis in section 2 above to evaluation clause 7.1.2 of TR 33.868.
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7.1.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 

The following provides an evaluation of DT mechanisms on each interface. It does not take into account possible end to end protection of DT.

External interface:  

T4 solution: Trigger indication is sent over Tsp from MTC server to MTC-IWF. Requirements exist in current SA3 TR 33.868 that MTC-IWF should verify the integrity of the device trigger and that it is sent by an authorized source. This could be achieved with the help of the MTC-SEG. Checking a received device trigger that has come over the T4 to SMSC should not be a problem as MTC-IWF and SMSC are within the same operator.

Additionally, the MTC server may send a device trigger over Tsms to SMSC. This poses the problem identified in TR 33.868 “SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).” One possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The SMS application port is conveyed all the way to the UE, and it can be used by the intermediate nodes as well as the MTC device to distinguish ordinary short messages from short messages for triggering. The SMSC should then check incoming SMSs and accept device trigger SMSs only from authorized MTC servers. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources. This could be achieved with the help of the MTC-SEG. 
T5 solution: Tsp interface is the same for T4 solution and T5 solution. Therefore the same considerations apply. 

UP solution: Trigger UP message is sent over Gi/SGi from MTC server to GGSN/PGW. This seems to pose a requirement that the GGSN/PGW would need to filter out unauthorized triggers. This could be achieved by only allowing traffic to the UE from an authorized MTC server (which is assumed not to send false triggers)  Alternatively achieving the requirement would require that trigger UP messages can be distinguished from other user plane data messages over Gi/SGi, and the GGSN/PGW would need to possibly check all incoming traffic over Gi/SGi and filter out unauthorized trigger UP messages.   The latter seems a major task to do.
Interface between home and serving network:  

T4 solution: The trigger SMS is sent from SMSC as follows: to MME via MSC in LTE, to SGSN in PS UTRAN, to SGSN in GPRS. This also poses the problem that the serving network node is required to distinguish ordinary short messages from short messages for triggering unattended MTC Device/UEs and act accordingly (e.g selectively block).  Also here, one possibility to distinguish is to use a dedicated SMS application port (User Data Header Port, cf. 23.040) for trigger SMSs. The SMS application port is conveyed all the way to the UE, and it can be used by the intermediate nodes as well as the MTC device to distinguish ordinary short messages from short messages for triggering. The MME/SGSN in the serving network should then check incoming SMSs and accept device trigger SMSs only from an authorized source (e.g. SMSC) in the HPLMN. Checking a received device trigger SMSM should not be a problem when MME/SGSN and SMSC are within the same operator. This approach requires that the SMS infrastructure can filter based on payload contents for all SMS from untrusted sources.
It seems additional measures may be needed in case of roaming to do the check. One possible solution is that trigger SMSs are always sent home routed via a dedicated SMSC. Then the MME/SGSN node, when it receives a trigger SMS, contacts the UEs HSS to get information about whether the trigger SMS was sent by an authorized source in the HPLMN.  If the received information from the HSS matches the source information in the trigger SMS, the trigger SMS is forwarded to the UE. The requested information could include, e.g. address of the authorized SMSC, information if there is an outstanding trigger SMS for the UE, or the even the reference number of the trigger SMS. 

T5 solution: SA2 is discussing two options: Device trigger can be sent over T5 as an SMS or as a generic signaling message. In case of SMS the same considerations apply as for T4 solution above with the exception that the source node is MTC-IWF and not SMSC. In case of generic signaling message is used it seems that “additional” checking is not needed when the trigger message is sent as a generic signaling message as it can be regarded as a normal signalling message and existing protection mechanisms for signalling messages should apply. 

UP solution: Trigger UP message is sent from GGSN/PGW to SGSN/SGW. If filtering was not done at the GGSN/PGW, this would require that trigger UP messages can be distinguished from other user plane data messages at SGSN/SGW, and the SGSN/SGW would need to possibly check all incoming traffic and filter out unauthorized trigger UP messages. This seems a major task to do.
Radio interface: 

T4 solution: Device trigger is sent as MT SMS. MT SMS in control plane is integrity protected in LTE and UTRAN but not in GERAN. MT IP-SMS (if applicable) does not provide integrity protection in any network. 

T5 solution: Device trigger is sent as MT SMS or a NAS message (SA2 is discussing two options). In case MT SMS the same considerations as for T4 solution apply. In case of a NAS transport, NAS message in control plane is integrity protected in LTE and UTRAN but not in GERAN.

UP solution: Device trigger is sent over user plane. Integrity protection is not provided for user plane in any RAN.
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