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1. Overall Description:

SA3 thanks RAN3 for the reply LS R3-113147. SA3 has taken into consideration the reply LS as well as the SA#54 action point in which “SA WG3 were asked to review the changes made in 33.320 CR0072R2 (TD SP 110848) with respect to the impacts on RAN WG3 work and create any further corrective CRs needed”. Given this, SA3 has agreed on several CRs to address any potential RAN3 impacts on the topic of H(e)NB identity verification requirements for UE access control enforcement.  In particular, we have addressed the action requested from RAN3 as follows:
1) Respond as to whether there is a specific verification mechanism that SA3 would like RAN3 to investigate further 

SA3 response: After discussion, we have decided to mandate the implementation of the verification requirement on the MME in case of HeNB-GW is not deployed.  Note that this requirement only applies to a MME that supports HeNB.  Please see S3-120202.
2) Take into account that regarding S3-111205, section 5.4, paragraph 4, the CSG Id information element is not present in all UE-associated messages between H(e)NB and H(e)NB-GW for UEs operating on closed access cells

SA3 response: We have taken into account in our CR S3-120203 that not all UE-associated messages between H(e)NB and H(e)NB-GW contain the CSG Id information element and that some of these messages may be mapped to a specific CSG id. The requirement from SA3 is that all UE associated messages between the HeNB and the network shall be mapped to a specific CSG id.
3) Confirm whether it would be acceptable to SA3 to update paragraph 4 to state that the verification shall be done for all UE-associated messages that can be mapped to a specific CSG id.

SA3 response: See reply above and attached SA3 CR S3-120203
In the discussion addressing RAN3 questions and requests, we have come across the following and would like to request RAN3 for clarification and confirmation.

In regard to “all UE associated messages originating in closed mode H(e)NBs”, SA3’s understanding is that in principle the CSG id information may be of the following cases:

1. Explicitly present in the message

2. Not explicitly present but maybe mapped by other means

3. Not explicitly present and cannot be mapped by current means

We are unsure about if messages of Case 3 type really exist, and, if yes, how they may be verified since they cannot be mapped to a CSG id by current protocol means.  However, we do have concerns that if these messages are not treated properly, it may present some security risks as a way for an attacker to bypass the complete verification mechanism as agreed in S3-111205 and now under correction in S3-120202 and S3-120203. Note that our current requirements in the Section 5.4 apply to all UE associated messages originating in closed mode H(e)NBs. Our understanding is that for the messages in Case 2 (e.g. some NAS messages), some possible mapping may be done by way of source IP address verification of the HeNB together with some connection-related IEs in the messages. But if case 3 type messages do exist, then SA3 lacks the expertise for an outline for a verification based on currently existing message content only.
2. Actions:

To RAN3 group.

ACTION: 

1. Take the above response to RAN3 questions into account.
2. Assess whether “all UE associated messages originating in closed mode H(e)NBs” can be treated according to the verification as required in S3-111205, S3-120202 and S3-120203, i.e. that either no messages that do not contain CSG id and cannot be mapped to a CSG id exist, or that they can still be verified e.g. by means in the remit of stage 3 groups.
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