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6.3
Firewall and Policy Considerations 

Firewalls in this context are a type of policy enforcement function that exist in the traffic path between an IMS subscriber’s IMS application and an IMS service provider’s IMS core that act upon the IMS application’s IP traffic.

The policy enforcement function firewalls provide in this context is whether to allow traffic to pass or to deny traffic, which may or may not correspond to the IMS application’s IP traffic.  There may be varying desires such as to block or permit all traffic including the IMS application’s IP traffic; or to allow traffic for some in the network authorized to use IMS applications while denying for others; or to allow traffic to flow to or from particular IMS service providers while denying to others to enforce particular roaming agreements or business arrangements.  There may be other types of policy devices, such as 3GPP TDF or others outside the domain of 3GPP that perform packet inspection, that interact with other policy enforcement functions such as PCRF or AAA servers that then effect policy enforcement on IP traffic or other devices including UE that are not typically thought of as firewalls but have the same policy enforcement function to deny or allow traffic to pass.  Firewalls may be integrated into 3GPP equipment such as GGSN or P-GW, or may be placed on the SGi/Gi interface.

In this context, the IMS application is assumed to be an IMS subscriber’s application customarily provided by an application conformant to 3GPP specifications that support the Gm reference point (CSCF-UE) that used to provide services to subscribers such as voice, presence, video, etc. and the associated signalling (e.g., SIP) and media (RTP/RTCP) with such IMS applications.  

The following three cases are identified with respect to the IP access types available to an IMS application and placement of firewalls in the IMS application’s IP traffic path in this context:

Case I: Via Generic IP

The IMS application may reside on an IMS subscriber’s TE as an NGN-UE employing the Gm reference point that provides IP access by any means, e.g., PC, tablet, mobile device, or embedded device and may or may not have 3GPP UE capabilities or assume any special relationship with any 3GPP UE capability available, e.g., it may simply access an IP network that may ultimately provide connectivity to an IMS service provider  via any generic 802.3, 802.11, 802.16, 3GPP2, CDMA2000®, TISPAN, other non-3GPP specified technology or leverage any 3GPP UE capability other than access to an IP network as a Generic Entity (GE).  TE is as defined in Annex L 33.203.  IP access would be as provided by one or more Generic Entity (GEs) per Annex L 33.203.  

/End Case I

Case II: Via utilizing Gi/SGi

An IMS application may be co-resident with or provided by a 3GPP UE which in turn provides IP access to an IMS service provider’s IMS core through access to an IP network via SGi/Gi interfaces.  

Note:   The preceding sentence applies to WLAN Direct IP access defined in 3GPP 23.234, WLAN 3GPP IP Access defined in 3GP 23.234, Generic Access Network (GAN) defined in 3GPP 43.318, Trusted and untrusted non-3GPP access defined in 3GPP 23.402, and 3GPP radio access technology that provides PS access (GPRS, EDGE, UMTS, HSPA, LTE, LTE-A).  Access may be a possibility where SGi or Gi are the Internet or some other network where there is no relationship between the IMS service provider and 3GPP mobile operator.  The arrangement on trusted non-3GPP access and WLAN Direct IP access between the access network and the 3GPP mobile operator providing SGi and/or Gi is such that SGi and/or Gi are ultimately presented to the network by the 3GPP mobile operator.

/End Case II

Case III: Via utilizing WLAN Direct IP access or trusted non-3GPP access where IP access is provided to the Internet or some other network directly from an WLAN AN or non-3GPP network viewed to be an access network (AN)

Both WLAN Direct IP access and trusted non-3GPP access provide the capability to access an IP network—such as the Internet--other than SGi or Gi as currently defined where traffic directly ingresses or egresses an access network (AN) that provide access to an IMS service provider

/End Case III

The following diagram is representative of the above 3 cases.
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Figure X: Access of Subscriber IMS Applications

In cases I and II, certainly firewalls and other policy enforcement could exist in a mobile operator’s network or anywhere in the network that block a subscriber’s IMS application IP traffic whereas the IMS service provider’s goal may be the opposite.  In case III, firewalls and other policy enforcement could exist within an AN that could block a subscriber’s IMS application IP traffic.

It is assumed the IMS application has sufficient privilege to execute on an  NGN-UE, 3GPP UE, or TE.  It is assumed the IMS application’s IP traffic is permitted to egress or ingress the subscriber’s UE.  There is the possibility that the UE or GE could have a firewall or some other policy enforcement function that blocks an IMS application’s IP traffic.

An IMS service provider may be a 3GPP mobile operator but is not assumed.  IMS service provides could be mobile operators, fixed network operators, telcos, application service providers, enterprises, and so on.  No business or special relationship between the IMS service provider and the rest of the network is assumed other than that which supports IP access.  If there is a special relationship and/or additional interfaces, such as policy, charging, security, and so on, then these are presumed to follow 3GPP recommendations.  The IMS service provider will often be accessible by the Internet in addition to other IP networks that support a private or other privileged interconnect, such as enterprise networks, WLAN ANs, other mobile networks (3GPP, 3GPP2, 802.16-based, etc.), connection from a broadband fixed network, and so on.

A firewall operator is an entity which operates a firewall for the purposes of effecting policy enforcement of permitting or denying IP traffic within a network as well as traffic which may ingress or egress a given network by the owner of the network.  These network owners may be (non-exhaustive):

1. Residential consumers

2. Enterprises

3. 3GPP-based  mobile operators

4. Non 3GPP mobile operators

5. WiFi access providers that provide roaming or hotspot access

6. ISPs that provide interconnection between a residential consumer or enterprise and another IP network or Internet

7. Transport or transit providers that provide interconnection between ISPs and operators or between operators (e.g., GRX, IPX, transit exchanges, peering exchanges, …)

8. IMS service providers that are 3GPP or non-3GPP mobile operators

9. IMS service providers that are not mobile operators, e.g., fixed network operators

The network operator and firewall operator may the same entity or may not be the same.  It is also possible that a firewall may be present on multiple networks, e.g., a residential gateway that exists on both the consumer’s network and an ISP network where both the consumer and ISP may singly or jointly administer policies and have control over the respective policies for each network where a firewall is present. 

*** End of Change ****

