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1. Introduction

In this pCR to TR 33.868, “Security aspects of Machine-Type Communications, (Release 11)” we propose to add security requirements regarding privacy issues in emergency case.
2. Discussion

The study of security for privacy issue in emergency case is incomplete in TR 33.868.

Security protection for emergency calls is not mandatory and emergency calls can be made when there is no valid UICC in the UE, as described in TS 33.401. However, in MTC context, emergency message is sent since there is no human interface. The emergency message may contain privacy sensitive information, e.g. location information that should be provided when there is a car accident. Therefore adequate security protection should be provided for emergency message transmission in MTC context. Moreover, MTC devices are deployed with USIM thus it is possible to provide adequate security for emergency messages. In addition, network should have mechanism to detect and act on MTC device maliciously sending other privacy sensitive information and fraudulent messages especially in emergency case so as to prevent unnecessary signalling traffic and chaos.

We propose to add requirements based on the above on secure provision of privacy sensitive information in emergency case to the TR 33.868, “Security aspects of Machine-Type Communications, (Release 11)”. The pCR is given below. We also propose a solution for the same issue in a separate document, S3-120139.
*****************  1st CHANGE  *************** 

5.7
Key Issue 7 – Privacy concern
5.7.1
Issue Details
Some types of MTC Devices can be linked to an individual. Contrary to UEs, these MTC devices are often not under the direct control of the particular individual (i.e. can not turn it off) and may be controlled by another party. Therefore it is necessary to investigate privacy in the context of Machine Type Communication.
In 3GPP network layer, there are many types of sensitive information. When we analyse the privacy threats, it is necessary to distinguish privacy sensitive information from other sensitive data. In the context of MTC, identity information and location information can be considered privacy sensitive information.

Different parties could invade an individual's privacy due to excessive and/or unauthorised monitoring of privacy sensitive information. 
5.7.2
Threats
Privacy breach due to (unnecessary) collection of location information of an MTC Device that can be linked to an individual.
Disclosure of privacy sensitive information due to unprotected transmission of emergency messages.
5.7.3
Security Requirements

· It should be possible to prevent tracking of location information for some types of MTC Device.
· MTC device should be able to securely provide location information and other privacy sensitive information in emergency case.
· Network should be able to perform access control of MTC device which is sending privacy sensitive information in emergency message.
******************  END  ********************
