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1
Introduction
This document describes a security vulnerability in MIKEY-IBAKE in the case of deferred delivery. 

2
Overview of deferred delivery for MIKEY-IBAKE

The functionality required to provide deferred delivery for MIKEY-IBAKE is described in TR 33.828 [1], but is repeated here for clarity. For the purposes of this document, it is sufficient to highlight that the session key used to protect the confidentiality of the message is ‘aP’, provided by user A, and that this is sent to the mailbox encrypted under B’s public key as (A, aP)_B.

“7.6.2.5
Deferred delivery

In this section, deferred delivery is discussed for the case of MIKEY-IBAKE. Deferred delivery is type of service such that the session content cannot be delivered to the destination at the time that it is being sent (e.g., the destination user is not currently online). Nevertheless, the sender expects the network to deliver the message as soon as the recipient becomes available. A typical example of deferred delivery is voicemail. 

Below, the basic scenario of deferred delivery for the case of MIKEY-IBAKE is presented. In the scenario (Figure 1) presented, user A and B’s mailbox perform mutual authentication before they agree on the key to be used for decrypting the content of the massage (sic) intended for deferred delivery.

In the scenario depicted in Figure 1, it is assumed that the user A is trying to reach the user B, who is currently not available, therefore the call is forwarded to the B’s ‘voicemail’ (more generally deferred delivery server). Following the MIKEY-IBAKE protocol, the message received in step 2 by the B’s mailbox is encrypted using B’s identity, therefore B’s mailbox will not be able to decrypt it. B’s mailbox chooses random y and computes yP and send its identity and yP IBE-encrypted to the user A. The user A recognizes that the B did not receive the massage (sic) and that the actual recipient was not able to decrypt the message sent in step 1 by the lack of its identity and xP in the message received in step 4. Therefore, the user sends a new message containing A’s identity, B’s mailbox identity, xP and yP all IBE-encrypted using B’s mailbox identity. The user A also chooses a random a and includes its identity and aP encrypted using B’s public key. Upon reception of this massage (sic), the B’s mailbox accepts aP as the session key for the message intended for B and returns A’s identity and xP to the user A to complete the authentication. Subsequently, when B is online and checks ‘voicemail’ (checks with the deferred delivery server), B can obtain the encrypted value of aP from the mailbox server. Note that, B may have to authenticate with the mailbox to obtain the key (this is not shown in the figure below) – this could be based on existing authentication mechanisms already in place.  
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Figure 1: Deferred Delivery”

Note: We believe that the author of 7.6.2.5 intended for message 1 and 2 to be (A, B, xP)_B and for message 6 to be (A, MB, xP, yP)_MB, (A, aP)_B based upon other documents.
3
Security vulnerabilities in MIKEY IBAKE due to deferred delivery

MIKEY-IBAKE is an active protocol, in that in the general case both end-points must be involved to generate the usual session key ‘xyP’. If one end-point is not active, as in deferred delivery, the protocol must be altered. However, in this case there are significant security challenges around authentication. 

In the standard protocol, B is able to authenticate the identity of A through a challenge/response process using Diffie-Hellman cryptogram (‘yP’) and A’s public key. When B is not active, it cannot perform this process, and must rely upon another entity to validate the identity of A. However, it is unclear how A and B can establish an entity they both trust.  

3.1
Vulnerability in the MIKEY-IBAKE deferred delivery service: MITM attack

This section describes an attack where a middle entity may alter the session sent from A to B.

In messages 5 and 6 above, the following message is sent from A to the mailbox of B:

(A, MB, xP, yP)_MB (A,aP)_B

Any malicious entity which is able to alter the message may alter the session. Using its own key ‘eP’, the malicious attacker may simply form (A, eP), encrypt this as a message for B and send:

(A, MB, xP, yP)_MB (A,eP)_B
to B’s mailbox. Neither B nor B’s mailbox can detect this alteration. The malicious attacker may now replace the session encrypted with aP with its own session encrypted with eP. A thinks he has successfully deposited a certain message for B but the attacker has successfully replaced it with an alternative message and neither B nor B’s mailbox can detect this.

3.1.1 
Possible countermeasure
One obvious way to fix the above flaw, is for A to include the response to the mailbox challenge in messages 5 and 6. For example the following message would appear to be sufficient:

(A, MB, xP, yP)_MB ((A,aP)_B, yP)_MB
In this case, only the mailbox MB and A know the value ‘yP’, and hence no malicious attacker could form either component of the message.
3.2
Vulnerability in the MIKEY-IBAKE deferred delivery service: impersonation of the sender

The mailbox cannot check the contents of the message component (A,aP)_B. As a result, a malicious user could include any identity in this message:

(A, MB, xP, yP)_MB (C,aP)_B

Even with the improved message from 3.1.1, the malicious user could still insert any identity:

(A, MB, xP, yP)_MB ((C,aP)_B, yP)_MB

Given standard use of a mailbox, which would involve the authentication of user B and then the receipt of ((A,aP)_B, Session) pairs, user A could impersonate user C to user B. In this attack A can deposit messages claiming to be from C.
3.2.1 
Possible countermeasure
As a result, the mailbox needs to store the user which was authenticated with every message. The mailbox also needs to establish a secure communication path to B and communicate the original authenticated user with every message. With this approach identity C is securely communicated to B when the message is retrieved from the mailbox, but B can determine that the identity has been spoofed when he decrypts (A,aP)_B retrieved from the mailbox and sees that the message really came from identity A.

3.3
Vulnerability in the MIKEY-IBAKE deferred delivery Service: impersonation of the mailbox 

The deferred delivery protocol described in section 2 states that in response to the setup message sent by A:

(A, B, xP)_B

A should be sent the following response:

(MB, yP)_A

It is stated that: “The user A recognizes that B did not receive the massage (sic) and that the actual recipient was not able to decrypt the message sent in step 1 by the lack of its identity and xP in the message received in step 4.”
Assuming A can tell that this is a mailbox (and not a new user attempting communication), how can A verify that MB is B’s true mailbox and can be trusted to receive B’s information? If such knowledge does not exist, then the following attack can be performed. Assume the malicious mailbox ME responds to user A before user B with:

(ME, eP)_A 

ME will then receive:

(A, ME, xP, eP)_ME (A,aP)_B

or based on 3.1.1:

(A, ME, xP, eP)_ME ((A,aP)_B, eP)_ME

In either case, ME will be able to alter the session intended for B as in the original attack in 3.1. 

3.3.1 
Possible countermeasure
This attack can be avoided if users can verify that the mailbox that responds to a delivery attempt is a genuine mailbox. This could be done using a lookup service which determines whether a particular mailbox is trusted or not, but this seems impractical to implement. 

3.4
Vulnerability in the MIKEY-IBAKE deferred delivery service: compromise of the mailbox

Even if users can verify that the mailbox that responds to a delivery attempt is a trusted mailbox as described in 3.3.1, then a further vulnerability remains if a single trusted mailbox can be compromised. In this situation the compromised mailbox can be used to masquerade as any recipient’s mailbox. 

3.4.1 
Possible countermeasure 
This impact of a single mailbox compromise can be reduced using more sophisticated lookup service than described in 3.3.1 which determines not only whether a particular mailbox is trusted or not, but also provides verification of the recipient user identity associated with a particular mailbox. This seems even less practical to implement that the countermeasure in 3.3.1.
4
Conclusion

MIKEY-IBAKE cannot securely provide a deferred delivery service because of the practical problems outlined in 3.3 and 3.4.
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