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1. Introduction
In this pCR to TR 33.868, “Security aspects of Machine-Type Communications, (Release 11)” we propose some modifications to section 7.6 
Solution 6 - Privacy Concern.
2. Discussion

The current description in section 7.6 contains actually two solutions. One where the MTC Device initiates the detach procedure and one where the network initiates the detach procedure to ensure location privacy of the MTC Device. In order to compare the two solutions we propose to split the description. In addition, a third solution network based method has been included. 
**********************START OF CHANGE***************************
7.6 
Solution 6 - Privacy Concern

7.6.1
General Description
MTC Devices may be detached from the network when not communicating to prevent unnecessary collection of location information by the network. Hence the MTC Device will not perform mobility management procedures. Only when the MTC Device is triggered or when a given requirement is reached and the MTC Device needs to transmit data to the MTC application, it will reconnect to the network. In order for the MTC user to contact a detached MTC Device a solution for triggering of non-attached MTC Devices is necessary, such as the solution described in TR 23.888 section 6.6 that is based on cell broadcast.
The detach procedure can be either initiated by the MTC device or by the network. Furthermore, one can distinguish whether the MTC Device or the network has control over the enforcement of the location privacy mechanism.
The MTC Device may need to provide an ability that allows its user to set the transmission privacy configuration. The MTC Device may need to provide an ability to transmit location tracking information in emergency case. 
7.6.1.1
MTC Device based method
The MTC Device will detach from the network after a certain period of inactivity in communication. The period may be configurable on the MTC Device by its user.

7.6.1.2
Network based method

Based on a particular MTC application profile the network ensures that the MTC Device will detached from the network to prevent unnecessary location tracking.
The network should be able to configure whether or not to perform location tracking of a MTC device.
Variant 1: Network initiates detach procedure

The network may initiate the detach procedure after a certain period of inactivity in communication from and to the MTC Device. The detach request should contain the reason (i.e. Detach Type) that will prevent the MTC Device from immediately re-attaching, unless the MTC Device needs to communicate to the MTC Application.
Variant 2: Network signals the MTC Device to detach after certain period of inactivity
The network may signal to the MTC Device that after a certain period of inactivity in communication it should detach from the network. The period can be indicated by network in Attach or TAU Accepted message.
7.6.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
Editors Note:  Additional security for privacy configuration and security for overriding of user-set privacy configuration, for emergency transmission is FFS.

**********************END OF CHANGE***************************

