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Abstract of the contribution:

This document analyzed the security of including the local IP address in the NAI when performing procedures for

UICC-less emergency calls over I-WLAN and proposed reply LS to CT4.
1. Introduction 

In CT4 LS (C4-113123), CT4 could not agree to document the use of IP address in NAI for UICC-less emergency calls over I-WLAN in TS 23.003.This is due to the fact that the local IP address cannot be used within NAI to form a unique identifier.
2. Analysis
From the description of section 7.1 in TS 33.234, a local IP address assigned by WLAN AN together with AN information may be included in the NAI when performing procedures for UICC-less emergency calls over I-WLAN. However, IPv4 address cannot be used within NAI to form a unique identifier. This is due to the fact that the UE can be located behind a NAT and be allocated with private IPv4 address, which is unique only in the local network i.e. two UEs in two different local networks can have the same private IPv4 address. In addition, AN information (e.g. locally assigned AN ID) may not be globally unique to the 3GPP network if there more two or more independent WLAN networks interworking with 3GPP network simultaneously. Besides, the local IP address is dynamic which is not suitable for emergency calls. Thus the method generating an UICC-less UE identity conforming to NAI format from local IP address should be removed. Meanwhile, the following warning NOTE was added:” Identifier that is subject to lead to a collision, such as local IP address, is not recommended to use.”
3. Proposal

It is kindly proposed SA3 to agree the CRs to 33.234 and sent the reply LS to CT4.
Title:
Reply LS on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls
Response to:
C4-113123
Release:
11
Source:
3GPP TSG SA3
To:
3GPP TSG CT4
Contact Person:


Name:
Jing Chen
E-mail Address:
eric.chenjing@huawei.com
1. Overall Description:

SA3 would like to thank CT4 for their LS (C4-113123) on inclusion of local IP address in the NAI when performing procedures for UICC-less emergency calls.

SA3 has analysed the security of including the local IP address in the NAI when performing procedures for UICC-less emergency calls over I-WLAN, and SA3 followed CT4’s recommendation by removing local IP address from identity generation for a UICC-less WLAN UE from the CRs to TS 33.234 .Meanwhile, the following warning NOTE was added to the CR:” Identifier that is locally unique (e.g. local IP address) may lead to UE NAI collision and is not recommended to be used to form an UE NAI.”
2. Actions:

To CT4 group.

ACTION: 
SA3 kindly asks CT4 to take the above information into account.
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