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1.  Introduction
Minimization of Drive Tests (MDT) is being standardized in mainly SA5 and RAN2 as a technology for self organization of radio networks, to improve the connectivity offered to the user, as well as for troubleshooting, and thereby to reduce network operational costs in benefit for all. Status of the Rel 10-11 MDT works can be found in for example TSs 37.320 (RAN2) and 32.421-422 (SA5). 

The privacy aspects of MDT have been discussed, and requirement principles have formed, in previous SA3 meetings [1]. This is with respect to the collection of individual location data traces, which should be anonymized as well as possible. The communicated aspects have included
· User consent

· Anonymization of location trace data

· Restriction to ‘home country’ of user
Initially, discussion focused on the concept of user consent (and also whether anonymization of data is sufficient for privacy protection.) A statement in NTTDoCoMo’s S3-110546 formed the basis
“Because user consent is operator specific, it is necessary to ensure that MDT traces are only sent to TCEs under control of the operators that the user has given consent to.” 
We fully agree with this early statement from S3-110546. Here, there was no discussion on country borders.
2.  The country restriction
The need for ‘country restriction’ was only introduced by NSN in (S3-110512, S3-110350). At that time perhaps mainly motivated by challenging the need for user consent in all cases (all MDT modes), and also discussing whether fully anonymized user traces really can be privacy sensitive. Both those challenges are valid to discuss, i.e. whether some considerations are too far-fetched. However, the need for user consent, and clear operator tie of this consent, was indeed agreed. The remaining discussion result, however, is that also the restriction with respect to ‘country’ is now plauging future MDT operations – to an unmotivated degree.
We believe that, whereas the discussion on privacy threat scenarios for MDT has been fruitful, important, and valid, as well as that on legislation aspects, the restriction due to ‘country’ is unfortunate. It lacks founding much more than the first two aspects bulleted above. 
3.  Legislation aspects – country border crossing
Legislation with respect to the storage of personal data, here, with MDT, most closely associated with so-called ‘traffic data’, may differ in different parts of the world. In particular, it differs with respect to the whether it is allowed to store the data of a user in a different country than the home country of the user. In several regions of the world country-border crossings of such data is not an issue at all, and many operators are used to store such data in different countries. The typical legal requirement is that the operator has to be diligent in the protection of the data. Therefore, it normally boils down to an operator’s security issue. An operator’s main concern may typically be that of business risk (reputation and liability), since, within regions, any legal restriction with respect to such crossing country borders for location trace data do not exist.  
4.  Security
We therefore argue that while legal country border restrictions can exist, the consideration in the general case is security alone. With a ‘home-country only’ restriction, the risk might be reduced slightly, however at a cost. This is similar to that of any type of multinational business – seeking scale of investment. How such risks are handled is the responsibility of the operator. Depending on regions, and over which country borders, an operator may indeed to centralize or make redundant also sensitive backhaul functionality, and work with the risks for that.
5.  Use case
Several operators operate 3GPP networks in several countries, in particular in adjacent countries. As an example, there can be operation in countries which very close (in all aspects) such as Sweden and Denmark. Apart from normal user traffic between “close”, adjacent countries, the region of Copenhagen (Denmark) and Malmö (Sweden) is particularly grown together with Danes even living in Sweden, while communiting to Denmark for work.
For the 3GPP operator of such a user, and wanting to tune the radio network, the country restriction will appear as particularly ridiculous and money wasting. He will ask why the 3GPP specifications carriy such restrictions.
6.  Conclusion
The concern about MDT privacy and severity in its measures is of imminent value in the 3GPP specifications. It is valuable that measures are well built-in from the start. This does include some awareness for also ‘country’, early on. We nevertheless see that this restriction is not well enough founded in the general case, and has become part of the restrictions for less clear reasons. Such a general ‘country’ restriction should therefore be relxed in the specifications. This in order to ensure efficient network operation, by one and the same operator, in regions and over country borders where neither legal restrictions or security are of raised concern due to which of the countries the subscriber is in.
6.  Proposal
1.  Endorsement by SA3 that the restriction with respect to ‘home country of user’, for MDT data collection, can be relaxed.
2.  To send an LS from SA3 to relevant groups stating that country restriction may be relaxed; to be optional to use (configurable) by the operator.
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