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1
Introduction

This pCR against TR 33.sso V0.3.0 adds findings of the corresponding SA1 study.

2
Discussion and proposal

The output of the SA1 study on Integration of Single Sign-On (SSO) frameworks with 3GPP networks (FS_SSO_Int / REL-12) is in 3GPP TR 22.895 V1.2.0 (2011-11). Since this has become a stable version we looked for relevant findings for our work.
3
Conclusion and Proposal

We propose to add the security related service requirements into SA3 TR 33.sso V0.3.0.
.

**********************START OF CHANGE***************************
5
Findings in SA1 study

Editor’s Note: The purpose of this clause is to capture the findings of SA1 study, e.g. service requirements and the use cases of integration of different Identity and SSO frameworks for various operator authentication configurations.  The findings of SA1 may also be evaluated from security perspective in the present clause. Copy-pasting of SA1 study content should be avoided.

5.1 
Definitions
SSO Authentication: Authentication between a UE and SSO Provider using Operator- or SSO Provider-controlled credentials and without requiring user involvement.
User Authentication: Authentication that establishes the presence of the rightful user by requiring an input of credentials (e.g., PIN, password, biometric characteristic) which only the rightful user would be able to provide.

NOTE: 
User authentication is not achieved if the credentials are provided automatically (e.g., by storing them in a Web browser for automatic entry onto an HTML form). However, such automated use of credentials may still be regarded as a form of authentication of varying strength when presented together with data, which may include the freshness of the authentication and assurance level, that establishes the user was present when the authentication was carried out and the result stored locally.
5.2 
Security related requirements for the UE
REQ_UE_001:
The UE shall support SSO authentication without user intervention based on operator-controlled credentials.
REQ_UE_002:
The UE shall support a request for user re-authentication from Affiliated Application Service Providers or the SSO Provider.
REQ_UE_003:
Transitions between 3GPP access and non-3GPP access technologies shall be transparent to the UE from an SSO Service perspective.
REQ_UE_004:
The UE shall be able to initiate the SSO Service regardless of the access technologies supported by the UE.
REQ_UE_005:
The UE shall be capable of recording, securely storing and relaying the evidence of user authentication, the time at which the authentication was carried out and the assurance level of that authentication.
REQ_UE_006:
The UE shall be capable of performing user authentication according to Operator provisioned policies or user preference.
5.3 
Security related requirements for an SSO Service
REQ_SSO_001:
The SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to Affiliated Application Services to the user.
REQ_SSO_002:
The SSO Service provided by the SSO Provider shall provide secure seamless and transparent access to Affiliated Application Services for subscribers to the SSO Service using 3GPP or non-3GPP devices.
REQ_SSO_003:
The SSO Service shall be able to support the OpenID specification [2].
REQ_SSO_004:
The SSO Service shall support authentication based on operator-controlled credentials.
REQ_SSO_005:
The SSO Service shall support varying user authentication assurance levels (e.g., from weak to strong) and freshness of the user authentication.
REQ_SSO_006:
The SSO Service shall support negotiation and use of an agreed authentication method between the SSO Provider and the UE. The negotiation of an authentication method may be repeated each time the user accesses an AASP’s service. The user shall not be required to participate in the negotiation or usage of such methods.
REQ_SSO_007:
The SSO Service shall support seamless service continuity between 3GPP access and non-3GPP access technologies during the same Affiliated Applications Service session.
REQ_SSO_008:
The SSO Service shall support interworking with 3rd party SSO Services in a user-transparent way.  User authentication using a 3rd party SSO identity shall result in the same user experience as using the 3GPP SSO identity. The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO identity.
**********************END OF CHANGES***************************

