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1.
Introduction
This contribution discusses the solutions of the restricting the USIM to specific MEs/MTC devices in TR 33.868 section 7.5, and tries to compare the potential solutions in order to help forward on solution selection. 
2.
Analysis
It is pointed that the UE-based pairings and network based pairings can be used to restrict the USIM to specific MEs/MTC Devices in section 7.5. There are three UE-based pairings, i.e. secure channel pairing, USAT application pairing, PIN verification pairing. The comparision and analysis of the four solutions are as follows, We choose the evaluation criteria as: (1) network signalling impacts, (2) mutual authentication between card and ME, (3) local interface security between USIM and ME devices, (4) implemention complexity, (5) flexibility to change the pairing relation between Card and ME devices, (6) remediation Difficulty if credentials are disclosed, and (7) cost for an operator deploying the binding mechanism:
· Dimension (1): Network signalling impacts
	1. secure channel pairing
	2.USAT application pairing
	3.PIN verification pairing
	4.network based pairings

	No
	No
	No
	Yes. 
1. AKA is modified, when the existing AKA authentication procedure is enhanced to also perform device authentication. 
2. If separate authentication for MTC device is adopted, new NAS signalling is needed. 


· Dimension (2): Mutual authentication between card and ME
	1.secure channel pairing
	2. USAT application pairing
	3.PIN verification pairing
	4.network based pairings

	Yes (because secure channel )
	No, only the USIM authenticates the MEs/MTC Devices.
	No, only the USIM authenticates the MEs/MTC Devices.
	No (N/A)


Note: As for the 2 and 3, even though the device cannot authenticate the card, but this risk can be avoided by the network. Because USIM authentication can be done by the network when the MTC UE will attach the network and the mutual authentication between the USIM and the network will be performed. As a result, the USIM can be authenticated by the network, in this way, the USIM identity can be identified by the network. The device can trust the network to do this delegated authentication of the USIM. 
· Dimension (3): Local interface security between USIM and ME devices
	1. secure channel pairing
	2.USAT application pairing
	3.PIN verification pairing
	4.network based pairings

	High
Reason: All of the info in the interface can be protected by the secure channel, especially, the IMEI(SV) can be transmitted via the secure channel and the IMEI(SV) can be protected.
	Low
Reason: there is no security protection on this interface, and especially, the IMEI(SV) is sent in the clear on the interface
	Low 
Reason: 
1. The PIN is sent in the clear on the interface between the ME and the UICC. The attacker may temper the PIN.
2.  Low-entropy secret, subject to brute force attacks.

3. However, the risks can partially be mitigated by the operator, e.g. the operator can change the PIN frequently, or limit the service type/time/data volume, (e.g., the maximum data stream should not exceed 30M.)

	N/A


· Dimension (4): Implementation complexity 
	1．secure channel pairing
	2.USAT application pairing
	3.PIN verification pairing
	4.network based pairings

	Complex 
Reason: Building the secure channel is complicated as a novel technology. No support in legacy or current UICCs, for example, UICC does not support TLS.
	Complex
Reasion: Currently, the USAT application can only be supported by few terminals after investigation. 
	Simple
Reason: The PIN verification pairing relies on existing PIN verification command available on User Equipment and also it has been used in the reality
	Complex
Reason: 1.The network load will be increased.2. A new pairing function needs to be supported by the HSS. 


· Dimension (5): Flexibility to change the pairing relation between Card and ME devices
	1.secure channel pairing
	2.USAT application pairing
	3.PIN verification pairing
	4.network based pairings

	Difficultest 
Reason: Both the USIM and the MEs/MTC Devices need to be changed to store changed credential.
	Easy
Reason: Only the USIM needs to be changed to store changed IMEI(SV) .
	Medium difficult
Reason: Both the USIM and the MEs/MTC Devices need to be changed to store changed PIN. It can be achieved remotely, e.g. sending PIN to UICC though OTA and to device via OMA DM．
	Easy. 
Reason: Only the HSS/HLR needs to be updated to store changed IMSI&IMEI binding relationship.


· Dimension (6): Remediation Difficulty if credentials are disclosed
	1.secure channel pairing
	2.USAT application pairing
	3.PIN verification pairing
	4.network based pairings

	Medium difficult
Reason: Credential can be changed by manually or automaticly updated remotely.
	Difficult
Reason: IMEI(SV) can not be changed.
	Easy
Reason: PIN can be reset manually or remotely similar to the above. 
	Easy
Reason: The key which is used to protect the IMEI can be re-negotiated.


· Dimension (7): Cost for an operator deploying the binding mechanism

	1.secure channel pairing
	2.USAT application pairing
	3.PIN verification pairing
	4.network based pairings

	High
Reason: 1.The USIM needs to be upgraded to support secure channel technology. 2. And this secure channel will increase cost per device for user and operator.2.The certificate management of the devices is complex
	High
Reason: The ME needs to upgrade to support the USAT.
	Low
Reason: PIN has been used in the reality and can be reset remotely similar to the above. 
	High
Reason: 1.The HSS/HLR needs to be upgraded to store the IMSI&IMEI binding relationship.
2. The certificates management of the devices is complex. 


3   Conclusion
Note: “+” means positive evaluation, “-” means negative evaluation.
	Dimension
	secure channel pairing
	USAT application pairing
	PIN verification pairing
	network based pairings

	(1)Network signalling impacts
	+
	+
	+
	-


	(2)Local mutual authentication between card and ME
	+
	-
	-
	Not needed

	(3)Local interface security between USIM and ME devices
	+
	-
	-

	Not needed

	(4)Implementation complexity
	-
	-
	+
	-

	(5)Flexibility to change the pairing relation between Card and ME devices
	-
	+
	
	+ 

	(6) Remedy Difficulty if credentials are disclosed
	
	-
	+
	+

	(7) Cost for an operator deploying the binding mechanism
	-
	-
	+
	-


We think that the dimensions as (4), (5), (6) and (7) are very important from operator’s view. (4) and (7) influence the SIMTC deployment, and (5) and (6) influence the SIMTC operation.According to the analysis above, we can find that the PIN verification pairing mechanism has more positive evaluation than the other machenisims. 
4.
Proposal
We propose
1. Consider the evalution above and include them into the evaluation part of the current TR 
2. And also that the PIN verification pairing mechanism can be used to restrict the USIM to specific MEs/MTC Devices in the final conclusion selection. 
The detailed changes please refer to the s3-120073.
