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+++ FIRST CHANGE +++
4.2.4
UE

The required functionalities from the UE are:

-
the support of HTTP Digest AKA protocol or SIP Digest protocol;

-
the capability to use both a USIM and an ISIM in bootstrapping;
-
the capability to use SIP Digest credentials for bootstrapping, when a UICC is not present;
-
the capability to select either a USIM or an ISIM to be used in bootstrapping, when both of them are present;

-
the capability for a Ua application on the ME to indicate to the GBA Function on the ME the type or the name of UICC application to use in bootstrapping (see clause 4.4.8);

-
the capability to derive new key material to be used with the protocol over Ua interface from CK and IK;

-
support of NAF-specific application protocol (For an example see TS 33.221 [5]).

A GBA-aware ME shall support both GBA_U, as specified in clause 5.2.1 and GBA_ME procedures, as specified in clause 4.5.
In the case where no UICC is available to the subscriber, the non-UICC-based device shall be able to mutually authenticate with the BSF and to bootstrap NAF-specific keys using SIP Digest credentials.
--- FIRST CHANGE ---

+++ SECOND CHANGE +++

4.3.1
Reference point Ub

The reference point Ub is between the UE and the BSF. Reference point Ub provides mutual authentication between the UE and the BSF. It allows the UE to bootstrap the session keys based on 3GPP AKA infrastructure or on the use of SIP Digest credentials.

The HTTP Digest AKA protocol, which is specified in RFC 3310 [4], is used on the reference point Ub. It is based on the 3GPP AKA TS 33.102 [2] protocol. The interface to the USIM is as specified in TS 31.102 [1] and to the ISIM is as specified in TS 31.103 [10].
In the case where no UICC is available to the subscriber, the HTTP protocol run over Ub uses SIP Digest authentication as specified in TS 33.203 [16], Annex N.
--- SECOND CHANGE ---

+++ THIRD CHANGE +++

4.4.2
Authentication methods

Authentication between the UE and the BSF shall not be possible without a valid cellular subscription. Authentication shall be based on the 3GPP AKA protocol or on the SIP Digest protocol as specified in TS 33.203 [16], Annex N.

--- THIRD CHANGE ---

+++ FOURTH CHANGE +++

4.4.4
Requirements on reference point Ub

The requirements for reference point Ub are:

-
the BSF shall be able to identify the UE;

-
the BSF and the UE shall be able to authenticate each other based on AKA or on the use of SIP Digest credentials when no UICC is available to the subscriber;

-
the BSF shall use the strongest GBA method in the case of a UE that supports multiple GBA methods;
-
the BSF shall be able to send a bootstrapping transaction identifier to the UE;

-
the UE and the BSF shall establish shared keys;
-
the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF over Ub shall indicate the expiry time of the key.

NOTE 1:
This does not preclude a UE to refresh the key before the expiry time according to the UE's local policy.
-
the BSF and the UE shall protect the permanent user identity IMPI against passive eavesdropping attacks by using a temporary identity. The support of the temporary identity by UE or BSF shall not preclude a successful bootstrapping procedure if the other entity conforms to an earlier release of this specification and does not support the use of a temporary identity.

NOTE 2:
User identity privacy can be achieved only when both, UE and BSF, support the use of a temporary identity.

NOTE 3:
The use of a temporary identity is not required for 2G GBA (cf. Annex I) as the IMPI is already protected by the mandatory TLS tunnel.

--- FOURTH CHANGE ---
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