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Abstract of the contribution: This contribution provides a method of PWS warning notification verification.
1 Introduction
This contribution introduces a method used to verify the PWS warning notification message. The verification procedure of PWS warning notification message is added in solution 2.
2 Analysis

In the current living document, two keys is mentioned which is used for the signature of PWS warning message. If the UEs don’t know which key has been used to sign the received warning message, they have to try each one to verify the signature. Not only it is not essential for the UEs, but also it is waste of time for warning message distribution.

If the pulic key identifier is sent in the PWS warning notification message, it is easier for the UEs to verify the signature.

Because the period of PWS public key update isn’t very high, 1-byte or 4-bit is enough for the pulic key identifier. There is very little effect for the length of whole PWS warning notification message. Based on LSs about the length of PWS warning message from GERAN and RAN2, adding one byte in the message is acceptable. 
3 Proposal
It is proposed that SA3 agree the pCR below for inclusion in the PWS living document. 
************************** start of changes ************************
5.3.5 Verification of PWS Warning Notification message
When network nodes distribute PWS Warning Notification message to UE, the public key identifier (PKID) should be included in the message which is identified the public key used to sign the message. This method can avoid UEs trying each public key to verify the signature effectively. Figure 5-9 gives an example to show the solution used in LTE network. 
1. CBC/CBE sends a Write-Replace Warning Request message to MME. The message shall include a"PKID" to identify the public key used to sign the message, as well as the "the signature". 
2. MME sends a Write-Replace Warning Confirm message to the CBC/CBE.
3. When MME receives this request, it sends a Write-Replace Warning Request message ("PKID", and "the signature") to eNB.

4. When eNB receives this request, it broadcasts PWS warning message ("PKID", and "the signature") to all UEs in the network’s coverage area.

5. At receiving the broadcast information message, UE verifies the signature with the public key identified by PKID which is received in the broadcast message.
6. The eNB sends a Write-Replace Warning response message to MME to confirm the request.
7. The UE alerts the user.
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Figure 5-9: Verification of PWS message
************************** end of changes *************************
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