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	The H(e)NB shall be pre-provisioned with the operator root CA certificate before performing the enrolment procedure for direct interface security. This is not a new requirement to the H(e)NB caused by direct interface security. The H(e)NB not supporting direct interface might also has to be provisioned with the operator root CA certificate in order to verify the SeGW’s certificate issued by the operator CA. It’s proposed to add a NOTE to clarify this issue.
In addition, provisioning the operator root CA certificate by the initial H(e)MS can only be used when the initial H(e)MS or the SeGW in front of the initial H(e)MS can be authenticated by the H(e)NB without the operator root CA certificate.
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********************Start of changes*****************************
8.5.2
Enrolment Procedure

The enrolment procedure to an operator PKI shall follow clause 9 of TS 33.310 [7] with the following additions and exceptions:

-
The H(e)NB shall be pre-provisioned with the operator root CA certificate before the start of the procedure specified in clause 9 of TS 33.310 [7].

NOTE 1:
The operator root CA certificate may be provisioned e.g. by pre-provisioning by the manufacturer/vendor or by a management procedure from an initial H(e)MS accessed using the vendor device certificates for mutual authentication between the H(e)NB and the initial H(e)MS or a SeGW in front of the H(e)MS .

-
The vendor device certificate used for enrolment (and the certificate chain up to the root certificate of the vendor certificate) shall either follow the rules given in clause 9.4 of TS 33.310 [7] or the rules given in clause 7.2.5.2 of the present document.

NOTE 2:
The enrolment procedure may take place with a RA/CA accessible on the public Internet or via a SeGW with a RA/CA accessible on the MNO Intranet. In the latter case the SeGW has to accept a vendor device certificate for enrolment connection, even though the operator device certificate is used later by the SeGW on establishment of the operational backhaul link.
NOTE 3:  The H(e)NB not supporting enrolment function can also be provisioned with an operator root CA certificate for verifying the SeGW’s certificate issued by the operator CA when the secure backhaul link is established.
*********************End of changes****************************
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