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1
Opening of the Meeting

The SA3 Chairman, Bengt Sahlin, of Ericsson, opened the SA3#65 meeting in San Diego, USA, hosted by the North American Friends (NAF) and gave the floor to Adrian Escott of Qualcomm, who gave a welcoming speech and the practicalities on behalf NAF.

2
Approval of Agenda and Meeting Objectives

S3-111000
Meeting Agenda





Source: WG Chairman

Discussion: 

The Chairman presented the meeting agenda and objectives, reminding that there will be a co-located meeting with SA2 in February and suggested taking this into account to identify possible opportunities for joint sessions, if necessary.

The Chairman gave also some indications of the timeline for the elections and added some information on procedural issues.

Decision: 

The document was approved.



3
IPR Reminder

The Chairman drew the attention of the delegates of the SA3 Working Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

- to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP;

- to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

4
Meeting Reports

S3-111001
Report from SA Plenary meeting





Source: WG Chairman

Discussion: 

Nokia Siemens Networks pointed out that the evaluation report seemed not to have been updated on the GSMA site; this remains to be checked. MCC will remind GSMA to update the website.

China Mobile asked for some clarification on the type of privacy to be considered; the Chairman replied that privacy in general is envisaged.

The Chairman reminded that the iFire Work Item is still possible to be finalized within Release 11, but the schedule is very tight.

Decision: 

The document was noted.



S3-111002
Report from last SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

Orange pointed out the attendance was not marked on the report; this will be checked and corrected if necessary by MCC.

Decision: 

The document was approved.



S3-111021
LS on Release 11 Features





Source: SP-110657

Discussion: 

The Chairman suggested SA3 should take into account the prioritization and follow any suggestions that might impact SA3.

Decision: 

The document was noted.



4.1
Approval of the Report from SA3 #63

4.2
Report from SA #52

4.3
Report from SA3-LI 

The SA3-LI Chairman gave an update on the proceedings of SA3-LI. Among other activities, service-based interception is currently under investigation in SA3-LI.

5
Items for early consideration

The SA3 Chairman introduced a discussion on the SSO topic, on which there was a vote envisaged for the present meeting. The Chairman suggested that a vote may be held, but proposed a show of hands prior to conducting such a vote. The Chairman suggested the show of hands would be per Individual Member companies, as the technical vote would be conducted on such a basis. Alcatel-Lucent suggested that the topic of the vote had not been agreed; the SA3 Chairman suggested the question has been formulated for the present meeting. MCC clarified that the Chairman formulates the question. BT asked for contribution S3-110636 to be presented again before the show of hands; this was agreed. Nokia Siemens Networks asked for confirmation that 71% is the percentage needed to reach a positive outcome for the question on the vote. MCC confirmed this.
Alcatel-Lucent asked why a show of hands is put before the vote. The Chairman clarified that it is up to the Chairman to decide whether to conduct a vote or not. MCC clarified that this is an additional tool that does not eliminate the possibility to have a vote. Due to the large number of votes by proxy, it was decided that logistically it would be easier to directly hold a vote on the topic. (See clause 9 for the voting and results.)

6
Reports and Liaisons from other Groups

SAGE

No input at this meeting. Vodafone suggested that the issue of the evaluation report is being handled at this meeting.

GSMA SG

Deutsche Telekom added some information on the latest activities in GSMA SG: S6a interface security is currently tackled. Also, 2G security including protection against false base stations is being handled.

Orange added that a demonstration on GPRS encryption attacks was held, specifically GEA1; the technical details of the attack have not been given, but the attack is to be taken seriously; GSMA is working on potential countermeasures.

3GPP2

No input

OMA

No input.

TCG

Silke Holtmanns gave an update.

Trusted Computing Group MTM Group is working on MTM 2.0 and the TEE Architecture and API specification are under public review. In addition, a discussion with Global Platform is ongoing on how the GP specifications and the MTM 2.0 specifications fit together.
S3-111019
Liaison to 3GPP SA3 and GSMA on the management of infected terminals in mobile networks





Source: ls257-17

Discussion: 

It was decided to send a reply LS.

Decision: 

The document was replied to in S3-111189.



S3-111189
Reply to: Liaison to 3GPP SA3 and GSMA on the management of infected terminals in mobile networks





Source: Deutsche Telekom

Decision: 

The document was approved.



S3-111020
LS to 3GPP SA3 and GSMA on mobile and smart phone security





Source: ls258-17

Discussion: 

BT asked for some clarification on the LS; there was no input.

Nokia suggested some of the contents of the attachment are very generic and it is difficult to separate some of the material to send to ITU-T. Vodafone agreed that it is not clear what material would be suitable for a reply; it was proposed to reply summarizing some of the potential specifications to be consulted. NTT Docomo proposed a reply; this was agreed and a reply LS was drafted, taking into account some further comments by Nokia.

BT had some further comments on secure boot to be included. NEC suggested that PUCI could be taken into account under this perspective; this was agreed.

Decision: 

The document was replied to in S3-111190.



S3-111190
Reply to: LS to 3GPP SA3 and GSMA on mobile and smart phone security





Source: NTT Docomo

Decision: 

The document was approved.



S3-111185
Protocol procedures relating to the security and quality of service provided by mobile backhaul





Source: ITU-T COM 11 LS 68 E

Discussion: 

Ericsson suggested this work would address 3GPP internal network protocols and asked why would ITU-T work on such a topic.

Nokia Siemens Networks suggested that BBF is not involved in anything other than HeNB backhauling and was also confused on the same topic as Ericsson; Nokia Siemens Networks proposed replying that 33.310 and 33.320 and similar specifications are taking care of this topic.

Juniper noted that some protocols are already being used by operators and it should be clear to ITU that there should not be any new work where existing solutions are already existing.

BT suggested that availability has not been addressed in these specifications; the Chairman suggested that Nokia Siemens Networks replied earlier that these aspects have been taken care of. BT insisted that availability has not been addressed.

Vodafone suggested pointing to the work already done in this area. Orange agreed with the approach taken by Vodafone.

Decision: 

The document was replied to in S3-111191.



S3-111191
Reply to: Protocol procedures relating to the security and quality of service provided by mobile backhaul





Source: BT Group

Decision: 

The document was approved.



7
Work Areas

7.1
IP Multimedia Subsystem (IMS)

7.1.1
Media Plane Security

No input.
7.1.2
Specification of Protection against Unsolicited Communications in IMS (SPUCI)

S3-111018
Liaison Statement on X.oacms, Overall aspects of countering mobile messaging spam





Source: ls255-17

Discussion: 

BT asked why the term SPAM is used instead of UC; this will be mentioned in the reply LS.

Decision: 

The document was replied to in S3-111209.



S3-111209
Reply to: Liaison Statement on X.oacms, Overall aspects of countering mobile messaging spam





Source: NEC

Discussion: 

The LS was revised subsequently to the meeting due to a minor editorial error.

Decision: 

The document was revised to S3-111241.



S3-111241
Reply to: Liaison Statement on X.oacms, Overall aspects of countering mobile messaging spam





Source: NEC

(Replaces S3-111209)

Decision: 

The document was approved.



S3-111177
SPUCI Use of iFC





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-111160
PUCI Information Storing - Clarifications and Editor's Notes





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed that the iFC will be stored in the HSS and any other information will be stored in other elements.

Decision: 

The document was revised to S3-111211.



S3-111211
PUCI Information Storing - Clarifications and Editor's Notes





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-111160)

Decision: 

The document was approved.



S3-111137
SPUCI Removal of Editors Notes





Source: NEC Corporation, NTT DOCOMO

Abstract: 

Resolves editor's notes in Chapter 10 of the SPUCI TR (tdoc S3-110822).

Discussion: 

There were several changes agreed, including a change of the figure and some further changes concerning privacy in 10.3; a revision was agreed to be produced and approve the revised pCR.

Decision: 

The document was revised to S3-111212.



S3-111212
SPUCI Removal of Editors Notes





Source: NEC Corporation, NTT DOCOMO

(Replaces S3-111137)

Decision: 

The document was approved.



S3-111161
PUCI Information Type and Structure - Clarifications and Editor's Notes





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

NTT Docomo and Orange stated the Editor's Note suggesting operators should agree on a rating algorithm does not reflect the initial intention of the work. Nokia Siemens Networks clarified that the intention is not to provide a binding algorithm. NTT Docomo replied that agreeing an algorithm would remove any flexibility in changing this algorithm later on.

Orange suggested the objective of the deliverable is not to describe how to create the algorithm. Nokia Siemens Networks had concerns that the work would in this way not be useful; Ericsson shared some of these concerns.

There was an extended discussion on this topic of the Editor's Note, involving NEC, BT, Orange, NTT Docomo, Nokia Siemens Networks: it was decided to re-discuss the issue in the future; contributions on the specific Editor's Note were invited.

TeliaSonera asked what the feeling of the group was about conducting normative work. It was agreed to remove the first change and replace it by an Editor's Note. The second Editor's Note was removed; the third was agreed. The fourth Editor's Note was modified. The last one was reduced to the first sentence.

Decision: 

The document was approved with modifications.



S3-111210
New version of SPUCI TR





Source: NEC (Rapporteur)

Discussion: 

It was agreed to send the TR to SA#54 for information.

Decision: 

The document was agreed.



7.1.3
Other Common IMS Issues

No input.
7.2
Network Domain Security

S3-111080
CMPv2 profile





33.310
 CR-56 (Rel-10) v10.4.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-111213.



S3-111213
CMPv2 profile





33.310
 CR-56 rev 1 (Rel-10) v10.4.0





Source: Huawei, HiSilicon

(Replaces S3-111080)

Discussion: 

Rapporteurs were encouraged to conduct editorial improvements on their specifications.

Decision: 

The document was agreed.



S3-111138
Introduction of reference to RFC 4301 in overview clause





33.210
 CR-32 (Rel-11) v11.2.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-111006
LS on modification of security context storage rate on the UICC





Source: C1-113768

Decision: 

The document was noted.



S3-111014
Reply LS on modification of security context storage rate on the UICC





Source: R2-114548

Decision: 

The document was noted.



S3-111025
LS on stage 3 for modification of security context storage rate on the UICC





Source: R2-115643

Decision: 

The document was noted.



S3-111057
Modification of security context storage rate on the USIM - resolution of Editor s Note





33.102
 CR-245 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Qualcomm proposed modifying the wording from "stored" to "shall be kept". This was agreed.

It was noted that there are other instances where this should be aligned. Nokia Siemens Networks pointed out that in those instances something should have been stated about START. Qualcomm pointed out that in 173 the change in 6.4.8 is done because the understanding is that it was never agreed to store the START value. Nokia Siemens Networks pointed out that the change was not related directly to the change in S3-111057. Qualcomm noted that this issue has to be considered; this was agreed.

Decision: 

The document was revised to S3-111227.



S3-111227
Modification of security context storage rate on the USIM - resolution of Editor s Note





33.102
 CR-245 rev 1 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-111057)

Decision: 

The document was agreed.



S3-111173
Revised rules for storing the START values on the ME





33.102
 CR-244 (Rel-11) v11.0.0





Source: Qualcomm Incorporated

Decision: 

The document was postponed.



S3-111176
Discussion on storing START values on ME





Source: Qualcomm Incorporated

Decision: 

The document was noted.



S3-111186
Comments on S3-111176 Discussion on storing START values on ME





Source: Nokia Siemens Networks

Discussion: 

Qualcomm and Nokia Siemens Networks agreed to discuss the topic further and decide in SA3#66. No major objections were raised but companies desired to look into details. Qualcomm noted that this was an issue to look at, keeping in mind that the complexity of the solutions must be evaluated before deciding whether a solution is necessary or not; this was agreed.

Decision: 

The document was noted.



7.4
GERAN Network Access Security

S3-111011
Reply LS on Inter-MSC handover failures and lists of permitted algorithms in the context of A5/4





Source: C4-112189

Discussion: 

There were no comments.

Decision: 

The document was noted.



S3-111015
Reply LS on Inter-MSC handover failures and lists of permitted algorithms in the context of A5/4





Source: GP-111303

Discussion: 

There were no comments.

Decision: 

The document was noted.



S3-111113
Considerations on SACCH Security





Source: Research In Motion UK Ltd.

Discussion: 

Research In Motion suggested there was no mechanism proposed, but the problem was raised.

Vodafone clarified that selective ciphering requires changes on the UE, so legacy terminals would still be vulnerable; Research In Motion pointed out that selective ciphering would not solve the problem. Research In Motion stated that GERAN2 considers the security issue solved and Research In Motion did not agree with this.

Nokia suggested that any solution would not prevent the attack, but only make it more difficult. Nokia Siemens Networks suggested that GERAN2 has postponed potential solutions for this issue.

Vodafone stated it is important that the solution does not require hardware updates on base station. Vodafone suggested asking GERAN to study solutions; Nokia Siemens Networks suggested SA3 should also look into this topic and evaluate solutions.

It was decided to study the topic for the next SA3 meeting. Contributions were invited.

Ericsson asked whether GERAN2 should be informed about this; this was agreed. Nokia Siemens Networks clarified that the intention is not to overpower the GERAN2 ownership, but just to participate the evaluation. Ericsson pointed out that the previous LS to GERAN2 was asking GERAN2 to take the lead on the issue.

It was agreed to send an LS on this topic.

Decision: 

The document was endorsed.



S3-111229
Considerations on SACCH Security





Source: Research In Motion UK Ltd.

Decision: 

The document was approved.



S3-111027
LS on requirement for IOV-I and IOV-UI values





Source: C1-114398

Discussion: 

Vodafone asked what was the earliest release where the change could be applied; it was observed Release 4 was not frozen, but Release 7 and earlier CRs were tending to be very rare. Nokia Siemens Networks confirmed the attack is valid and suggested that the decision should be on which Release to address.

It was agreed to apply such a change for Release 11. Subsequently, this decision was changed to address Release 4 onwards (see S3-111230).
Decision: 

The document was replied to in S3-111230.



S3-111230
Reply to: LS on requirement for IOV-I and IOV-UI values





Source: Vodafone

Discussion: 

Deutsche Telekom suggested it would be preferable if this change was applied up to Release 4. The LS was approved with this change as a recommendation to CT groups.

Decision: 

The document was approved.



7.5
GAA

7.5.1
Security enhancements for usage of GBA from the browser

S3-111128
pCR: Web GBA baseline





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-111129
pCR: Web GBA key derivation





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-111131
pCR: Javascript GBA API description





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-111166
p-CR Key Diversity





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

InterDigital asked for an architectural diagram of the elements in the flow; this was agreed and an Editor's Note will be added. Gemalto proposed using Ks_int_NAF; Nokia Siemens Networks replied that this would make sense for different scenarios, e.g. MBMS.

Decision: 

The document was approved with modifications.



S3-111214
New version of TR on Security enhancements for usage of GBA from the browser





Source: Nokia (Rapporteur)

Decision: 

The document was agreed.



7.5.2
Other GAA Issues

S3-111090
Motivation for normative work on GBA extensions allowing re-use of SIP Digest credentials





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-111059
GBA extensions for re-use of SIP Digest credentials





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, British Telecom, China Mobile, Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks, Qualcomm, Rogers Wireless

Discussion: 

Telecom Italia proposed that SA1 should drive the activity and should be informed about this activity; also, Telecom Italia pointed out that SA3 should follow business requirements. AT&T referred to the list of supporting companies and stated that there is an interest by a large number of companies on this, including numerous operators; Telecom Italia replied that UICC is part of 3GPP specifications and did not see why this was not addressed by SA1 first.

Nokia Siemens Networks suggested SA1 does not have an expertise in security. InterDigital suggested that a requirement from SA1 should be followed. Nokia suggested there are many operators supporting; Telecom Italia invited these operators to submit their requirements to SA1. Alcatel-Lucent suggested SA1 does not have the necessary expertise to propose such a tool.

Ericsson suggested there is an existing use case and there would not be any necessity to consult SA1. Telecom Italia replied that a confirmation should be sent in any case. Vodafone supported the Work Item and proposed sending an LS to SA1 to re-confirm their business requirements concerning this capability. BT suggested SA1 have confirmed their need for this Work Item. It was agreed to send an LS to SA1 inviting them to send any issues directly to SA#54.

There were no further objections on the Work Item proposal.

Decision: 

The document was revised to S3-111228.



S3-111215
LS to SA1 on GBA extensions for re-use of SIP Digest credentials





Source: NEC
Decision: 

The document was approved.



S3-111228
GBA extensions for re-use of SIP Digest credentials





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, British Telecom, China Mobile, Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks, Qualcomm, Rogers Wireless

(Replaces S3-111059)

Discussion: 

It was agreed to remove the stage 3 impacts from the expected output.

Decision: 

The document was revised to S3-111235.



S3-111235
GBA extensions for re-use of SIP Digest credentials





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, British Telecom, China Mobile, Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks, Qualcomm, Rogers Wireless

(Replaces S3-111228)

Decision: 

The document was agreed.



S3-111164
33.222 Rel-11 Correction of Reference and Clarification of Mandatory Implementation





33.222
 CR-32 (Rel-11) v10.0.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-111207.



S3-111207
33.222 Rel-11 Correction of Reference and Clarification of Mandatory Implementation





33.222
 CR-32 rev 1 (-) v10.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-111164)

Discussion: 

Gemalto asked for some more time to reflect on the contribution. It was decided to postpone the CR to the next meeting as Gemalto asked for some changes, which will be done for the next meeting.

Decision: 

The document was postponed.



S3-111163
33.220 Rel-11 Correction of Allowed TLS Ciphersuite Identifiers in Annex H.3





33.220
 CR-153 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

Discussion: 

Alcatel-Lucent asked for clarification on the meaning of "or higher"; Ericsson suggested this is the used terminology for 33.222. Nokia Siemens Networks proposed rewording and referring to IANA; this was agreed.

Decision: 

The document was revised to S3-111216.



S3-111216
33.220 Rel-11 Correction of Allowed TLS Ciphersuite Identifiers in Annex H.3





33.220
 CR-153 rev 1 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-111163)

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-111024
LS on MBMS reception from non-RPLMN





Source: R2-115636

Decision: 

The document was noted.



7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-111033
CR on 33.401 DSCP use with IPsec





33.401
 CR-483 (Rel-11) v11.1.0





Source: Juniper Networks, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Qualcomm suggested 33.210 should be addressed; Juniper suggested 33.210 only takes into account control plane.

Radisys supported the contribution and added that the RFC does not give any guidance on how to conduct the Child-SA per DSCP. Juniper suggested that it is intentional in IETF not to go into detail on this kind of mapping. Vodafone asked whether the group saw any need for further guidance; Qualcomm did not see any need for further guidance.

Vodafone observed the CR is not mandating the clarification. Juniper answered that the intention of the CR is to state which is the solution and could have a "shall" in it; Radisys preferred to highly recommend instead of mandating this and proposed a "should". Deutsche Telekom suggested this depends on QoS support and felt that at that stage it was not necessary to mandate this.

Vodafone suggested that replay protection could be endangered if this was not mandated and saw merits in the proposal from the security point of view. Vodafone proposed making conditional the mandatory support. Nokia Siemens Networks preferred "should".

It was decided to re-discuss the topic offline. Juniper proposed some changes and these were agreed; a revision was drafted.

Vodafone proposed making some changes accordingly to 33.210. Juniper supported this. The Chairman suggested there may be a need to work on a new specification depending on the changes; Vodafone did not see a need to modify the title, but saw a need to change the scope. NTT Docomo asked whether it could make sense to modify the scope to extend it to user plane. Nokia Siemens Networks supported the intention but suggested that the entire 33.210 is created for CP and saw difficulties in hosting the changes in such a specification.

The Chairman suggested one possibility would be to create a new TS; it was agreed to proceed attempting to include the user plane in 33.210 as a working assumption. It was agreed to decide whether to create a new specification when the CRs would be available.

Vodafone did not see the need currently for a new Work Item. BT and Nokia Siemens Networks supported a new Work Item. MCC suggested there would be a need for a new work item from an administrative point of view, especially if category C CRs were foreseen. NEC suggested seeing first what the editorial changes would be; the Chairman suggested that an extension of the scope would not be considered editorial. Juniper suggested keeping such kind of work in 33.210 would change the nature of the specification and suggested creating a new document.

BT pointed out that there is a terminology issue with the security gateway that could be handled at the same time.

It was decided to proceed with contributions for the next meeting and decide on how to further tackle the issue in future meetings. Nokia Siemens Networks proposed holding phone conferences before SA3#66.

It was observed that a new Rapporteur for 33.210 has to be assigned. It was decided that Steve Kohalmi of Juniper would be Rapporteur for this specification.

ACTION:
Organize conference calls on 33.210 discussions on extension of scope to user plane

(action on: Juniper)

Decision: 

The document was revised to S3-111192.



S3-111192
CR on 33.401 DSCP use with IPsec





33.401
 CR-483 rev 1 (Rel-11) v11.1.0





Source: Juniper Networks, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-111033)

Decision: 

The document was agreed.



S3-111064
CR-Clarification for handover from E-UTRAN to UTRAN





33.401
 CR-484 (Rel-11) v11.1.0





Source: Huawei, Hisilicon

Discussion: 

Nokia Siemens Networks observed there was no normative content in the change and proposed converting to a Note. Huawei agreed. It was agreed to add a reference about 35.331.

Decision: 

The document was revised to S3-111193.



S3-111193
CR-Clarification for handover from E-UTRAN to UTRAN





33.401
 CR-484 rev 1 (Rel-11) v11.1.0





Source: Huawei, Hisilicon

(Replaces S3-111064)

Decision: 

The document was agreed.



S3-111065
Clarification on NAS security context confusion with same eKSI





Source: Huawei, Hisilicon

Discussion: 

It was decided that CT1 should look into the matter and delegates can contribute to CT1 via their companies. The Rapporteur should inform the CT1 Chairman directly.

Decision: 

The document was noted.



S3-111150
Context identification at inter-RAT TAU procedures





33.401
 CR-486 (Rel-11) v11.1.0





Source: AT&T, Ericsson, Qualcomm Incorporated, ST-Ericsson

Decision: 

The document was revised to S3-111195.



S3-111195
Context identification at inter-RAT TAU procedures





33.401
 CR-486 rev 1 (Rel-11) v11.1.0





Source: AT&T, Ericsson, Qualcomm Incorporated, ST-Ericsson

(Replaces S3-111150)

Decision: 

The document was agreed.



S3-111172
Clarification of key calculation at inter-RAT handover from GERAN/UTRAN to E-UTRAN





33.401
 CR-487 (Rel-11) v11.1.0





Source: Qualcomm Incorporated

Discussion: 

The CR was agreed in principle but a revision is necessary.

Decision: 

The document was revised to S3-111196.



S3-111196
Clarification of the KDF used in the key calculations





33.401
 CR-487 rev 1 (Rel-11) v11.1.0





Source: Qualcomm Incorporated

(Replaces S3-111172)

Decision: 

The document was agreed.



7.7.2
TS 33.402 Issues

S3-111012
LS on authentication signalling with external networks over S2b





Source: C4-112226

Decision: 

The document was replied to in S3-111200.



S3-111200
Reply to: LS on authentication signalling with external networks over S2b





Source: Nokia Siemens Networks

Decision: 

The document was approved.



S3-111102
Discussion of options for authentication with external networks over S2b





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE

Discussion: 

Qualcomm mentioned that EAP is taken into account in the CT1 specifications, referencing 33.234 and wondered why it was ignored in this CR; Nokia Siemens Networks suggested in that case CT1 should reconsider according to the CT4 LS and pointed out the place in 1012 where CT4 exclude such a case and interface; Qualcomm suggested this concerned S2b, whereas S2c could also be considered.

Nokia Siemens Networks proposed removing the text on PAP/CHAP in S3-111103 and S3-11104 and re-discussing this in the next meetings; Qualcomm agreed.

Vodafone pointed out the NTT Docomo CR addresses only Rel-11, while the Nokia Siemens Networks CRs address Rel-10 as well.

Decision: 

The document was noted.



S3-111103
Authentication with external networks over S2b (Rel-10)





33.402
 CR-99 rev 2 (Rel-11) v11.1.0





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo

Discussion: 

The CR was agreed in principle but some revisions were necessary according to the discussions under S3-111102.

Decision: 

The document was revised to S3-111197.



S3-111197
Authentication with external networks over S2b (Rel-10)





33.402
 CR-99 rev 3 (Rel-11) v11.1.0





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo

(Replaces S3-111103)

Decision: 

The document was agreed.



S3-111104
Authentication with external networks over S2b (Rel-11)





33.402
 CR-98 rev 2 (Rel-10) v10.1.0





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo

Discussion: 

The CR was agreed in principle but some revisions were necessary according to the discussions under S3-111102.

Decision: 

The document was revised to S3-111198.



S3-111198
Authentication with external networks over S2b (Rel-11)





33.402
 CR-98 rev 3 (Rel-10) v10.1.0





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo

(Replaces S3-111104)

Decision: 

The document was agreed.



S3-111171
Authentication for Private Network Access





33.234
 CR-13 (Rel-11) v11.0.0





Source: NTT Docomo

Discussion: 

It was observed that the Note should not contain normative elements ("should").

The CR was agreed in principle but some revisions were necessary.

Decision: 

The document was revised to S3-111199.



S3-111199
Authentication for Private Network Access





33.234
 CR-13 rev 1 (Rel-11) v11.0.0





Source: NTT docomo

(Replaces S3-111171)

Decision: 

The document was agreed.



S3-111010
Reply LS on Maximum number of IKEv2 security associations





Source: C1-113753

Decision: 

The document was noted.



S3-111152
CR to 33.402: Removal of maximum number of IKEv2 SA limit





33.402
 CR-100 rev 1 (Rel-11) v11.1.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-111153
CR to 33.234: Removal of maximum number of IKEv2 SA limit





33.234
 CR-110 rev 1 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-111030
CR to 33.402 - aligning support for MIPv4 with RFC 3543





33.402
 CR-103 (Rel-11) v11.1.0





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

TS 23.402 requires the use of the revocation extension for MIPv4. RFC 3543 mandates that the FA-HA authentication extension be supported for use with the revocation extension. Optionally other equally strong or stronger security mechanisms maybe used but this does replace the need to support the FA-HA authentication extension. The implementation of the extension for use in 3GPP EPS interworking requires the HA-RK to be created by the AAA, and the distribution of the key to the PGW and the trusted non-3GPP GW. There is no mention of the HA-RK in TS33.402. To be compliant with RFC 3543 it is required and most MIPv4 implementations would adhere to the RFC. Not supporting this has impact on the existing MIPv4 implementations.  The text added to specify the creation, distribution and use of the HA-RK. Specifically: Clause 2, References: Reference to RFC 3543 added; Clause 9.2.1.1: Text added re. protection of signalling messages per RFC 3543 between the node acting as the HA and the node acting as FA using MIP authentication extensions; Clause 9.2.1.2.1: Title of the sub-clause changed from Procedures to Registration Procedures; Clause 9.2.1.2.a: New subclause for Detach Procedures added; Clause 9.2.1.2.b: Generation of HA-RK, FA-HA, and HA-RK keys is better explained; Clause 9.2.1.2.c: HA-RK key is added in the key use table; Clause 9.2.1.2.d: HA-RK key included in the lists of keys received by the Authenticator and distributed by the 3GPP AAA Server. 
Decision: 

The document was withdrawn.



7.7.3
Relay Node Security

S3-111066
Security handling for RRCConnectionReestablishment after RLF





Source: Huawei, Hisilicon

Discussion: 

Ericsson asked for some clarification on the attack and suggested that this issue was not closely related to security; Nokia Siemens Networks supported this statement and suggested RAN3, where this issue has been discussed in length, should address the topic. Ericsson asked why should SA3 send an LS to RAN2/3 when the topic is not security related; and invited intra-company approaches.

It was noted that the issue was discussed but it is in the scope of RAN2/3. This was agreed by SA3.
It was decided to have some further offline discussion. Subsequently, Huawei noted that the offline discussion did not reach a conclusion and consensus on whether to send an LS. The documents were noted.

Decision: 

The document was noted.



S3-111067
CR-Security handling for RRCConnectionReestablishment after RLF





33.401
 CR-485 (Rel-11) v11.1.0





Source: Huawei, Hisilicon

Decision: 

The document was noted.



S3-111122
Analysis on ciphering user plane data





Source: Huawei, Hisilicon, China Mobile

Discussion: 

Deutsche Telekom suggested the cited indicator is not a cipher indicator and proposed modifying the terminology to reduce the confusion. China Mobile suggested user data should be considered. NTT Docomo suggested RAN2 should have addressed this issue if it was felt it was a substantial one. Huawei suggested the operator should not have the choice to turn off. It was noted that some companies wished to try and clarify the relevant text in 33.401 for the next meeting.

Decision: 

The document was noted.



7.7.4
EEA3 and EIA3 Issues

S3-111017
128-EEA3 and 128-EIA3 design and evaluation report





Source: SAGE-11-13

Discussion: 

SA3 agreed the evaluation report to be sent to SA#54 for information and approval. MCC will create the draft TR and submit to SA Plenary.

Decision: 

The document was noted.



S3-111092
EEA3 maximum output length





Source: Ericsson, ST-Ericsson

Abstract: 

It is proposed to send an LS to ETSI SAGE asking them to lift the upper limit of the number of bits that EEA3 is allowed to generate to be on the same level as EEA1.

Discussion: 

Qualcomm supported the proposal and the LS in S3-111093. Nokia Siemens Networks also supported the proposal and the LS.

Decision: 

The document was endorsed.



S3-111093
LS to ETSI SAGE on EEA3 output length





Source: Ericsson, ST-Ericsson

Abstract: 

It is proposed to send the LS to ETSI SAGE asking them to lift the upper limit of the number of bits that EEA3 is allowed to generate to be on the same level as EEA1.

Decision: 

The document was approved.



S3-111119
specify the reference for TS 35221





35.221 v1.0.1





Source: CATR, ZTE Corporation

Discussion: 

MCC will implement these changes before publication.

ACTION:
Implement the CR before actual publication

(action on: Chairman)

Decision: 

The document was noted.



S3-111120
specify the reference for TS 35222





35.222 v1.0.1





Source: CATR, ZTE Corporation

Discussion: 

MCC will implement these changes before publication.

Decision: 

The document was noted.



S3-111121
specify the reference for TS 35223





35.223 v1.0.1





Source: CATR, ZTE Corporation

Discussion: 

MCC will implement these changes before publication.

Decision: 

The document was noted.



7.7.5
Other SAE/LTE Security Issues

S3-111022
Source verification of S6a traffic





Source: Deutsche Telekom AG

Abstract: 

This paper discusses misuse potential related to PLMN IDs on the S6a interface, and proposes how to address issues by matching the claimed message source against the verified message source.

Discussion: 

It was decided to study this issue further and decide at the next meeting how to address it.

Decision: 

The document was noted.



7.8
Security Aspects of Home (e)NodeB

S3-111139
Correction of the architecture description of the H(e)NB system





33.320
 CR-78 (Rel-11) v11.3.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

BT pointed out there was some confusion on the terminology as SeGW has several meanings under different contexts; Acme Packet acknowledged this issue and proposed adding some clarification; Nokia Siemens Networks preferred having logically different elements and proposed any improvement proposals to be addressed by future CRs. Juniper did not want to argue about the naming but mentioned that two separate entities can still be held.

Huawei suggested SeGW has a different sense than SEG. Juniper proposed removing "edge of the core network" from the change to resolve the misunderstanding. BT proposed accepting this keeping in mind that the terminology clash had to be corrected during the work on 33.210 agreed earlier during the meeting. NEC suggested aligning the change in bullet 6 of 4.1 with the one in bullet 7. Vodafone supported this change. Orange asked whether it would be useful to add some further clarification.

Decision: 

The document was revised to S3-111202.



S3-111202
Correction of the architecture description of the H(e)NB system





33.320
 CR-78 rev 1 (Rel-11) v11.3.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-111139)

Decision: 

The document was agreed.



S3-111029
LS on Request to define extensions to H(e)NB to SeGW interface for BBAI





Source: S2-114680

Discussion: 

Alcatel-Lucent suggested IETF would need one or two years to modify the IKEv2 specification under the standards track. ZTE suggested that in SA2 there has been a discussion on this process of alignment and the timeline of two years is perhaps extreme. Orange pointed out that the SeGW is able to assign an IP address; Nokia Siemens Networks suggested this is the outer IP address.

Decision: 

The document was noted.



S3-111055
Clarification of L-GW related H(e)NB security





33.320
 CR-73 (Rel-11) v11.3.0





Source: ZTE Corporation

Discussion: 

Acme Packet was perplexed by the proposed change.Nokia Siemens Networks suggested the datamodel from BBF and SA5 does not include a second URL; if there is a need for a second endpoint then this is an architectural issue to be taken care of by SA2. NEC suggested the CR refers to 36.300 and pointed out that the specification refers to two different tunnels. It was noted that SA3 assumes that there will be only one IPsec tunnel and Delegates would check RAN references to ensure this alignment.

Decision: 

The document was noted.



S3-111143
H(e)NB-LGW Remote IP Address Assignment





Source: Samsung

Discussion: 

Vodafone asked whether the intention is to allow only one IP address to be assigned by the SeGW;

Decision: 

The document was noted.



S3-111144
H(e)NB-LGW IP Address Assignment [Rel-10]





33.320
 CR-79 (Rel-10) v10.3.0





Source: Samsung

Decision: 

The document was revised to S3-111203.



S3-111203
H(e)NB-LGW IP Address Assignment [Rel-10]





33.320
 CR-79 rev 1 (Rel-10) v10.3.0





Source: Samsung

(Replaces S3-111144)

Decision: 

The document was agreed.



S3-111145
H(e)NB-LGW IP Address Assignment [Rel-11]





33.320
 CR-80 (Rel-11) v11.3.0





Source: Samsung

Decision: 

The document was revised to S3-111204.



S3-111204
H(e)NB-LGW IP Address Assignment [Rel-11]





33.320
 CR-80 rev 1 (Rel-11) v11.3.0





Source: Samsung

(Replaces S3-111145)

Decision: 

The document was agreed.



S3-111031
CR to 33.320 H(e)NB identity verification requirements for UE access control enforcement





33.320
 CR-72 (Rel-11) v11.3.0





Source: AT&T, Rogers Wireless, Vodafone, Huawei, HiSilicon, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Siemens Networks, Nokia Corporation, NEC Corporation

Abstract: 

A vulnerability relating to UE access control enforcement has been discovered by SA3. This vulnerability has been acknowledged by RAN3 and needs to be addressed in the requirements TS.

Discussion: 

Ericsson asked whether the MME would take over this functionality if there would not be any HNB-GW. It was decided to clarify that the gateway is mandatory in 4.4.x.

Decision: 

The document was revised to S3-111205.



S3-111205
CR to 33.320 H(e)NB identity verification requirements for UE access control enforcement





33.320
 CR-72 rev 1 (Rel-11) v11.3.0





Source: AT&T, Rogers Wireless, Vodafone, Huawei, HiSilicon, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Siemens Networks, Nokia Corporation, NEC Corporation

(Replaces S3-111031)

Discussion: 

Vodafone proposed a rewording according to the observations of Qualcomm for 4.4.x; this was agreed.

Decision: 

The document was agreed.



S3-111053
A solution to solve the Security gap for H(e)NB





Source: ZTE Corporation

Decision: 

The document was revised to S3-111194.



S3-111194
A solution to solve the Security gap for H(e)NB





Source: ZTE Corporation

(Replaces S3-111053)

Discussion: 

Vodafone suggested the solution should cover the CSG case and not impact the network side. For this reason, Vodafone did not support the solution proposed by ZTE. Deutsche Telekom did not support the ZTE contribution either. Nokia Siemens Networks suggested that the ZTE contribution solves only a particular case and proposed viewing the global scenario and requirements and then providing a solution.

Decision: 

The document was noted.



S3-111054
Introducing identities binding requirements for UE access control enforcement





33.320
 CR-77 (Rel-11) v11.3.0





Source: ZTE Corporation

Decision: 

The document was revised to S3-111201.



S3-111201
Introducing identities binding requirements for UE access control enforcement





33.320
 CR-77 rev 1 (-) v11.3.0





Source: ZTE Corporation

(Replaces S3-111054)

Discussion: 

There was not enough support for the contribution.

Decision: 

The document was noted.



S3-111032
Proposed draft LS to RAN3 and CT1 re. LS on verification of messages from H(e)NB to H(e)NB_GW





Source: Huawei, HiSilicon, AT&T, Vodafone, Alcatel-Lucent, Nokia Corporation, Nokia Siemens Networks, NEC Corporation

Abstract: 

There has been a discussion on the vulnerability relating to UE access control enforcement in H(e)NB. Proposed CR in S3-111031 addresses the vulnerability. The CR potentially impacts work in both RAN3 and CT1. We therefore propose to send this LS to RAN3 and CT1 to synchronize the fix. 

Decision: 

The document was revised to S3-111206.



S3-111206
LS to RAN3 Cc CT1 re. LS on verification of messages from H(e)NB to H(e)NB_GW





Source: Huawei, HiSilicon, AT&T, Vodafone, Alcatel-Lucent, Nokia Corporation, Nokia Siemens Networks, NEC Corporation

(Replaces S3-111032)

Decision: 

The document was approved.



S3-111079
Security for direct interfaces between H(e)NBs





33.320
 CR-74 (Rel-11) v11.3.0





Source: Huawei, HiSilicon

Decision: 

The document was merged in S3-111208.



S3-111141
Security for direct interfaces between H(e)NBs





33.320
 CR-58 rev 3 (Rel-11) v11.3.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-111208.



S3-111208
Security for direct interfaces between H(e)NBs





33.320
 CR-58 rev 4 (Rel-11) v11.3.0





Source: Nokia Corporation, Nokia Siemens Networks, ZTE Corporation, Huawei, HiSilicon

(Replaces S3-111141)

Decision: 

The document was agreed.



S3-111099
Discussion paper on H(e)NB security





Source: Gemalto

Abstract: 

Discussion paper on H(e)NB security

Decision: 

The document was noted.



S3-111100
CR to TS 33.320 on TrE





33.320
 CR-75 (Rel-11) vb.3.0





Source: Gemalto

Abstract: 

CR to TS 33.320 on TrE

Discussion: 

Vodafone could not see the value of this informational addition and proposed adding a stronger requirement; InterDigital proposed adding a certification from TEE. 

Nokia Siemens Networks did not see the need for the second part of the change as the first states it is out of scope. Gemalto replied that this could be seen as guidance for implementation. Nokia Siemens Networks suggested that TEE are not to be considered publicly available as there are some licensing agreements to be accepted to obtain access.

Vodafone stated that it is not clear whether implementation guidelines are in the scope of 3GPP and suggested that perhaps other bodies such as GSMA could be more suitable. Nokia Siemens Networks suggested that the License Agreement to view the documents makes them publicly unavailable. Nokia Siemens Networks also pointed out that the solution is a chip-based solution. Gemalto replied that the TrE is hardware-based. Qualcomm observed that the implementation of the TrE is not discussed in 3GPP specifications. Also, Qualcomm suggested the work of TEE seems to be addressing more mobile phones.

There was not enough support for the CR.

Gemalto noted that there will be no information on the implementation of the TrE, with the result that there may be implementation issues.

Decision: 

The document was noted.



S3-111101
CR to TS 33.320 on SIM Lock





33.320
 CR-76 (Rel-11) vb.3.0





Source: Gemalto

Abstract: 

CR to TS 33.320 on SIM Lock

Discussion: 

BT suggested that strengthening an optional element was not desired; China Mobile suggested the proposal addresses implementation issues. BT suggested the attack discussed at the conference mentioned by Gemalto does not address an authentic 33.320 scenario, but rather takes advantage of an optional feature. Qualcomm asked what the service requirement would be. It was discussed whether there should be a binding. Alcatel-Lucent did not see any usefulness. NTT Docomo supported the binding. There was not enough support for the HPM binding and the contribution was noted.

Decision: 

The document was noted.



7.9
Security Aspects related to System Improvements for Machine-Type Communication (SIMTC)

It was decided to conduct an email discussion or conference calls to progress with the work after SA3#65; Samsung as Rapporteur will chair these. It was also noted that joint sessions with SA2 could be held during SA3#66.

S3-111146
MTC Security Architecture





Source: Samsung

Discussion: 

An Editor's Note was agreed.

Decision: 

The document was approved with modifications.



S3-111133
MTC Architecture Update and Device Triggering Update





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Some rewording of the first change in 5.1.3.1 is necessary.

Decision: 

The document was approved with modifications.



S3-111148
MTC Device Triggering Update





Source: Samsung

Decision: 

The document was approved with modifications.



S3-111050
pCR about the solution of online MTC device triggering





Source: ZTE Corporation

Decision: 

The document was withdrawn.



S3-111062
Update security requirement for device trigger delivery





Source: CATT, China Mobile

Abstract: 

This contribution updates the security requirement of the device trigger

Discussion: 

Nokia Siemens Networks and BT proposed a modification that was agreed.

Decision: 

The document was approved with modifications.



S3-111071
MTC device triggering-fake SMS trigger attack





Source: Huawei, HiSilicon,China Unicom

Decision: 

The document was approved with modifications.



S3-111140
Security requirement Authorization of MTC server and trigger





Source: NEC Corporation

Discussion: 

It was agreed to add a note after the requirement added in 5.7.3.

Decision: 

The document was approved with modifications.



S3-111142
Security solution for MTC device trigger





Source: NEC Corporation

Decision: 

The document was approved with modifications.



S3-111155
Triggering security





Source: Ericsson, ST-Ericsson

Discussion: 

Two Editor's Notes were agreed.

Decision: 

The document was approved with modifications.



S3-111083
Clarification of Device Triggering Solution 1





Source: China Mobile, CATT

Decision: 

The document was noted.



S3-111069
Corrections for TR33.868





Source: Huawei, HiSilicon, China Unicom

Decision: 

The document was approved with modifications.



S3-111060
clarification of the security requirement of the external interface





Source: CATT

Abstract: 

This contribution clarifies the security requirement of the external interface

Decision: 

The document was noted.



S3-111085
pCR about solution of external interface security





Source: China Mobile, CATT, InterDigital

Decision: 

The document was merged in S3-111217.



S3-111134
MTC External Interface Security Update





Source: Nokia Corporation, Nokia Siemens Networks


Decision: 

The document was revised to S3-111217.



S3-111061
Update external interface security





Source: CATT, China Mobile

Abstract: 

This contribution updates the external interface security.

Decision: 

The document was merged in S3-111217.



S3-111147
External Interface Security





Source: Samsung

Decision: 

The document was merged in S3-111217.



S3-111217
MTC External Interface Security Update





Source: Nokia Corporation, Nokia Siemens Networks, Samsung, CATT，China Mobile

(Replaces S3-111134)

Decision: 

The document was approved with modifications.



S3-111070
Corrections for secure connection





Source: Huawei, HiSilicon, China Unicom

Discussion: 

Alcatel-Lucent proposed postponing the decision after SA2 has decided on the topic; Ericsson proposed accepting the contribution. Samsung proposed sending an LS to SA1. It was agreed to send an LS to SA1 and SA2 on the topic.

The decision on this contribution was postponed to the next meeting.

Decision: 

The document was noted.



S3-111219
Ls to SA1, SA2 on corrections for secure connection





Source: Huawei

Decision: 

The document was approved.



S3-111170
Request to 3GPP for feedback on proposed changes to GBA specifications in support of M2M Integrity Validation





Source: ETSI M2M(11)0727r4

Decision: 

The document was replied to in S3-111220.



S3-111220
Reply to: Request to 3GPP for feedback on proposed changes to GBA specifications in support of M2M Integrity Validation





Source: Nokia

Decision: 

The document was approved.



S3-111151
Regarding ETSI M2M LS on GBA enhancements





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-111184
Comments on S3-11151 re: ETSI M2M LS on GBA enhancements





Source: InterDigital

Abstract: 

Provides comments regarding Ericsson's response (in S3-111151) to the ETSI TC M2M LS on GBA enhancements

Decision: 

The document was noted.



S3-111111
CR to TS 33.220: Change to clause 4.2.3





33.220
 CR-152 (Rel-11) v11.0.0





Source: InterDigtial

Abstract: 

Proposes a revision to clause 4.2.3 to ease the restriction on parameters in the application-specific USS

Discussion: 

BT supported the contribution. Alcatel-Lucent clarified that MAS is not part of the solution; Ericsson challenged this conclusion; Gemalto confirmed Alcatel-Lucent's view. Orange was not sure that MAS is not used in any case and was not convinced. Nokia Siemens Networks asked what would happen moving the UICC into another device and mentioned that the LS talks about a unique device private key. InterDigital clarified that the device could have multiple nodes and thus multiple private keys. Alcatel-Lucent clarified that assuming that the removal of the UICC is out of the 3GPP scope. Ericsson pointed out that the verification concerns the device. 
Nokia Siemens Networks asked also what the handling would be when a device has to be replaced. Ericsson suggested that the focus should be on the actions of the LS and proposed that SA3 should reply that SA3 does not agree with adding various parameters in the USS.

Gemalto proposed asking for clarification since the understanding was not crystal clear; Nokia supported this. InterDigital did not see the confusion. Deutsche Telekom supported the proposal from Ericsson. It was agreed to draft an LS. Consensus could not be reached to agree on the CR.

Decision: 

The document was noted.



S3-111154
Network based solution for restricting the use of USIM to a specific ME/MTC device





Source: Ericsson, ST-Ericsson

Discussion: 

It was agreed to reword an existing Editor's Note to take into account the cost of deployment for an operator. A last bullet was added to clarify that IMEI can be modified.

Decision: 

The document was approved with modifications.



S3-111167
pCR TR 33.868: Restriction of USIM to specific MEs/MTC Devices





Source: Gemalto, Morpho Cards

Abstract: 

pCR to 33.868: Restriction of USIM to specific MEs/MTC devices

Discussion: 

The addition of an Editor's Note was agreed.

Decision: 

The document was approved with modifications.



S3-111174
Network based method of enforcing a USIM restriction using device authentication





Source: Qualcomm Incorporated

Discussion: 

China Mobile proposed an Editor's Note in the first flow, which was agreed. A modification of the second paragraph in 7.7.1.x.2 to clarify the handling of AKA was agreed. BT asked for a clarification that AKA will not be altered; Qualcomm replied that there should be a study of the possibilities for improvement.

Decision: 

The document was approved with modifications.



S3-111076
SIMTC Privacy concerns in view of current key issues





Source: KPN

Discussion: 

An addition was agreed in 5.1.2. China Mobile proposed having a general privacy clause and then dealing with specific issues in separate clauses.

Decision: 

The document was revised to S3-111221.



S3-111221
SIMTC Privacy concerns in view of current key issues





Source: KPN

(Replaces S3-111076)

Decision: 

The document was approved.



S3-111087
Clarification and proposal on privacy





Source: China Mobile

Discussion: 

Location information was discussed; China Mobile suggested this a detail to taken into account further on. It was decided to merge S3-111087 with S3-111125; Alcatel-Lucent pointed out that S3-111125 reports the entire text.

Decision: 

The document was revised to S3-111222.



S3-111222
Clarification and proposal on privacy





Source: China Mobile

(Replaces S3-111087)

Decision: 

The document was approved.



S3-111125
comments on privacy concern





Source: Samsung

Abstract: 

comments on privacy concern

Decision: 

The document was merged in S3-111222.



S3-111084
pCR to TR 33.868: description of OTA approach for MTC Device configuration





Source: Morpho Cards, Gemalto

Abstract: 

This contribution contains a pCR to TR 33.868 In order to solve the Editor's Note in the clause 5.8.describing solution for MTC MEs Configuration.
Decision: 

The document was approved with modifications.



S3-111068
Partly confidentiality protection for TAU Request





Source: Huawei, HiSilicon

Discussion: 

NTT Docomo asked for only one option to be selected. It was decided to reconsider the topic for Release 12.

Decision: 

The document was noted.



S3-111218
New version of SIMTC 33.868





Source: Rapporteur (Samsung)

Discussion: 

Nokia Siemens Networks pointed out that there were not many solutions on the table and the deadline for Release 11 is approaching. It was proposed progressing on triggering with telephone conferences; the Rapporteur proposed to have a conference call after the SA2 meeting. China Mobile suggested the time difference would be an issue. BT supported having a conference call.

There was a considerable support and it was decided to have some work in between meetings. Morpho pointed out some editorial modifications and a change in 7.5.1 to reduce the Editor's Notes; this last change will be addressed in the next version. Nokia proposed modifying the configuration command; this was agreed.
It was pointed out that the modified wording "MTC device/UE" should be aligned with SA1/SA2 documents (i.e. "UE used for MTC") and a contribution is needed for the next SA3 meeting to correct it.
Decision: 

The document was agreed.



7.10
Security Aspects of Public Warning System

S3-111005
PWS: Warning message display correction with regards to digital signature security





Source: S1-112240

Decision: 

The document was noted.



S3-111105
LS on default UE setting of ETWS/PWS





Source: S2-114714

Discussion: 

Vodafone proposed replying that SA3 endorses the changes. NTT Docomo asked what the spoofing risk could be. There was an extended discussion on roaming problematic related to the topic. AT&T suggested the issue is regulatory. BT suggested the decision reached in SA3#63 was the preferred one. Ericsson proposed leaving the decision to SA1 and SA2. Vodafone proposed repeating the SA3#63 position in the LS without relaxing this requirement (default disable). It was decided to capture the possible trade-offs in the LS and decide later if there is a preference on these.

Decision: 

The document was replied to in S3-111223.



S3-111223
Reply to: LS on default UE setting of ETWS/PWS





Source: NTT Docomo

Discussion: 

There was an extended discussion on whether the LS should address panic threats; it was discussed whether related issues would be left to regulators or whether it is up to the operators to decide. It was decided to reduce the presence of panic threats in the LS. AT&T suggested that related issues will be regulatory-depended and possibly mandated in some countries.

Decision: 

The document was approved.



S3-111013
Response LS on the length of security information in Public Warning System (PWS)





Source: R2-114814

Decision: 

The document was noted.



S3-111016
Reply LS on the length of security information in Public Warning System (PWS)





Source: GP-111304

Decision: 

The document was noted.



S3-111028
LS Reply on the length of security information in PWS





Source: C1-114450

Decision: 

The document was noted.



S3-111112
Comments on LS replies on length of security information in PWS





Source: Research In Motion UK Ltd.

Decision: 

The document was noted.



S3-111136
Draft reply LS on the length of security information in Public Warning System





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Vodafone suggested taking into consideration backwards compatibility; Research In Motion suggested that this should be required; Vodafone thought this was not necessary.

Decision: 

The document was revised to S3-111225.



S3-111225
Reply LS on the length of security information in Public Warning System





Source: Research In Motion UK Ltd.

(Replaces S3-111136)

Discussion: 

It was decided to state that the payload will be 81 bytes. Some further changes were agreed.

Decision: 

The document was approved.



S3-111046
Modification of PWS system architecture





Source: ZTE Corporation

Discussion: 

There was an extended discussion and it was concluded that further study is necessary.

Decision: 

The document was noted.



S3-111168
PWS On the Need to Protect the Secondary Notification





Source: Ericsson, ST-Ericsson

Discussion: 

Vodafone supported the contribution; Ericsson suggested that this contribution, if agreed, should be also conveyed in the outgoing LS. It was decided that the same mechanism would be used for the secondary notification.

Decision: 

The document was approved with modifications.



S3-111075
PWS public key distribution solution in GSM and GPRS





Source: Huawei, HiSilicon

Discussion: 

An Editor's Note on Network Sharing was agreed; the Key name was agreed to be revised.

Decision: 

The document was approved with modifications.



S3-111169
PWS Varying Levels of Key Distribution Security





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-111135
algorithm ID of PWS





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Research In Motion did not have any objections to the proposal. Qualcomm proposed selecting one algorithm, but allowed leaving the decision open for a future meeting. Nokia Siemens Networks did not feel comfortable narrowing it down at this stage; Vodafone proposed limiting the algorithms to ECDSA and DSA, with the possibility to choose only one in the future; this was agreed. Concerning the algorithms left for national choice, Huawei preferred having multiple; it was proposed to decide on the limit in the next meeting. Vodafone suggested that the roaming issue makes it difficult to leave to national choice. Nokia Siemens Networks suggested it could be possible following the example of the AMF, where a part was reserved for private use. Ericsson suggested the free part was subsequently removed; Nokia Siemens Networks replied this was not the case. Qualcomm agreed with treating the field as the AMF. It was agreed to leave the rest of the range for future use; future use would only be able to be specified by SA3.

Decision: 

The document was approved with modifications.



S3-111078
Discussion on PWS signature algorithm identifier





Source: Huawei, HiSilicon

Decision: 

The document was approved with modifications.



S3-111073
Solutions of identifying signing entity





Source: Huawei, HiSilicon, China Unicom

Discussion: 

It was decided to send an LS to SA1 on the topic.

Decision: 

The document was approved with modifications.



S3-111226
LS to SA1 on solutions of identifying signing entity





Source: ST-Ericsson

Decision: 

The document was approved.



S3-111074
PWS public key distribution solution in UMTS





Source: Huawei, HiSilicon

Discussion: 

It was agreed to insert an Editor's Note.

Decision: 

The document was approved with modifications.



S3-111072
Analysis on PWS key update solution in PWS living document





Source: Huawei, HiSilicon

Decision: 

The document was noted.



S3-111187
Comments on S3-111072 Analysis of PWS key update solution in PWS living document





Source: ZTE Corporation

Discussion: 

It was observed that the SA2 answer was necessary before deciding on the present contribution and 072.

Decision: 

The document was noted.



S3-111045
Initial PWS Key Distribution for Solution 2





Source: ZTE Corporation

Discussion: 

Huawei did not support the contribution; Alcatel-Lucent expressed support for the contribution.

Consensus could not be reached and the contribution was noted.

Decision: 

The document was noted.



S3-111047
Improvement of the PWS key update method in solution 2





Source: ZTE Corporation

Discussion: 

Huawei did not support the contribution; BT supported the contribution. Huawei clarified that the new interface has not be defined and proposed waiting for SA2 to define further the architecture. Nokia Siemens Networks did not understand how the proposal could be implemented. Alcatel-Lucent asked what kind of broadcasting is used; ZTE replied SIP would be used.

Decision: 

The document was noted.



S3-111157
MTC's usage in PWS





Source: Nokia Corporation, Nokia Siemens Networks, China Unicom

Discussion: 

Alcatel-Lucent did not have objections to study this topic, however it considered difficult to guarantee authenticity of the message.

Decision: 

The document was noted.



S3-111188
Comments on S3-111072





Source: ZTE Corporation

Decision: 

The document was withdrawn.



S3-111224
New version of PWS living document





Source: ST-Ericsson (Rapporteur)

Decision: 

The document was revised to S3-111222.



S3-111242
New version of PWS living document





Source: ST-Ericsson (Rapporteur)

(Replaces S3-111224)

Decision: 

The document was approved.



7.11
Other Areas

S3-111007
LS on Applicability of ePLMN to MDT





Source: R2-114802

Decision: 

The document was noted.



S3-111008
Response LS on Equivalent PLMN identities and MDT





Source: R3-112291

Decision: 

The document was noted.



S3-111009
Reply LS to LS on Equivalent PLMN identities and MDT





Source: S5-112707

Decision: 

The document was noted.



S3-111023
Response LS on Minimization of Drive Tests (MDT) privacy





Source: S5-113172

Decision: 

The document was noted.



S3-111026
Reply LS on Applicability of ePLMN to MDT





Source: C1-114463

Decision: 

The document was noted.



S3-111106
LS on Security considerations for providing CSG ID lists for equivalent PLMNs





Source: S2-114717

Decision: 

The document was replied to in S3-111231.



S3-111149
Security considerations for providing CSG-ID lists for ePLMNs





Source: Samsung

Discussion: 

Nokia Siemens Networks suggested this was an issue for operators to decide on. TeliaSonera and Deutsche Telekom supported the Samsung proposal.

Decision: 

The document was endorsed.



S3-111231
Reply to: LS on Security considerations for providing CSG ID lists for equivalent PLMNs





Source: Samsung

Decision: 

The document was approved.



8
Studies

8.1
UTRAN Key Management Enhancements

S3-111162
Pseudo CR on UTRAN key hierarchy - SRVCC aspects





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-111098
UTRAN KH: Editorial restructuring of cost benefit analysis clause





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-111094
UTRAN KH: Target orientation update





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-111095
UTRAN KH: AKA and topology





Source: Ericsson, ST-Ericsson

Discussion: 

Nokia Siemens Networks suggested some changes that were agreed.

Decision: 

The document was approved with modifications.



S3-111097
UTRAN KH: Theft of service





Source: Ericsson, ST-Ericsson

Discussion: 

BT provided an additional threat which was considered valid; this must be studied for the next meeting.

Decision: 

The document was approved.



S3-111237
New version of UKH TR 33.859





Source: Ericsson (Rapporteur)

Discussion: 

Timeline:

- Friday November 18; first draft provided.

- Friday November 25; commenting deadline.

- Wednesday November 30; final version provided.

It was agreed to send the TR to SA#54 for approval.

Decision: 

The document was sent for email approval.



8.2
Extended Identity Management

8.3
Extended IMS media plane security features

S3-111034
pCR to TR 33.829 - Section 7.2 Editors Note





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This PCR proposes to resolve the Editors Note in Clause 7.2.

Decision: 

The document was noted.



S3-111035
pCR to TR 33.829 - MIKEY-IBAKE properties





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This PCR adds content to the Clause 7.3.1 of TR 33.829. 
Discussion: 

It was agreed to delete the second half of the Note and keep the Editor's Note.

Decision: 

The document was approved with modifications.



S3-111036
pCR to TR 33.829 - MIKEY-IBAKE signaling





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This PCR adds content to the Clause 7.3.1 of the TR 33.829 
Discussion: 

Ericsson will bring a contribution to the next meeting to address some concerns regarding the subject of the contribution.

Decision: 

The document was approved.



S3-111037
pCR to TR 33.829 - Definitions





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

This PCR provides definitions for key escrow and perfect forward secrecy, and consequently removes the Editor's Note requiring these definitions.

Discussion: 

It was agreed to replace “derived from” with “established using” in the Perfect Forward Secrecy definition.
Decision: 

The document was approved with modifications.



S3-111159
Pseudo CR for TR 33.829: Clarification of a statement on group keys (conferencing)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-111158
Pseudo CR for TR 33.829: More detailed description of the SDES based solution for conferencing





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-111238
New version of TR on Media Security





Source: Vodafone (Rapporteur)

Discussion: 

Timeline:

- Friday November 18; first draft provided.

- Friday November 25; commenting deadline.

- Wednesday November 30; final version provided.

It was agreed to send the TR to SA#54 for approval.

Decision: 

The document was revised to S3-111243.



S3-111243
New version of TR on Media Security





Source: Vodafone (Rapporteur)

(Replaces S3-111238)

Decision: 

The document was sent for email approval.

8.4
SSO Applications Security for IMS – based on SIP Digest

It was agreed to send the contributions for email approval.

Timeline: 

-
21 November: start of email approval;
-
5 December: end of email approval;

-
9 December: revised versions provided.
Concerning the Draft TR the timeline will be:

-
16 December: implemented version;

-
2 January: commenting deadline;

-
6 January: final implementation delivered.

S3-111109
pCR to TR 33.914: Additional security requirement





Source: InterDigital

Abstract: 

Propose to include as a requirement on the SSO solution to include mechanisms to enable enforcement of operator policies

Decision: 

The document was sent for email approval.



S3-111063
Editor s Notes 5.1.2 and 5.3





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



S3-111088
Editor's Note in 5.2





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was sent for email approval.



S3-111058
Editorials and Implementation Correction





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



S3-111156
Clarifications to GBA_Digest (TR 33.914)





Source: Ericsson, ST-Ericsson

Decision: 

The document was sent for email approval.



S3-111107
pCR to TR 33.914: GBA Digest name change





Source: InterDigital

Abstract: 

Proposes changing GBA_Digest term and replace it with GBA_SIP_Digest to clearly reflect that it is GBA protocol that use SIP Digest credentials

Decision: 

The document was sent for email approval.



S3-111108
pCR to TR 33.914: SIP Digest Based GBA with Expanded Messaging Between UE and NAF





Source: InterDigital

Abstract: 

Proposes expansions in messaging content over the Ua interface to handle the extension of the GBA bootstrapping to support non-UICC credentials.
Decision: 

The document was sent for email approval.



S3-111126
P-CR - Evaluation of solution 1





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was sent for email approval.



S3-111051
pCR to TR 33.914 authentication process of interworking of the SIP Digest-based SSO with the OpenID





Source: ZTE Corporation

Decision: 

The document was sent for email approval.



S3-111048
Architecture for interworking with Liberty Alliance





Source: China Unicom, ZTE Corporation

Decision: 

The document was sent for email approval.



S3-111049
Implement for interworking message flow with OpenID





Source: ZTE Corporation, China Unicom

Decision: 

The document was sent for email approval.



S3-111127
identifier of SSO application security





Source: Samsung

Abstract: 

identifier of SSO application security 

Decision: 

The document was sent for email approval.



S3-111239
New version of SIP Digest TR





Source: Rapporteur

Decision: 

The document was sent for email approval.



8.5
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

It was agreed to send the contributions for email approval.

Timeline: 

-
21 November: start of email approval;

-
5 December: end of email approval;

-
9 December: revised versions provided.

Concerning the Draft TR the timeline will be:

-
16 December: implemented version;

-
2 January: commenting deadline;

-
6 January: final implementation delivered.

S3-111052
Interoperation of IdPs in various Operator networks





Source: ZTE Corporation

Decision: 

The document was sent for email approval.



S3-111056
GBA Lite





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was sent for email approval.



S3-111110
pCR to TR 33.sso: Suggested Requirements





Source: InterDigital

Abstract: 

Proposes SSO requirements based on the SA1 TR 22.895 requirements

Decision: 

The document was sent for email approval.



S3-111240
New version of SSO TR





Source: Rapporteur

Decision: 

The document was sent for email approval.



8.6
Security Aspects in the Scope of the SA2 study on IMS Based Peer-to-Peer Content (SP-100567)

S3-111086
IMS P2P Security Architecture Update





Source: China Mobile, Nokia, Nokia Siemens Networks, ZTE, Alcatel-Lucent

Discussion: 

Ericsson pointed out a typo on the figure numbering.

Huawei asked whether the HSS is considered part of the IMS core; China Mobile replied suggested this was the case. Huawei suggested that alternative 5 does not include it. China Mobile provided clarification and Huawei did not have further comments.

Orange asked whether SA2 will select one of the architectures.

Decision: 

The document was approved with modifications.



S3-111082
P2P pCR on threats





Source: Huawei, HiSilicon

Discussion: 

Alcatel-Lucent suggested there are other concerns in addition to privacy in such a scenario; it was observed that the clause concerns privacy; Alcatel-Lucent asked for an Editor's Note to be added. Alcatel-Lucent and Ericsson proposed removing "UE"; this was agreed.

Decision: 

The document was approved with modifications.



S3-111081
P2P pCR on requirements





Source: Huawei, HiSilicon

Decision: 

The document was approved with modifications.



S3-111236
New version of living document on P2P





Source: China Mobile (Rapporteur)

Decision: 

The document was agreed.



8.7
Study on IMS Firewall Traversal

S3-111038
Skeleton for draft TR (SA3 WI S3-110851)





Source: Acme Packet, Vodafone, Clearwire, Genband

Discussion: 

TeliaSonera observed there is no threat clause in the TR; Rogers Wireless supported the TeliaSonera comments and added that the intention of the TR builds a mechanism that traverses the firewall, so relevant threats should be considered. Acme Packet suggested the TR is attempting to provide a mechanism for traffic to flow, and does not compromise the security mechanisms of the firewall.

BT supported adding a threat clause and suggested that the topic is a business risk. Ericsson suggested possible enterprise threats are out of scope. Vodafone suggested any firewall traversal mechanism introduced must not reduce the existing level of security. Nokia Siemens Networks suggested the requirement can be reformulated in a way that is acceptable, but supported the intention. Acme Packet clarified the intention is to allow traffic in firewalls that unintentionally block traffic. 

The Chairman proposed modifying the evaluation clause to accommodate the request from TeliaSonera. Ericsson asked to add a requirement that the work will not affect IMS security. This was agreed.

Huawei suggested that TLS versions allow by selecting the cipher to impose the security handling in the firewall; Acme Packet agreed but suggested there are solutions to this. Nokia Siemens Networks suggested that NULL encryption will allow DPI to work, which will enable blocking traffic. Acme Packet replied that the proposed solutions in the following documents offering DPI protection. This issue was taken offline.

Radisys suggested emergency calls should be considered in the work. It was decided to discuss this inside the requirements discussion. Radisys suggested NIMSFW definition should be reworded. This issue was postponed until further documents were discussed. Ericsson suggested the methodology for the evaluation should have the same criteria used and asked using Assessment instead of evaluation. Radisys asked to add a common procedures subclause under 8. This was agreed.

BT asked adding a statement on the fact that device impacts should be assessed. Rogers Wireless asked for this to be part of the evaluation for each solution. It was agreed that this is an assessment criterion.

AT&T observed the device will not necessarily be mobile. Qualcomm asked which solution would be used in which scenario. It was agreed to add a clause review and guidance on coexistence.

Decision: 

The document was approved with modifications.



S3-111039
Scope for draft TR (SA3 WI S3-110851)





Source: Acme Packet, Vodafone, Clearwire, Genband

Decision: 

The document was approved.



S3-111040
Background section for draft TR (SA3 WI S3-110851)





Source: Acme Packet, Vodafone, Clearwire, Genband

Discussion: 

Ericsson challenged the text above bullet 5 and proposed a rewording; this was agreed.

Qualcomm suggested that HTTP ports are not always open. BT and Radisys supported this observation and proposed reflecting this into the requirements clause. This was agreed but a formulation must be provided.

Alcatel-Lucent expressed some concerns the text above bullet 5.

Nokia Siemens Networks asked whether the firewall is intentionally of unintentionally blocking IMS and suggested it would be intentionally blocking IMS-traffic. Vodafone suggested that it is not known whether the FW is intending to block or not. Radisys asked for "unintentional" to be removed from the Definition; this was agreed. Alcatel-Lucent did not have any other concerns on that text.

BT suggested that IMS traffic should be considered safe; Vodafone agreed and also invited in working individually as an operator on this. BT expressed some concerns about DPI tools blocking traffic. Acme Packet proposed running unencrypted TLS; BT agreed.

The figure was discussed and it was agreed to modify it; Ericsson and Nokia Siemens Networks proposed reducing the arrow to SIP and RTP; this was agreed. Ericsson observed using UDP was irrelevant on the picture; this was agreed.

In Figure 2, P-CSCF was removed. 

Ericsson proposed adding another picture on the TLS connection; this was agreed and an Editor's Note will be added.

Decision: 

The document was approved with modifications.



S3-111041
Uses Cases section for draft TR (SA3 WI S3-110851)





Source: Acme Packet, Vodafone, Clearwire, Genband

Discussion: 

Rogers Wireless proposed using the term IP-CAN.

Qualcomm asked rewording to non-3GPP untrusted access. Ericsson suggested that what is attempted to be done in the use case is connect to IMS, not 3GPP core itself. Radisys what access means are under consideration; Nokia Siemens Networks replied that iWLAN and similar access means are not excluded.

There was an extended discussion on whether the use cases should be removed. Vodafone desired to keep the use cases; Rogers Wireless, Ericsson and Qualcomm proposed removing the use cases for this meeting; Acme Packet proposed keeping the different scenarios. AT&T preferred having some use cases.

It was decided not to have use cases. It was decided to insert an enumerated list of possible accesses as proposed by Qualcomm.

Decision: 

The document was noted.



S3-111179
iFire TR Use Cases





Source: Radisys

Abstract: 

Use cases for consideration in the TR

Discussion: 

Radisys proposed rewording the contribution according to Acme Packet remarks. It was agreed to place in the background. Telecom Italia asked how this related to SA1; it was agreed to insert an Editor's Note on whether these use cases are to be considered. Telecom Italia suggested that perhaps SA1 should have been consulted beforehand.

Decision: 

The document was revised to S3-111233.



S3-111233
iFire TR Use Cases





Source: Radisys

(Replaces S3-111179)

Decision: 

The document was approved.



S3-111178
LS on iFire Use Cases





Source: Radisys

Abstract: 

LS on iFire Use Cases

Discussion: 

Deutsche Telekom and BT supported the LS as it gave visibility to a number of topics that were valid. Rogers Wireless also found useful the LS and proposed also accepting S3-111179. Ericsson suggested the contribution is extremely valid, and while the situation is unclear, it is clear that SA's intention is to study different topics. Vodafone did not object to the LS but proposed that it could be more productive to do such an analysis in-house.

The Chairman proposed sending the LS and attach the latest draft of the TR. Vodafone and Rogers Wireless pointed out that the TR is at a very early stage. It was suggested to insert the background discussion document S3-111179 in the TR to keep in mind the potential requirements. Deutsche Telekom agreed with Rogers Wireless in proposing to keep only the one issue of the LS.

It was agreed to send the LS attaching the modified version of S3-111179 (S3-111233).

Decision: 

The document was revised to S3-111234.



S3-111234
LS on iFire Use Cases





Source: Radisys

(Replaces S3-111178)

Decision: 

The document was approved.



S3-111042
Requirements section for draft TR (SA3 WI S3-110851)





Source: Acme Packet, Vodafone, Clearwire, Genband

Discussion: 

There was an extended discussion on requirement 4 in 6.1; it was proposed to remove the requirement; BT and Acme Packet believed the requirement was important and should not be removed. Qualcomm, Orange, TeliaSonera did not want the requirement. It was agreed to remove requirement 4.

It was agreed to remove "unintentional" from all documents. It was agreed to use the expression "support traversal across firewalls". Qualcomm proposed removing requirement 4; Ericsson proposed rewording the requirement to state that it should minimize changes to the UE. This was agreed.

In 6 it was agreed to add IMS. NTT Docomo asked for some clarification on dynamic in the requirement. Nokia Siemens Networks suggested that the configuration is not static in such a case. It was agreed to remove "dynamic". It was suggested that new mobility cases are out of scope. It was agreed that impacts of mobility are for further study. Radisys had strong concerns about mobility and wished to discuss about this with SA2.

Ericsson suggested adding a requirement that one of the criteria for the selection of the solution should be delay and jitter.; this was agreed and a sentence was added. This was moved in the assessment criteria.

Decision: 

The document was approved with modifications.



S3-111180
Functional Requirements





Source: Radisys

Decision: 

The document was approved.



S3-111043
Review of existing solutions section for draft TR (SA3 WI S3-110851)





Source: Acme Packet, Vodafone, Clearwire

Discussion: 

There was a rewording agreed concerning the opening firewall ports, as proposed by Orange.

Decision: 

The document was approved with modification.



S3-111175
iFIRE Reuse of Existing Solutions





Source: Ericsson, ST-Ericsson, RadiSys, Rogers Wireless Inc.

Discussion: 

It was decided to postpone the contribution to SA3#66 due to lack of time.

Decision: 

The document was noted.



S3-111044
Candidate new solution section for draft TR (SA3 WI S3-110851)





Source: Acme Packet, Vodafone, Clearwire

Discussion: 

It was decided to postpone the contribution to SA3#66 due to lack of time.

Decision: 

The document was noted.



S3-111181
iFire Candidate Procedures





Source: Radisys

Abstract: 

Discusses and proposes some candidate procedures applicable generically to iFire 
Discussion: 

It was decided to postpone the contribution to SA3#66 due to lack of time.

Decision: 

The document was noted.



S3-111182
iFire Candidate Solution





Source: Radisys

Abstract: 

Discusses and proposes a candidate solution for the iFire TR

Decision: 

The document was noted.



S3-111232
New version of draft TR on IMS firewall traversal





Source: Acme Packet (Rapporteur)

Discussion: 

Timeline:

- Friday November 18; first draft provided.

- Friday November 25; commenting deadline.

- Wednesday November 30; final version provided.

It was also agreed that conference calls will be held to proceed the work; NEC (as vice-chairman) will chair the calls.

It was also noted that there is a possibility to have joint sessions with SA2 during SA3#66; the SA3 Chairman will try and coordinate these sessions.

Decision: 

The document was sent for email approval.



8.8
Other Study Areas

S3-111089
Spoofed call analysis





Source: China Mobile, Teliasonera, BT

Decision: 

The document was noted.



S3-111091
spoofed call SI





Source: China Mobile

Discussion: 

Orange asked to modify the objectives to address CN. TeliaSonera pointed out there is overlap with SPUCI work. China Mobile proposed revising the Objectives clause; Orange supported the general concept of the work but proposed restricting the scope on spoofed calls. Rogers Wireless asked for the objectives to be clarified and asked for the decision to be postponed to the next meeting.

It was decided to re-discuss the WID proposal in the next meeting. NTT Docomo proposed having an email discussion on the topic. This was agreed: TeliaSonera was agreed as Chairman of the email discussion.

Decision: 

The document was noted.



S3-111096
Security Vulnerability of CN related to forged identities





Source: China Mobile

Discussion: 

It was observed that there is a multitude of issues to be discussed and also reach a better understanding of the problem and whether there are additional issues to be considered. Contributions were invited for the next meeting.

Decision: 

The document was noted.



9
Technical vote on S3-110636

The results of the technical vote on the question: "Shall SA3 approve the proposal in S3-110636 for insertion in TR 33.sso Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms?" were:

Yes 41,304%

No 43,478%

Consensus was not reached and the proposal was not inserted in the TR.

10
Elections of SA3 chairman and vice chairmen

The SA3 Chairman gave the floor to Peter Howard of Vodafone as SA3 vice-chairman to conduct the elections.

Mireille Paulliac of Gemalto withdrew her candidature for the position of vice-chairman.

The SA3 vice-chairman invited Delegates that had questions to ask the candidates; NTT Docomo asked how would candidates see their role in SA3. Marcus Wong of Huawei suggested that the intention would be to assist with leadership and enable the group to perform its work. Anand Prasad of NEC suggested that tasks related to support of leadership such as offline discussions and evening sessions can be chaired by vice-chairmen; also liaising with external bodies on coordination issues can be another area. Magnus Alden suggested that the role is to be seen as a backup role in case the chairman is not available to conduct a meeting. There were no further questions.

The SA3 vice-chairman thanked the candidates for their availability; he then asked if, further to Bengt Sahlin of Ericsson there were further candidatures for chairmanship. There were none and Bengt Sahlin was elected by acclamation as SA3 Chairman for the next two years.
The SA3 Chairman took over and asked whether there are further candidatures for vice-chairman; there were none. Marcus Wong and Anand Prasad withdrew from the first round; Magnus Alden was elected by acclamation as first vice-chairman of SA3. There were no further announcements and a vote was conducted for the second vice-chairman position.

The results of the first ballot were:

-
Marcus Wong, HuaWei Technologies Co., Ltd (CCSA) 52,727%

-
Anand Prasad, NEC Corporation (TTC) 47,273%

A second ballot was necessary. The results of the second ballot were:

-
Marcus Wong, HuaWei Technologies Co., Ltd (CCSA) 47,541%

-
Anand Prasad, NEC Corporation (TTC) 52,459%

Anand Prasad of NEC was therefore appointed as second vice-chairman.

The SA3 Chairman and the Working Group also thanked Peter Howard of Vodafone, who stood down after four consecutive terms as SA3 vice-chairman.

11
Review and Update of Work Plan 

S3-111003
SA3 WorkPlan





Source: WG Secretary

Discussion: 

Rapporteurs are invited to provide estimates on the completion of the Work Items.

Decision: 

The document was noted.



S3-111130
Proposed Update of SA WG3 Terms of Reference





Source: WG Chairman

Discussion: 

BT proposed adding a definition of privacy in the 3GPP glossary.

Decision: 

The document was approved.



12
Future Meeting Dates and Venues

S3-111183
SA3 Meeting Calendar





Source: WG Secretary

Decision: 

The document was noted.



13
Any Other Business

China Mobile proposed having some co-located meetings between SA3 and SA3-LI in the future.

Rogers Wireless did not support the idea as the two groups share some Delegates, who in that case would not be able to attend both meetings; Rogers Wireless proposed co-locating the meetings, but in two consecutive weeks. Huawei supported this idea of co-locating in separate weeks, but allowing perhaps a joint sessions during the SA3 week. Ericsson pointed out that this would limit the possibility to find suitable dates. Nokia Siemens Networks suggested that this should be considered for 2013 and added that this could be the case of the mega-meeting in 2013. BT supported co-location in two separate weeks.

The SA3 Chairman will discuss with the SA3-LI leadership.

14
Close

The Chairman thanked the outgoing vice-chairmen for their work in the last two years and welcomed the two new vice-chairmen for the next term. The Chairman thanked the Delegates for their hard work and contributions. He also thanked the North American Friends for hosting the meeting. The Chairman and the Group thanked Benoit Michaut of Orange, who will not attend anymore.

The meeting was closed.
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	33.222 Rel-11 Correction of Reference and Clarification of Mandatory Implementation
	Ericsson, ST-Ericsson
	revised
	-
	S3-111207

	S3-111166
	p-CR Key Diversity
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-111167
	pCR TR 33.868: Restriction of USIM to specific MEs/MTC Devices
	Gemalto, Morpho Cards
	approved with modifications
	-
	-

	S3-111168
	PWS On the Need to Protect the Secondary Notification
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-111169
	PWS Varying Levels of Key Distribution Security
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-111170
	Request to 3GPP for feedback on proposed changes to GBA specifications in support of M2M Integrity Validation
	ETSI M2M(11)0727r4
	replied to
	-
	-

	S3-111171
	Authentication for Private Network Access
	NTT docomo
	revised
	-
	S3-111199

	S3-111172
	Clarification of key calculation at inter-RAT handover from GERAN/UTRAN to E-UTRAN
	Qualcomm Incorporated
	revised
	-
	S3-111196

	S3-111173
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	postponed
	-
	-

	S3-111174
	Network based method of enforcing a USIM restriction using device authentication
	Qualcomm Incorporated
	approved with modifications
	-
	-

	S3-111175
	iFIRE Reuse of Existing Solutions
	Ericsson, ST-Ericsson, RadiSys, Rogers Wireless Inc.
	noted
	-
	-

	S3-111176
	Discussion on storing START values on ME
	Qualcomm Incorporated
	noted
	-
	-

	S3-111177
	SPUCI Use of iFC
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-111178
	LS on iFire Use Cases
	Radisys
	revised
	-
	S3-111234

	S3-111179
	iFire TR Use Cases
	Radisys
	revised
	-
	S3-111233

	S3-111180
	Functional Requirements
	Radisys
	approved
	-
	-

	S3-111181
	iFire Candidate Procedures
	Radisys
	noted
	-
	-

	S3-111182
	iFire Candidate Solution
	Radisys
	noted
	-
	-

	S3-111183
	SA3 Meeting Calendar
	WG Secretary
	noted
	-
	-

	S3-111184
	Comments on S3-11151 re: ETSI M2M LS on GBA enhancements
	InterDigital
	noted
	-
	-

	S3-111185
	Protocol procedures relating to the security and quality of service provided by mobile backhaul
	ITU-T COM 11 LS 68 E
	replied to
	-
	-

	S3-111186
	Comments on S3-111176 Discussion on storing START values on ME
	Nokia Siemens Networks
	noted
	-
	-

	S3-111187
	Comments on S3-111072 Analysis of PWS key update solution in PWS living document
	ZTE Corporation
	noted
	-
	-

	S3-111188
	Comments on S3-111072
	ZTE Corporation
	withdrawn
	-
	-

	S3-111189
	Reply to: Liaison to 3GPP SA3 and GSMA on the management of infected terminals in mobile networks
	Deutsche Telekom
	approved
	-
	-

	S3-111190
	Reply to: LS to 3GPP SA3 and GSMA on mobile and smart phone security
	NTT Docomo
	approved
	-
	-

	S3-111191
	Reply to: Protocol procedures relating to the security and quality of service provided by mobile backhaul
	BT Group
	approved
	-
	-

	S3-111192
	CR on 33.401 DSCP use with IPsec
	Juniper Networks, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-111033
	-

	S3-111193
	CR-Clarification for handover from E-UTRAN to UTRAN
	Huawei, Hisilicon
	agreed
	S3-111064
	-

	S3-111194
	A solution to solve the Security gap for H(e)NB
	ZTE Corporation
	noted
	S3-111053
	-

	S3-111195
	Context identification at inter-RAT TAU procedures
	AT&T, Ericsson, Qualcomm Incorporated, ST-Ericsson
	agreed
	S3-111150
	-

	S3-111196
	Clarification of the KDF used in the key calculations
	Qualcomm Incorporated
	agreed
	S3-111172
	-

	S3-111197
	Authentication with external networks over S2b (Rel-10)
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo
	agreed
	S3-111103
	-

	S3-111198
	Authentication with external networks over S2b (Rel-11)
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo
	agreed
	S3-111104
	-

	S3-111199
	Authentication for Private Network Access
	NTT docomo
	agreed
	S3-111171
	-

	S3-111200
	Reply to: LS on authentication signalling with external networks over S2b
	Nokia Siemens Networks
	approved
	-
	-

	S3-111201
	Introducing identities binding requirements for UE access control enforcement
	ZTE Corporation
	noted
	S3-111054
	-

	S3-111202
	Correction of the architecture description of the H(e)NB system
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-111139
	-

	S3-111203
	H(e)NB-LGW IP Address Assignment [Rel-10]
	Samsung
	agreed
	S3-111144
	-

	S3-111204
	H(e)NB-LGW IP Address Assignment [Rel-11]
	Samsung
	agreed
	S3-111145
	-

	S3-111205
	CR to 33.320 H(e)NB identity verification requirements for UE access control enforcement
	AT&T, Rogers Wireless, Vodafone, Huawei, HiSilicon, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Siemens Networks, Nokia Corporation, NEC Corporation
	agreed
	S3-111031
	-

	S3-111206
	LS to RAN3 Cc CT1 re. LS on verification of messages from H(e)NB to H(e)NB_GW
	Huawei, HiSilicon, AT&T, Vodafone, Alcatel-Lucent, Nokia Corporation, Nokia Siemens Networks, NEC Corporation
	approved
	S3-111032
	-

	S3-111207
	33.222 Rel-11 Correction of Reference and Clarification of Mandatory Implementation
	Ericsson, ST-Ericsson
	postponed
	S3-111164
	-

	S3-111208
	Security for direct interfaces between H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, ZTE Corporation, Huawei, HiSilicon
	agreed
	S3-111141
	-

	S3-111209
	Reply to: Liaison Statement on X.oacms, Overall aspects of countering mobile messaging spam
	NEC
	revised
	-
	S3-111241

	S3-111210
	New version of SPUCI TR
	NEC (Rapporteur)
	agreed
	-
	-

	S3-111211
	PUCI Information Storing - Clarifications and Editor's Notes
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-111160
	-

	S3-111212
	SPUCI Removal of Editors Notes
	NEC Corporation, NTT DOCOMO
	approved
	S3-111137
	-

	S3-111213
	CMPv2 profile
	Huawei, HiSilicon
	agreed
	S3-111080
	-

	S3-111214
	New version of TR on Security enhancements for usage of GBA from the browser
	Nokia (Rapporteur)
	agreed
	-
	-

	S3-111215
	LS to SA1 on GBA extensions for re-use of SIP Digest credentials
	NEC
	approved
	-
	-

	S3-111216
	33.220 Rel-11 Correction of Allowed TLS Ciphersuite Identifiers in Annex H.3
	Ericsson, ST-Ericsson
	agreed
	S3-111163
	-

	S3-111217
	MTC External Interface Security Update
	Nokia Corporation, Nokia Siemens Networks, Samsung, CATT，China Mobile
	approved with modifications
	S3-111134
	-

	S3-111218
	New version of SIMTC 33.868
	Rapporteur (Samsung)
	agreed
	-
	-

	S3-111219
	Ls to SA1, SA2 on corrections for secure connection
	Huawei
	approved
	-
	-

	S3-111220
	Reply to: Request to 3GPP for feedback on proposed changes to GBA specifications in support of M2M Integrity Validation
	Nokia
	approved
	-
	-

	S3-111221
	SIMTC Privacy concerns in view of current key issues
	KPN
	approved
	S3-111076
	-

	S3-111222
	Clarification and proposal on privacy
	China Mobile
	approved
	S3-111087
	-

	S3-111223
	Reply to: LS on default UE setting of ETWS/PWS
	NTT Docomo
	approved
	-
	-

	S3-111224
	New version of PWS living document
	ST-Ericsson (Rapporteur)
	revised
	-
	S3-111242

	S3-111225
	Reply LS on the length of security information in Public Warning System
	Research In Motion UK Ltd.
	approved
	S3-111136
	-

	S3-111226
	LS to SA1 on solutions of identifying signing entity
	ST-Ericsson
	approved
	-
	-

	S3-111227
	Modification of security context storage rate on the USIM - resolution of Editor s Note
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-111057
	-

	S3-111228
	GBA extensions for re-use of SIP Digest credentials
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, British Telecom, China Mobile, Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks, Qualcomm, Rogers Wireless
	revised
	S3-111059
	S3-111235

	S3-111229
	Considerations on SACCH Security
	Research In Motion UK Ltd.
	approved
	-
	-

	S3-111230
	Reply to: LS on requirement for IOV-I and IOV-UI values
	Vodafone
	approved
	-
	-

	S3-111231
	Reply to: LS on Security considerations for providing CSG ID lists for equivalent PLMNs
	Samsung
	approved
	-
	-

	S3-111232
	New version of draft TR on IMS firewall traversal
	Acme Packet (Rapporteur)
	sent for email approval
	-
	-

	S3-111233
	iFire TR Use Cases
	Radisys
	approved
	S3-111179
	-

	S3-111234
	LS on iFire Use Cases
	Radisys
	approved
	S3-111178
	-

	S3-111235
	GBA extensions for re-use of SIP Digest credentials
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, British Telecom, China Mobile, Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks, Qualcomm, Rogers Wireless
	agreed
	S3-111228
	-

	S3-111236
	New version of living document on P2P
	China Mobile (Rapporteur)
	agreed
	-
	-

	S3-111237
	New version of UKH TR 33.859
	Ericsson (Rapporteur)
	sent for email approval
	-
	-

	S3-111238
	New version of TR on Media Security
	Vodafone (Rapporteur)
	revisedl
	-
	S3-111243

	S3-111239
	New version of SIP Digest TR
	Rapporteur
	sent for email approval
	-
	-

	S3-111240
	New version of SSO TR
	Rapporteur
	sent for email approval
	-
	-

	S3-111241
	Reply to: Liaison Statement on X.oacms, Overall aspects of countering mobile messaging spam
	NEC
	approved
	S3-111209
	-

	S3-111242
	New version of PWS living document
	ST-Ericsson (Rapporteur)
	approved
	-
	-

	S3-111243
	New version of TR on Media Security
	Vodafone (Rapporteur)
	sent for email approval
	S3-111238
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-111173
	Revised rules for storing the START values on the ME
	Qualcomm Incorporated
	33.102
	244
	-
	Rel-11
	F
	Sec11
	postponed

	S3-111057
	Modification of security context storage rate on the USIM - resolution of Editor s Note
	Nokia Corporation, Nokia Siemens Networks
	33.102
	245
	-
	Rel-11
	F
	SEC11
	revised

	S3-111227
	Modification of security context storage rate on the USIM - resolution of Editor s Note
	Nokia Corporation, Nokia Siemens Networks
	33.102
	245
	1
	Rel-11
	F
	SEC11
	agreed

	S3-111138
	Introduction of reference to RFC 4301 in overview clause
	Nokia Corporation, Nokia Siemens Networks
	33.210
	32
	-
	Rel-11
	F
	Sec11
	agreed

	S3-111111
	CR to TS 33.220: Change to clause 4.2.3
	InterDigtial
	33.220
	152
	-
	Rel-11
	C
	Sec11
	noted

	S3-111163
	33.220 Rel-11 Correction of Allowed TLS Ciphersuite Identifiers in Annex H.3
	Ericsson, ST-Ericsson
	33.220
	153
	-
	Rel-11
	F
	TEI-11
	revised

	S3-111216
	33.220 Rel-11 Correction of Allowed TLS Ciphersuite Identifiers in Annex H.3
	Ericsson, ST-Ericsson
	33.220
	153
	1
	Rel-11
	F
	Sec11
	agreed

	S3-111164
	33.222 Rel-11 Correction of Reference and Clarification of Mandatory Implementation
	Ericsson, ST-Ericsson
	33.222
	32
	-
	Rel-11
	F
	TEI-11
	revised

	S3-111207
	33.222 Rel-11 Correction of Reference and Clarification of Mandatory Implementation
	Ericsson, ST-Ericsson
	33.222
	32
	1
	-
	F
	TEI-11
	postponed

	S3-111153
	CR to 33.234: Removal of maximum number of IKEv2 SA limit
	Ericsson, ST-Ericsson
	33.234
	110
	1
	Rel-11
	C
	SEC-11
	agreed

	S3-111171
	Authentication for Private Network Access
	NTT docomo
	33.234
	13
	-
	Rel-11
	C
	SEI11
	revised

	S3-111199
	Authentication for Private Network Access
	NTT docomo
	33.234
	13
	1
	Rel-11
	C
	SEI11
	agreed

	S3-111080
	CMPv2 profile
	Huawei, HiSilicon
	33.310
	56
	-
	Rel-10
	F
	NDS_Backhaul
	revised

	S3-111213
	CMPv2 profile
	Huawei, HiSilicon
	33.310
	56
	1
	Rel-10
	F
	NDS_Backhaul
	agreed

	S3-111141
	Security for direct interfaces between H(e)NBs
	Nokia Corporation, Nokia Siemens Networks
	33.320
	58
	3
	Rel-11
	B
	HNB_mob_Sec
	revised

	S3-111208
	Security for direct interfaces between H(e)NBs
	Nokia Corporation, Nokia Siemens Networks, ZTE Corporation, Huawei, HiSilicon
	33.320
	58
	4
	Rel-11
	B
	HNB_mob_Sec
	agreed

	S3-111031
	CR to 33.320 H(e)NB identity verification requirements for UE access control enforcement
	AT&T, Rogers Wireless, Vodafone, Huawei, HiSilicon, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Siemens Networks, Nokia Corporation, NEC Corporation
	33.320
	72
	-
	Rel-11
	B
	HNB_mob_Sec
	revised

	S3-111205
	CR to 33.320 H(e)NB identity verification requirements for UE access control enforcement
	AT&T, Rogers Wireless, Vodafone, Huawei, HiSilicon, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Nokia Siemens Networks, Nokia Corporation, NEC Corporation
	33.320
	72
	1
	Rel-11
	B
	Sec11
	agreed

	S3-111055
	Clarification of L-GW related H(e)NB security
	ZTE Corporation
	33.320
	73
	-
	Rel-11
	F
	HNB_mob_Sec
	noted

	S3-111079
	Security for direct interfaces between H(e)NBs
	Huawei, HiSilicon
	33.320
	74
	-
	Rel-11
	B
	HNB_mob_Sec
	merged in S3-111208

	S3-111100
	CR to TS 33.320 on TrE
	Gemalto
	33.320
	75
	-
	Rel-11
	F
	EHNB-Sec
	noted

	S3-111101
	CR to TS 33.320 on SIM Lock
	Gemalto
	33.320
	76
	-
	Rel-11
	F
	EHNB-Sec
	noted

	S3-111054
	Introducing identities binding requirements for UE access control enforcement
	ZTE Corporation
	33.320
	77
	-
	Rel-11
	B
	HNB_mob_Sec
	revised

	S3-111201
	Introducing identities binding requirements for UE access control enforcement
	ZTE Corporation
	33.320
	77
	1
	-
	B
	HNB_mob_Sec
	noted

	S3-111139
	Correction of the architecture description of the H(e)NB system
	Nokia Corporation, Nokia Siemens Networks
	33.320
	78
	-
	Rel-11
	F
	Sec11
	revised

	S3-111202
	Correction of the architecture description of the H(e)NB system
	Nokia Corporation, Nokia Siemens Networks
	33.320
	78
	1
	Rel-11
	F
	Sec11
	agreed

	S3-111144
	H(e)NB-LGW IP Address Assignment [Rel-10]
	Samsung
	33.320
	79
	-
	Rel-10
	F
	LIPA_SIPTO
	revised

	S3-111203
	H(e)NB-LGW IP Address Assignment [Rel-10]
	Samsung
	33.320
	79
	1
	Rel-10
	F
	LIPA_SIPTO
	agreed

	S3-111145
	H(e)NB-LGW IP Address Assignment [Rel-11]
	Samsung
	33.320
	80
	-
	Rel-11
	A
	LIPA_SIPTO
	revised

	S3-111204
	H(e)NB-LGW IP Address Assignment [Rel-11]
	Samsung
	33.320
	80
	1
	Rel-11
	A
	LIPA_SIPTO
	agreed

	S3-111033
	CR on 33.401 DSCP use with IPsec
	Juniper Networks, Nokia Corporation, Nokia Siemens Networks
	33.401
	483
	-
	Rel-11
	B
	Sec11
	revised

	S3-111192
	CR on 33.401 DSCP use with IPsec
	Juniper Networks, Nokia Corporation, Nokia Siemens Networks
	33.401
	483
	1
	Rel-11
	B
	Sec11
	agreed

	S3-111064
	CR-Clarification for handover from E-UTRAN to UTRAN
	Huawei, Hisilicon
	33.401
	484
	-
	Rel-11
	F
	7.7.3
	revised

	S3-111193
	CR-Clarification for handover from E-UTRAN to UTRAN
	Huawei, Hisilicon
	33.401
	484
	1
	Rel-11
	F
	7.7.3
	agreed

	S3-111067
	CR-Security handling for RRCConnectionReestablishment after RLF
	Huawei, Hisilicon
	33.401
	485
	-
	Rel-11
	F
	Sec11
	noted

	S3-111150
	Context identification at inter-RAT TAU procedures
	AT&T, Ericsson, Qualcomm Incorporated, ST-Ericsson
	33.401
	486
	-
	Rel-11
	F
	Sec11
	revised

	S3-111195
	Context identification at inter-RAT TAU procedures
	AT&T, Ericsson, Qualcomm Incorporated, ST-Ericsson
	33.401
	486
	1
	Rel-11
	F
	Sec11
	agreed

	S3-111172
	Clarification of key calculation at inter-RAT handover from GERAN/UTRAN to E-UTRAN
	Qualcomm Incorporated
	33.401
	487
	-
	Rel-11
	F
	Sec11
	revised

	S3-111196
	Clarification of the KDF used in the key calculations
	Qualcomm Incorporated
	33.401
	487
	1
	Rel-11
	F
	Sec11
	agreed

	S3-111152
	CR to 33.402: Removal of maximum number of IKEv2 SA limit
	Ericsson, ST-Ericsson
	33.402
	100
	1
	Rel-11
	C
	SEC-11
	agreed

	S3-111030
	CR to 33.402 - aligning support for MIPv4 with RFC 3543
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	33.402
	103
	-
	Rel-11
	F
	Sec11
	withdrawn

	S3-111104
	Authentication with external networks over S2b (Rel-11)
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo
	33.402
	98
	2
	Rel-10
	F
	TEI10
	revised

	S3-111198
	Authentication with external networks over S2b (Rel-11)
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo
	33.402
	98
	3
	Rel-10
	F
	TEI10
	agreed

	S3-111103
	Authentication with external networks over S2b (Rel-10)
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo
	33.402
	99
	2
	Rel-11
	A
	TEI10
	revised

	S3-111197
	Authentication with external networks over S2b (Rel-10)
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks, Juniper Networks, ZTE, NTT Docomo
	33.402
	99
	3
	Rel-11
	A
	TEI10
	agreed

	S3-111119
	specify the reference for TS 35221
	CATR, ZTE Corporation
	35.221
	-
	-
	Rel-11
	F
	EEA3_EIA3
	noted

	S3-111120
	specify the reference for TS 35222
	CATR, ZTE Corporation
	35.222
	-
	-
	Rel-11
	F
	EEA3_EIA3
	noted

	S3-111121
	specify the reference for TS 35223
	CATR, ZTE Corporation
	35.223
	-
	-
	Rel-11
	F
	EEA3_EIA3
	noted


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Tdoc
	Title
	Source
	Agenda
	Decision
	Reply in

	S3-111005
	PWS: Warning message display correction with regards to digital signature security
	S1-112240
	7.10
	noted
	

	S3-111006
	LS on modification of security context storage rate on the UICC
	C1-113768
	7.3
	noted
	

	S3-111007
	LS on Applicability of ePLMN to MDT
	R2-114802
	7.11
	noted
	

	S3-111008
	Response LS on Equivalent PLMN identities and MDT
	R3-112291
	7.11
	noted
	

	S3-111009
	Reply LS to LS on Equivalent PLMN identities and MDT
	S5-112707
	7.11
	noted
	

	S3-111010
	Reply LS on Maximum number of IKEv2 security associations
	C1-113753
	7.7.2
	noted
	

	S3-111011
	Reply LS on Inter-MSC handover failures and lists of permitted algorithms in the context of A5/4
	C4-112189
	7.4
	noted
	

	S3-111012
	LS on authentication signalling with external networks over S2b
	C4-112226
	7.7.2
	replied to
	S3-111200

	S3-111013
	Response LS on the length of security information in Public Warning System (PWS)
	R2-114814
	7.10
	noted
	

	S3-111014
	Reply LS on modification of security context storage rate on the UICC
	R2-114548
	7.3
	noted
	

	S3-111015
	Reply LS on Inter-MSC handover failures and lists of permitted algorithms in the context of A5/4
	GP-111303
	7.4
	noted
	

	S3-111016
	Reply LS on the length of security information in Public Warning System (PWS)
	GP-111304
	7.10
	noted
	

	S3-111017
	128-EEA3 and 128-EIA3 design and evaluation report
	SAGE-11-13
	7.7.4
	noted
	

	S3-111018
	Liaison Statement on X.oacms, Overall aspects of countering mobile messaging spam
	ls255-17
	7.1.2
	replied to
	S3-111241

	S3-111019
	Liaison to 3GPP SA3 and GSMA on the management of infected terminals in mobile networks
	ls257-17
	6
	replied to
	S3-111189

	S3-111020
	LS to 3GPP SA3 and GSMA on mobile and smart phone security
	ls258-17
	6
	replied to
	S3-111190

	S3-111021
	LS on Release 11 Features
	SP-110657
	4
	noted
	

	S3-111023
	Response LS on Minimization of Drive Tests (MDT) privacy
	S5-113172
	7.11
	noted
	

	S3-111024
	LS on MBMS reception from non-RPLMN
	R2-115636
	7.6
	noted
	

	S3-111025
	LS on stage 3 for modification of security context storage rate on the UICC
	R2-115643
	7.3
	noted
	

	S3-111026
	Reply LS on Applicability of ePLMN to MDT
	C1-114463
	7.11
	noted
	

	S3-111027
	LS on requirement for IOV-I and IOV-UI values
	C1-114398
	7.4
	replied to
	S3-111230

	S3-111028
	LS Reply on the length of security information in PWS
	C1-114450
	7.10
	noted
	

	S3-111029
	LS on Request to define extensions to H(e)NB to SeGW interface for BBAI
	S2-114680
	7.8
	noted
	

	S3-111105
	LS on default UE setting of ETWS/PWS
	S2-114714
	7.10
	replied to
	S3-111223

	S3-111106
	LS on Security considerations for providing CSG ID lists for equivalent PLMNs
	S2-114717
	7.11
	replied to
	S3-111231

	S3-111170
	Request to 3GPP for feedback on proposed changes to GBA specifications in support of M2M Integrity Validation
	ETSI M2M(11)0727r4
	7.9
	replied to
	S3-111220

	S3-111185
	Protocol procedures relating to the security and quality of service provided by mobile backhaul
	ITU-T COM 11 LS 68 E
	6
	replied to
	S3-111191
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