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Abstract of the contribution: propose to update the solution of External Interface Security to be aligned with the latest outsome in SA2.
1. Discussion

In TR33.868 v.050 subclause 7.5, a Security GW is used between the MTC Server and the core network as the first point of entry into a secure operator network. In current MTC architecture, the first point of entry into the operator’s network domain is MTC-IWF, which hides the internal PLMN topology from the outside, authenticates the MTC Server before communication establishment with the 3GPP network, authorizes control plane requests from an MTC Server, and supports secure communications between the 3GPP network and the MTC server, i.e. MTC-IWF is already playing part of the role of Security GW.
Proposal 1: 
MTC-IWF and Security GW, both being the first entry into the operator’s network domain, could be placed together, i.e. Security GW could be a functional entity co-located with MTC-IWF.
It’s also shown in the figure that there’s an interface between Security GW and GGSN/PDN-GW, and an interface between Security GW and AAA Server. 
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However, in SA2 #87 meeting, it was concluded that “The MTC-IWF is a pure control plane function which delivers the trigger information towards the UE regardless of PDP/PDN connection state” (cf. TR23.888 v.150 subclause 6.60.2), there’s no UP interface between MTC-IWF and GGSN/PDN-GW in the updated MTC architecture. Device trigger request either goes on control place from MTC Server to MTC-IWF over MTCsp, or goes on user plane from MTC Server directly to GGSN/P-GW over Gi/SGi, given that IP address of the MTC Device is available to MTC Server. There’s no interface from MTC-IWF to GGSN/P-GW, and no interface from MTC-IWF to AAA Server for device triggering. Moreover, there’s a new interface introduced from MTC-IWF to SGSN/MME for device triggering.
Proposal 2: 
The figure illustrating Security GW for external interface security needs to be updated to be aligned with the latest MTC architecture and device trigger conclusion. As MTC-IWF does not connect to GGSN/P-GW, the security protection between MTC Server and GGSN/P-GW can not rely on the Security GW co-located with MTC-IWF. 
2. Proposed changes

Based on above discussion, the following changes are proposed.
* * * Begin of Change * * * 

7.5
Solution 5 – External Interface Security

7.5.1
General Description

When the MTC Server is located outside the operator domain, the interface between the core network and the MTC Server may be protected using mechanisms like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

Functional entity Security GW may be used to authentication and authorization the MTC servers and to secure the external interfaces as shown in the Figure 3.
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Figure 3 Security GW exists between the MTC server and the network entity 

Thus the Security GW within the MTC-IWF can perform access control functionality of MTCsp interface to prevent the unauthorized MTC server from accessing to the core network. It can authenticate with MTC server on behalf of the 3GPP network. The NDS/IP security mechanism or proprietary protection mechanism can protect the trigger indication sent from the MTC server to the MTC-IWF. Similarly
 A separate Security GW may be used to between MTC Server and SMS-SC/IP-SM-GW/GGSN/P-GW to perform access control functionality of MTCsms and Gi/SGi interface to prevent the unauthorized MTC server from accessing to the core network.. 

7.5.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 
* * * End of Change * * * 
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