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1. Overall Description:

SA3 was asked about existing activities regarding management of infected terminals in mobile networks. There are no currently ongoing activities, but the related topic “selective disabling of UE capabilities” has been studied before. The control of UE capabilities has meanwhile been standardised in 3GPP TS 22.011, and is supported by OMA Device Management. The related Management Object is specified in 3GPP TS 24.305. 
However, no measures to detect infection, nor methods to deal with the infection have been standardised. It was also realised during study of the topic that management of infected terminals by the network has practical limitations and may introduce problems, such as those listed in section 2.4 of the attached discussion paper S3-040682. 
Since that time, terminals with multiple interfaces (both service and management) with more than one technology/operator have become much more widely deployed. These could increase the risk of infection, but also provide an effective means for dealing with it. Therefore SA3 would welcome further clarity on the statement “The scope of the proposed work item is limited to mobile networks"   
Some work on malicious software attacks was also done for H(e)NBs (in TR 33.820 and TS 33.320) and M2M Device Subscription Management (in TR 33.812).
2. Actions: none
3. Date of Next SA3 Meetings:
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