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1. Introduction

Recently concerns have been raised on the security of GSM networks using the A5/1 stream ciphering algorithm due to a known plaintext attack [1]. Originally the plaintext was derived from known text in System Information Type 5, 5bis, 5ter and System Information Type 6 transmitted on the downlink SACCH channel.
Several enhancements [2][3] have been considered including partial randomization of the considered SACCH messages [2] and selective ciphering [3], in which the transmitter (network) selectively switches off/on ciphering of any SACCH block depending its contents (typically, RR control messages are not ciphered while SAPI 3 data (SMS) are kept ciphered). However, since ciphering is always enabled for SMS transmission, a plaintext attack via the SACCH channel would appear to remain as an open avenue of attack. 

This contribution discusses continuing vulnerability of SACCH to plaintext attack and the potential need for further consideration of plaintext attacks in GERAN ongoing discussions in enhancing SACCH security.

2. SACCH coding and vulnerability connection to TCH
The GSM SACCH coding and modulation chain is shown in Figure 1. The plaintext and ciphertext denote the text before and after the ciphering unit at transmitter, respectively. Kc is the GSM ciphering key and COUNT is the TDMA frame number for a specific burst. Since at the receiver ciphertext can be determined after demodulation/equalization by an attacker, several countermeasures have previously been suggested by SA3 [4]: 
- The deployment of A5/3 (and A5/4) is generally regarded as the most preferable approach, but it is understood that some backup or intermediate approaches might be desired.
- As a general security principle, the amount of known plaintext should be minimized in ciphered messages to make attacks on A5/1 more difficult. 
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Figure 1 Encoding and modulation of a SACCH block (numbers shown are in bits).

Allowed ciphers that can be used on SACCH consist of the A5/1, A5/3 and A5/4 stream ciphers with A5/1 known to be vulnerable to plaintext attach. Importantly, the seriousness of a vulnerability in SACCH is increased due to the shared application of the same cipher and the GSM cipher key to the TCH (includes voice) and SDCCH/SACCH/FACCH channels.
3. Solutions in [2] and [3]
To make a known-plaintext attack more difficult, in [2] an element of uncertainly is added to SACCH system information payloads. Although this method does provide some degree of randomness to SACCH system information payloads, it does not improve the security of SACCH SMS payloads, which therefore remains a weak point as regards A5/1 security.
Selective ciphering [3] proposes to switch off/on ciphering on DL SACCH based on the transmitted SACCH content, i.e. when RR control messages are transmitted ciphering is not activated; otherwise when SAPI 3 data (SMS) is transmitted, ciphering is activated.
However, as pointed out in [5][6], neither solution prevents a plaintext attack on the A5/1 stream cipher via SMS on SACCH when an attacker sends a SMS with known contents to a targeted user. In this case, both solutions in [2]

 REF _Ref301692002 \r \h 
[3] remain vulnerable to the same known plaintext attack highlighted for SACCH system information payloads on the A5/1 stream cipher. 
4. Conclusion
This contribution highlights the vulnerability of SACCH using the A5/1 stream cipher to plaintext attack through SMS. Since this impacts not only the security of SMS but also of the TCH channel SA3 should conclude on the potential danger of this threat to networks with the solutions in [2][3] only. If such danger is found to be significant SA3 may want to update GERAN on SA3s discussions and for consideration during their ongoing work on enhancements to SACCH security when using the A5/1 stream cipher. 
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