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1.

Introduction

At SA3#64 concern was raised at the security level achievable in using the limited space available for digital signatures for PWS in Rel-11. Liason statements were sent to RAN WG2, GERAN WG2 and CT1 requesting information on extending the number of bits available in GSM, UMTS and LTE. While RAN WG2 and GERAN WG2 have indicated such an extension is possible both RAN WG2 and CT1 also request further information on backwards compatibility issues.
This contribution discusses these issues and proposes a draft LS reply to questions posed by RAN WG2 and CT1.
2.
Background on Security levels and Signature Sizes

The three most common standardised digital signature schemes, are ECDSA, DSA and RSA shown in the table below. Also shown is the signature signature size along with the projected last year each security level is predicted to remain robust to brute force attack assuming the progression in computing capabilities continues to follow Moore’s law.
	Security level (in bits)
	Recommended
last year in use
	Signature sizes (in bits)

	
	
	ECDSA
	DSA
	RSA-based

	80
	≤ 2010
	320
	320
	1024

	112
	≤ 2030
	448
	448
	2048

	128
	~ 2040
	512
	512
	3072


While RSA has the lowest verification time for 80 bit security level it also requires the largest signature size. GERAN WG2 indicates the ETWS payload may be extended up to a maximum of 648 bits (81 bytes) [1] while RAN WG2 indicates an extension of up to 1280 bits (160 bytes) [2] can be supported. RSA requires signature sizes in excess of these payload sizes for security levels lasting beyond 2010 while both ECDSA and DSA can support both 112 bit security level with 448 bit signature size and more importantly 128 bit security level with 512 bit signature size. At both the 112 bit and 128 bits security level ECDSA has an advantage over DSA in requiring a much smaller public key size. Additionally, ECDSA has an additional advantage over DSA at the 128 bit security level in having smaller complexity and consequently slightly faster verification time. 
For reasons of not only of simple availablility but also proven security, standard key length and domain parameters should be chosen in order to provide a high degree of confidence in any chosen solution. Available vetted solutions can be found in references such as [3][4].
3.
Comments on incoming response laison statements
Incomming liaison statements from RAN WG2 and CT1’s are detailed in [2][5] and contain the following actions for SA3. 
RAN WG2

Question from RAN WG2: RAN2 kindly asks SA3 to confirm whether the backwards compatibility is not required in the signalling of the new security information. And RAN2 would like to know SA3’s understanding whether the current (pre-Rel 11) ETWS security information can be used even though the security level is low.
Discussion on RAN WG2: 
We consider that the RAN2, GERAN2 and CT1 should have final responsibility for the ensuring backwards compatibility of the protocols under their responsibility. However, SA3 can provide certain information to assist them in their decisions. 

Section 9.3.25 in TS 23.041 defines the Warning-Security-Information parameter as shown below. This parameter is carried over the radio interface to the UE within the "ETWS PRIMARY NOTIFICATION WITH SECURITY" message in the case of UMTS [7], within " SystemInformationBlockType10" message in the case of LTE [8], and within the " ETWS Primary Notification" in the case of GSM [9].
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Since the “Warning-Security-Information” parameter is a fixed size of 50 bytes (43 bytes for the digital signature and 7 bytes for the timestamp) for pre-Rel’11 mobiles, a backwards compatibility issue due to parsing the remainder of the message may indeed exist if the “Warning-Security-Information” field were to be enlarged. 
Therefore to accomidate a 128 bit security level a signature of size 512 bits or 64 bytes an enlargement of 64 bytes – 43 bytes = 21 bytes is required. This could be achieved by adding an additional parameter (e.g. “Extension-Warning-Security-Information”) to the appropriate messages.
Turning to the issue of pre-Rel’11 UE using ETWS security information as discussed in [6] no algorithm for verification has been defined for pre-Rel’11, and it is our understanding that SA3 does not intend to define any security algorithm that uses the shorter 43 octet signature that was defined prior to release 11. Furthermore as shown in the table in the previous section 80bit security level is not recommended for use past 2010. 
CT1

Question from CT1: “CT1 notes that the answer to question A from GERAN2 and RAN2 is positive. However, CT1 acknowledges that additional bits could be used to extend the digital signature while keeping the current maximum number of bits available in the radio message. It is the view of CT1 that relatively few bits could be obtained from the timestamp and warning-type fields.  CT1 cannot comment on the number of bits that could be obtained from padding bits .....”
“CT1 understands that the current specifications have no security solution specified for ETWS secondary notification messages nor for other PWS warning messages. Should such a security solution be required in future releases, CT1 would like to highlight that the behaviour of legacy MSs/UEs needs to be taken into account.”
CT1 kindly asks SA3 to take CT1’s answers into account and provide guidance on which option CT1 should select to increase the digital signature length in 3GPP TS23.041, and answer CT1’s question regarding the Rel-8/9/10 security parameter definitions.

Discussion on CT1: Given the more than sufficient support for 128 bit level security (64 bytes) in the responses from GERAN WG2 (81 bytes) and RAN WG2 (160 bytes) we believe the better long term option is to extend the number of bits available in the radio message. 
Concerning CT1’s question regarding Rel-8/9/10 security parameter definitions as in the discussion of RAN WG2s questions this can be achieved by adding an additional 21 byte “Extension-Warning-Security-Information” parameter to be included in the appropriate radio messages. With the already existing 43 bytes available for a digital signature in the 50 byte “Warning-Security-Information” parameter this provides sufficient room for a 64 byte digital signature offering 128 bits level security.
4.
Proposal

It is proposed to sends an LS to GERAN WG2, RAN WG2 and to CT1 indicating the addition of a 21 byte “Extension-Warning-Security-Information” parameter is sufficient. 

1. Overall Description:

SA3 has discussed the incoming LSs from GERAN WG2, RAN WG2 and CT1. SA3 thanks GERAN WG2, RAN WG2 and CT1 for their responses and has concluded that extending the digital signature by 21 bytes will provide a sufficient level of security. 
In order to maintain backwards compatibility with pre Rel’11 MSs/UEs SA3 believes the extension can be achieved by the inclusion of an additional 21 byte parameter in the appropriate radio interface messages. A digital signature consisting of the already available 43 bytes in the “Warning-Security-Information” plus the 21 bytes provided by an additional parameter will allow a 64 byte digital signature which is sufficient to meet SA3’s security needs.
SA3 would like to provide the following answers to the questions from RAN WG2 and CT1.
RAN WG2

Question: RAN2 kindly asks SA3 to confirm whether the backwards compatibility is not required in the signalling of the new security information. And RAN2 would like to know SA3’s understanding whether the current (pre-Rel 11) ETWS security information can be used even though the security level is low.

Answer: SA3 believes backwards compatibility is required in the signalling of the new security information and considers that backward compatibility could be achievded by defining a new 21 byte security parameter in TS 23.041 to be carried in the appropriate radio interface messages. However, SA3 considers that the RAN2, GERAN2 and CT1 have the final responsibility for the ensuring backwards compatibility of the protocols under their responsibility.
Regarding use of the current (pre-Rel’11) ETWS security information, SA3 has so not defined, and has no intention to define, any security algorithm that uses only the current 43 byte digital signature . Digital signatures of this size are not recommended for use beyond 2010.
CT1

Question: CT1 kindly asks SA3 to take CT1’s answers into account and provide guidance on which option CT1 should select to increase the digital signature length in 3GPP TS23.041, and answer CT1’s question regarding the Rel-8/9/10 security parameter definitions.

Answer: SA3 notes the positive answers from GERAN WG2 and RAN WG2 and confirms the option of extending the digital signature length in 3GPP TS23.041 and in the appropriate radio interface messages is preferred. 
Regarding CT1’s question on regarding Rel-8/9/10 security parameter definitions SA3 believes the existing related parameter definition in Rel-8/9/10 should remain in the Rel-11 specification along side a new 21 byte security parameter definition for reasons of backwards compatibility. SA3 requests CT1 to confirm SA3’s understanding on this issue.
2. Actions:
ACTION: 
SA3 kindly asks RAN WG2 and CT1 to take SA3’s answers into account.
SA3 kindly asks CT1 to confirm SA3’s understanding that ETWS security information can be extended in a backwards compatible manner by the inclusion of an addition 21 byte parameter in TS 23.041
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