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**************************************start first chage*********************************************

7.4.3
KeNB* and Token Preparation for the RRCConnectionRe-establishment Procedure

The KeNB* and token calculation at handover preparation are cell specific instead of eNB specific. At potential RRC Connection re-establishment (e.g, in handover failure case), the UE may select a cell different from the target cell to initiate the re-establishment procedure.To ensure that the UE RRCConnectionRe-establishment attempt is successful when the UE selects another cell under the control of the target eNB at handover preparation, the serving eNB could prepare multiple KeNB*s and tokens for multiple cells which are under the control of the target eNB. The serving eNB may prepare cells belonging to the serving eNB itself.

The preparation of these cells includes sending security context containing KeNB*s and tokens for each cell to be prepared, as well as the corresponding NCC, the UE EPS security capabilities, and the security algorithms used in the source cell for computing the token, to the target eNB. The source eNB shall derive the KeNB*s as described in Annex A.5 based on the corresponding target cell’s physical cell ID and frequency EARFCN-DL.
In order to calculate the token, the source eNB shall use the negotiated EIA-algorithm from the AS Security context from the source eNB with the following inputs: source C-RNTI, source PCI and target Cell-ID as defined by VarShortMAC-Input in TS 36.331 [21], where source PCI and source C-RNTI are associated with the cell the UE last had an active RRC connection with and target cell ID is the identity of the target cell where the RRCConnectionReestablishmentRequest is sent to.

- KEY shall be set to KRRCint of the source cell;

- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- all COUNT bits shall be set to 1.

The token shall be the 16 least significant bits of the output of the used integrity algorithm.

To avoid that the UE cannot perform the RRC re-establishment procedure if there is a failure during a handover or a connection re-establishment, the UE shall keep the KeNB used in the source cell until the handover or a connection re-establishment has completed successfully or until the UE has deleted the KeNB due to other rules in this specification (e.g., due to transitioning to ECM-IDLE).

For X2 handover, the target eNB shall use these received multiple KeNB*s. But for S1 handover, the target eNB discards the multiple KeNB*s received from the source eNB, and derives the KeNB*s as described in Annex A.5 based on the received fresh {NH, NCC} pair from MME for forward security purpose.
When an RRCConnectionReestablishmentRequest is initiated by the UE, the RRCConnectionReestablishmentRequest shall contain the token corresponding to the cell the UE tries to reconnect to. This message is transmitted over SRB0 and hence not integrity protected. 
The target eNB receiving the RRCConnectionReestablishmentRequest shall respond with an RRCConnectionReestablishment message containing the NCC received during the preparation phase if the token is valid, otherwise the target eNB shall reply with an RRCConnectionReestablishmentReject message. The RRCConnectionReestablishment and RRCConnectionReestablishmentReject messages are also sent on SRB0 and hence not integrity protected. Next the target eNB and UE shall do the following:.The UE shall firstly synchronize the locally kept NH parameter as defined in Annex A.4 if the received NCC value is different from the current NCC value in the UE itself. Then the UE shall derive KeNB* as described in Annex A.5 based on the selected cell’s physical cell ID and its frequency EARFCN-DL. The UE shall use this KeNB* as KeNB. The eNB uses the KeNB* corresponding to the selected cell as KeNB. Then, UE and eNB shall derive and activate keys for integrity protection and verification from this KeNB and the AS algorithms (ciphering and integrity algorithms) obtained during handover preparation procedures which were used in source eNB. Even if the AS algorithms used by the source eNB do not match with the target eNB local algorithm priority list the source eNB selected AS algorithms shall take precedence when running the RRCConnectionRe-establishment procedure. The target eNB and UE should refresh the selected AS algorithms and the AS keys based on local prioritized algorithms after the RRCConnectionRe-establishment procedure.
NOTE: When the AS algorithms transferred by source eNB are not supported by the target eNB, the target eNB will fail to decipher or integrity verify the RRCReestablishmentComplete message on SRB1. As a result, the RRCConnectionRe-establishment procedure will fail.

The UE shall respond with an RRCReestablishmentComplete on SRB1, integrity protected and ciphered using these new keys. The RRCConnectionReconfiguration procedure used to re-establish the remaining radio bearers shall only include integrity protected and ciphered messages.
The UE may Re-establish to a different node which is not prepared in all probability in following RN scenarios:

· UE was under RN, the cell for re-establishment is under DeNB;

· UE was under RN1, the cell for re-establishment is under RN2, both RN1 and RN2 are under the same DeNB;
· UE was under DeNB(acting as an eNB to the UE), the cell for re-establishment is under RN;
When the target cell for RRCConnectionReestablishment belongs to different node  than the source node, the target cell that has no current security context for the UE prepared should forward the RRC connection reestablishment request message to the source cell and requests the source cell for KeNB* and the used algorithms. The source cell verifies the token. If the verification is successful, the source cell responds with the result, KeNB* and the algorithms used in source cell. The target cell calculates the AS keys from the reveived KeNB* and the algorithms used in source cell.Then the RRC connection reestablishment procedure continues.
**************************************end first change*********************************************

**************************************start second change******************************************

D.2.2
Security Procedures

The start-up of an RN shall proceed in the following steps, which are arranged in three phases. The Preparation Phase and Phase II procedures are the same for the certificate-based and the PSK-based case. Phase I procedures differ between the certificate-based case and the pre-shared key based case. If one of the steps fails in any of the involved entities the procedure shall be aborted by that entity, and the steps that follow the failed step shall not be executed (but the sending of failure messages is possible).

Preparation Phase:

The RN platform secure environment shall perform an integrity check of the RN platform. This shall include checking the integrity of the sensitive parts of the boot process and proceeding with the boot process only if the integrity checks of all these parts are successful.
Phase I: Procedures prior to the RN attach procedure (certificate-based case)
For the certificate-based case, the RN may skip Phase I attachment if the RN has an operator certificate available and a valid CRL list (if needed). 
NOTE0:
There may be reasons to perform Phase I attachment even if operator certificate and valid CRL are available.

Ec1.
Void.
Ec2.
The RN shall attach as a UE using USIM-INI if step Ec3 needs to be performed.

Ec3.
The RN shall obtain an operator certificate through the enrolment procedure defined in TS 33.310 [6] unless an operator certificate is already available. Details can be found in clause D.2.4. The RN may optionally establish a secure connection to an OAM server. Details can be found in clause D.2.5. The RN shall retrieve a CRL from a suitable server if no valid CRL is available locally in the RN and the RN supports and is configured to perform CRL checks. For revocation checking of UICC certificates see clause D.2.6. For the handling of CRLs for UICC certificates see also clause D.3.3.4.

Ec4.
After completing step Ec3, the RN shall detach from the network and de-activate the USIM-INI if it attached in step Ec2. If the UICC needs to be configured over the air (OTA) this may also be done in this step.
Ec5.
The RN platform secure environment and the UICC shall establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [29] clause 7 “Secured APDU” with TLS handshake. This TLS handshake shall be initiated by the RN and use certificates on both sides. The RN shall either use a pre-established certificate or the certificate enrolled in step Ec3. The UICC shall verify that this certificate belongs to the relay node the USIM-RN is bound to. The UICC shall be pre-provisioned with an operator root certificate to verify the RN certificate. The UICC certificate shall be pre-installed in the UICC by the operator. The RN shall be provisioned with a root certificate to verify the UICC certificate.
Ec6.
A certificate validation client on the UICC shall verify the signatures in the RN certificate chain up to the root certificate. The check of revocation status and expiry time shall be omitted. A certificate validation client on the RN shall check the verification of the signatures in the UICC certificate chain up to the root certificate as well as the expiry time. The revocation status of the UICC certificate should be checked by means of CRLs. Furthermore, the requirements in clause D.2.3 on ‘USIM Binding Aspects’ shall apply.
NOTE 1:
The root certificate, and potentially other data required, that need to be stored in the UICC could be provisioned in the UICC during its personalization. The operator provides to smart card manufacturer a list of data (e.g. IMSI, key K, etc) to be provisioned in the UICC during its personalization phase, before issuance of the UICC. The root certificate, and potentially other data, could be provided by the operator as part of the data to be personalized in the UICC by the smart card manufacturer. In the field, the root certificate, and potentially other data, could also be updated by OTA means, if needed. 
The private key corresponding to the RN certificate and the root certificate used to verify the UICC certificate shall be stored in the secure environment of the RN platform validated in the Preparation Phase, and the TLS connection as well as the secure channel with the UICC shall terminate there. From the completion of this step onwards, all communication between the USIM-RN and the RN shall be protected by the Secure Channel. 
The USIM-RN shall not engage in any communication with any entity prior to the the completion of establishment of the Secure Channel according to steps Ec5 and Ec6 other than messages for establishing the Secure Channel according to ETSI TS 102 484 [29] clause 7 "Secured APDU".
NOTE 2:
Certificate use restriction may be made possible e.g. through a suitable name structure, or a particular intermediate CA in the verification path, or policy information terms, e.g. by a suitable object identifier (OID) in the certificate policies extension.

NOTE 3:
ETSI TS 102 484 [29] states in clause 6.2.2: “The UICC may present a self-signed certificate. The terminal or terminal application should temporarily accept such a certificate during the TLS handshake protocol, if it is able to establish by other means (e.g. successful network authentication) that the handshake protocol is conducted with an authentic UICC.” Similar considerations apply when the method in ETSI TS 102 484 [29] in clause 7 “Secured APDU” with TLS handshake is used as is the case in the present document. And in the present solution for relay node security, the RN indeed verifies the authenticity of the USIM-RN by means of a successful RN attach procedure. However, the use of a self-signed UICC certificate, or no UICC certificate at all, is not allowed here as this would weaken the protection against certain attacks, cf. clause D.2.6.
NOTE 4:
It is proposed here that the RN assumes the role of TLS client in line with ETSI TS 102 484 [29], clause 7, on “Secured APDU” with TLS handshake.

NOTE 5:
One may want to limit the lifetime of a secure channel between USIM-RN and RN for security reasons. Suitable counters providing such a limit include a transaction counter, cf. clause 5 of ETSI TS 102 484 [29]. Details can be found in stage 3 specifications.
NOTE 6:

Having two USIMs on one UICC is a standard feature available today (but only one USIM can be active at a time in current 3GPP specifications). 

NOTE 7:
The RN could distinguish a USIM-RN from a USIM-INI e.g. by the use of so-called “Application Identifiers (AID)” for UICC applications. 

Phase I: Procedures prior to the RN attach procedure (pre-shared key based case)
For the psk-based case, there may be some cases when skipping of Phase I attachment is possible. Such cases are outside the scope of the present document.

Ep1.
Void.
Ep2.
The RN platform secure environment and the UICC shall establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [29] clause 7 “Secured APDU” using a pre-shared key. Furthermore, the requirements in clause D.2.3 on ‘USIM Binding Aspects’ shall apply. 

The pre-shared key shall be stored in the secure environment of the RN platform validated in the Preparation Phase, and the secure channel with the UICC shall terminate there. From the completion of this step onwards, all communication between the USIM-RN and the RN shall be protected by the Secure Channel. 
The USIM-RN shall not engage in any communication with any entity prior to the completion of the establishment of the Secure Channel according to step Ep2 other than messages for establishing the Secure Channel according to ETSI TS 102 484 [29] clause 7 “Secured APDU”.

Ep3.
The RN may optionally establish a secure connection to an OAM server. Details can be found in clause D.2.5. 

Ep4.

The RNshall detach from the network if it attached for performing step Ep3. 

**************************************end second change*******************************************
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