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Abstract of the contribution:
When UE RRCConnectionRe-establishment attempt is caused by RLF in RN scenario, the UE may select cell under another node. How to verify the short MAC-I included in RRC Connection Re-establishment request and How to get the UE security context by the target node is considered.
1. Introduction

In 7.4.3, 33.401, it describes how to ensure that the UE RRCConnectionRe-establishment attempt is successful when the UE selects another cell under the control of the target eNB at handover preparation. However, there is no description on security handling when UE RRCConnectionRe-establishment attempt is caused by RLF and the UE selects cell under a different node from the  previous connected one.The UE may avoid to select a cell under different node according to cell ECGI in LTE system. UE can not achieve this in RN scenarios as RN and DeNB have the same eNB ID.This document gives some consideration on security handling of UE RLF in RN scenario.
2. Security handling in RRCConnectionRe-establishment procedure

The RRCConnectionRe-establishment procedure is depicted as follows. Short MAC-I is included in RRC Connection Reestablishment Request message. If the verification of the short MAC-I is successful in target eNB, the steps following this step shall be executed.Then the UE will send the RRC Connection Reestablishment Complete message to the target eNB.This message as well as all data later transmitted between UE and the target eNB is ciphered and integrity protected by AS keys derived from the prepared KeNB*. On the other side, if the target eNB for Re-establishment does not have short MAC-I for the reestablishment cell (i.e. the reestablishment cell is not prepared), then the target eNB can not verify the short MAC-I and will reject the RRC connection reestablishment Request. 
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Fig.1 RRC connection re-establishment, successful                        Fig.2 RRC connection re-establishment, failure
3. UE RLF in RN scenario

In some cases RN is deployed to enhance the capacity of the eNB in hotspot. When UE RLF occurs in the overlapped area, the UE may Re-establish to the other node in all probability. There are three cases for UE RRCConnectionRe-establishment caused by RLF in RN scenario:

A. UE is under RN, the Re-establishment cell is under DeNB;

B. UE is under RN1, the Re-establishment cell is under RN2, both RN1 and RN2 are under the same DeNB;

C. UE is under DeNB, the Re-establishment cell is under RN.
From UE side, it is not aware whether the target cell is belong to the same node as the source cell, for the source node and the target node have the same eNB ID.
4. Solutions on security handling after UE RLF in RN scenario
R8 UE can also access to RN, the security handling for UE RRCConnectionRe-establishment attempt caused by RLF shall be compatible with legacy LTE UEs.
In each of the above UE RLF scenarios, the cell for Re-establishment is not prepared for the token and KeNB* locally.The Re-establishment procedure will not succeed because the message verification of the cell for Re-establishment will fail.Some solutions are proposed to avoid UE dropping call caused by Re-establishment failure.
4.1. Solution 1: The source node verifies the token and provides security context to target node
When UE sends RRC connection reestablishment request to target node for Re-establishment, the target node forward the message to the source node and asks the source cell for KeNB* and the used algorithms. The source cell checks whether the received short MAC-I is consistent with the short MAC-I included in RRC connection reestablishment request. If it is, the source cell responds with the check result, KeNB* and the used algorithms and the RRC connection reestablishment procedure continues.
4.2. Solution 2: The target node verifies the token and gets security context from the source node
When UE sends RRC connection reestablishment request to target node for Re-establishment, the target node asks the source node for short MAC-I, KeNB* and algorithms used in source cell. The target node checks whether the received short MAC-I is consistent with the short MAC-I included in RRC connection reestablishment request and derives AS keys from KeNB*.
4.3. Solution 3: The target node verifies the token and calculates KeNB* 

When UE sends RRC connection reestablishment request to target node for Re-establishment, the target node asks the source node for short MAC-I. The target node checks whether the received short MAC-I is consistent with the short MAC-I included in RRC connection reestablishment request. If it is, the target node sends path switch request message to the MME and obtains new {NH, NCC} pair. Then the target node calculates KeNB* for reestablishment node based on the reveived NH. 
4.4. Comparation
Both solution 1 and solution 2 need communication between the source node and target node. The little difference between solution 1 and solution 2 is which node is responsible to verify the token (short MAC-I). It may take almost the same time for preparation of the target node, as both solutions need one round of message flow between the source node and target node to prepare for the target reestablishment cell. In solution 1, the source node does not need to calculate KeNB* for the target node if the token check fails.
The target node needs to communicate with the source node and with the MME in solution 3.More messages are introduced for the security handling after UE RLF in RN scenarios. Solution 3 may take more time for the target node to obtain all the information than solution 1 and solution 2.
5. Proposal

From above analysis, we propose that SA3 adopts solution 1 and the CR S3-111067. 
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