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Abstract of the contribution:  This contribution updates the figure of the architecture for external interface security based on the latest progress on MTC architecture made by SA2.
1 Discussion

According to the latest MTC architecture determined by SA2 last meeting (see as follow), MTC Server is allowed to connect to 3 network nodes in 3GPP network domain, that is MTC-IWF, SMS-SC/IP-SM-GW and GGSN/S-GW+P-GW. Device trigger indication sent by MTC server should be delivered to MTC-IWF or SMS-SC/IP-SM-GW via MTCsp or MTCsms interface respectively on control plane, or to GGSN/S-GW+P-GW via Gi/Sgi interface on user plane. Therefore, the figure for external interface security in clause 7.5.1, TR 33.868 should be updated correspondingly. 
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Fig.1 3GPP Architecture for Machine-Type Communication
Changes:

1. The direct traffic flow of trigger indication sent from MTC Server to HLR/HSS, AAA Server and CBC entitiy should be removed. While direct traffic flow from MTC Server to MTC-IWF should be added. 
2. As trigger indication may not need to be handle by SGSN/MME, it is inaccurate to say SGSN/MME in the second block from the most left. Thus, “3GPP network node” is used instead to give a general description for the node that handles trigger indication. Which node is actually used to handle the trigger indication depends on the triggering mechanism selected by SA2.
3. Since MTC-IWF provide device trigger function in 3GPP architecture for MTC, trigger GW is actually MTC-IWF entity. Thus, “trigger GW” should be replaced by “MTC-IWF” in the context of clause 7.5.1.
2 Proposal

Based on above discussion, it is proposed to make following changes to the Solution “External Interface Security” in TR 33.868 v0.5.0.

********************************the start of the first change***************************************
7.5
Solution 5 – External Interface Security

7.5.1
General Description

When the MTC Server is located outside the operator domain, the interface between the core network and the MTC Server may be protected using mechanisms like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

Security GW could be used between the MTC server and the core network as the first point of entry into a secure operator network. 
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Figure 3 Security GW exists between the MTC server and the network entity 

Thus the Security GW can perform access control functionality to prevent the unauthorized MTC server from accessing to the core network. It can authenticate with MTC server on behalf of the 3GPP network. The NDS/IP security mechanism or private protection mechanism can protect the trigger indication sent from the MTC server to the Security GW. The Security GW can be an independent node or co-located with an intermediate node (e.g. MTC-IWF).
7.5.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 

********************************the end of the first change*****************************************
_1380083013.vsd
text



_1381214571.vsd
text


GGSN/
P-GW


SMS-SC/IP-SMS-GW


Trigger indication          


Security GW


MTC Server


Trigger indication          


 trigger indication


MTC-IWF


3GPP network node


MTC Device


Trigger indication          


NDS/IP or private protection mechanism



_1363161955.vsd
text


GGSN/
P-GW


SMS-SC


AAA server


HLR/HSS


Trigger indication          


Trigger indication          


Security GW


MTC Server


Trigger indication          


Trigger indication          


 trigger indication


CBC


SGSN/MME


MTC Device


Trigger indication          


NDS/IP or private protection mechanism



