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Introduction
This contribution addresses one of the Editor’s Notes in section 7.3.2.1 interworking of the SIP Digested-based SSO with the OpenID:

Editor’s Note: It should be marked, for each of the steps of the description for the protocol depicted in Figure 7.3-2, which element of the description complies to OpenID specification, and which element is beyond the scope of OpenID specification.

Under the solution, the SSO subsystem provides some forms of interworking with the OpenID, and the operator becomes OpenID provider.

In the message flow of the authentication process, steps 1 through 3 and steps 12 through 15 comply with OpenID specification, step 4 authenticates RP, which is similar to the association establishment process in OpenID specification, steps 5 through 11 belong to SIP Digest-based authentication, steps 16 through 18 provide application security.
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It is kindly asked SA3 to agree the following change.

************* Start of Change  **********************

18.
The UE decrypts the EK1(UE_Author) and then accesses to the requested service.

NOTE 6: The last 3 steps 16, 17 and 18 are application specific, they are optional steps and not required for SSO authentication purpose.
If there is a failure in steps 1 through 18 – the authentication procedure stops.
NOTE 7: In the message flow of the authentication process, steps 1 through 3 and steps 12 through 15 comply with OpenID specification, step 4 authenticates RP, which is similar to the association establishment process in OpenID specification, steps 5 through 11 belong to SIP Digest-based authentication, steps 16 through 18 provide application security.

Editor’s Note:  The aspects of providing keys for general application security between a terminal and application server, not only for interwoking with OpenID, should be also taken into account in the solution.

NOTE 8: The interworking with the Liberty Alliance is similar to the interworking with the OpenID.
************* End of Change  **********************

